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The integration of the Internet into industrial plants has connected Industrial Control Systems (ICS)
worldwide, resulting in an increase in the number of attack surfaces and the exposure of software and
devices not originally intended for networking. In addition, the heterogeneity and technical obsolescence
of ICS architectures, legacy hardware, and outdated software pose significant challenges. Since these sys-
tems control essential infrastructure such as power grids, water treatment plants, and transportation net-
works, security is of the utmost importance. Unfortunately, current methods for evaluating the security of
ICS are often ad-hoc and difficult to formalize into a systematic evaluation methodology with predictable
results. In this paper, we propose a practical method supported by a concrete toolkit for performing pen-
etration testing in an industrial setting. The primary focus is on the Modbus/TCP protocol as the field
control protocol. Our approach relies on a toolkit, named MOSTO, which is licensed under GNU GPL and
enables auditors to assess the security of existing industrial control settings without interfering with ICS
workflows. Furthermore, we present a model-driven framework that combines formal methods, testing
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techniques, and simulation to (formally) test security properties in ICS networks.
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1. Introduction

Modern society is heavily dependent on large, heterogeneous,
and complex software-intensive systems to support all kinds of
daily activities. Industrial plants have opened their production and
operation to the Internet, allowing remote control of their facili-
ties for easier and faster management. As a result, they are more
exposed to both accidental and malicious threats. As the complex-
ity of these systems and the strength of attacks increase, cascading
failures can disrupt the production of a system for several hours or
days. In the worst case, the service discontinuity can lead to seri-
ous problems, from severe financial loss to death or injury.

During the “off-line” industrial era, Industrial Control Systems
(ICS)! have been primarily protected against physical intrusion
intended to cause physical attacks (damages to control devices)
and/or logical attacks (for example, internal sabotage or compro-
mise of operator workstations with malicious code). As the Inter-
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net has entered industrial plants, Supervisory Control And Data
Acquisition (SCADA) systems have connected the world, increas-
ing attack surfaces and exposing software and devices that were
not initially designed to be networked (ENISA, 2013). According to
the Purdue Enterprise Reference Architecture (Williams, 1994), net-
worked control systems are mainly based on a Control Network
(connecting Programmable Logic Controllers — PLCs) and a Su-
pervisory Network, connecting SCADA servers, historical database
management systems, and logging facilities, among other industrial
network assets.

Recent reports show that the number of reported security in-
cidents on ICS networks has increased in recent years. In the
first half of 2022, Kaspersky ICS CERT reported that 31.8% of ICS
computers worldwide had malicious objects that were blocked at
least once (Kaspersky ICS CERT, 2022). Similarly, according to Dra-
gos (Dragos, 2023), during 2022, cyberattacks against ICS increased
by 87% in ransomware attacks on industrial organizations and by
35% in the number of ransomware groups targeting industrial con-
trol and operational technology systems.

Security is of the utmost importance, as these systems are
used to control critical infrastructure such as power grids, water

0167-4048/© 2023 The Authors. Published by Elsevier Ltd. This is an open access article under the CC BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/)


https://doi.org/10.1016/j.cose.2023.103373
http://www.ScienceDirect.com
http://www.elsevier.com/locate/cose
http://crossmark.crossref.org/dialog/?doi=10.1016/j.cose.2023.103373&domain=pdf
http://creativecommons.org/licenses/by-nc-nd/4.0/
mailto:rjrodriguez@unizar.es
https://doi.org/10.1016/j.cose.2023.103373
http://creativecommons.org/licenses/by-nc-nd/4.0/

RJ. Rodriguez, S. Marrone, I. Marcos et al.

treatment plants, and transportation networks. Any compromise of
these systems can have serious consequences ranging from finan-
cial loss to loss of human life. However, thousands of cybersecu-
rity incidents have been reported in many industry sectors: chem-
ical, healthcare, transportation, or food and agriculture, to name
a few. A summary for the year 2012 can be found in Kozik and
Choras (2013). Apart from the well-known case of the Stuxnet
worm in 2011, which was a piece of malicious software specially
designed to exploit Siemens PLCs in SCADA networks affecting in
particular Iranian nuclear facilities (Farwell and Rohozinski, 2011;
Langner, 2011), other threats targeting energy companies, research
centers, or banking services, such as GhostNet, Flame, DarkSeoul, or
DragonFly, have been made public over the years (Rauscher, 2013).

Recent attacks on critical infrastructure have highlighted the
vulnerability of critical infrastructure to cyberattacks and the need
for stronger security measures in ICS networks. For example, the
2015 cyberattack on Ukraine’s power grid, carried out by hack-
ers who gained access to control systems and disrupted the
flow of electricity, left 230,000 people without power for sev-
eral hours (Sullivan and Kamensky, 2017). Similarly, the 2021 ran-
somware attack on the Colonial Pipeline in the United States re-
sulted in the shutdown of a major pipeline network that sup-
plies fuel to the East Coast. The attack caused fuel shortages,
price hikes, and disruptions to transportation and other critical ser-
vices (Smith, 2022), again highlighting the need for robust cyber-
security measures to guard against such attacks.

In conclusion, the importance of security in industrial control
systems cannot be overstated, as the potential consequences of a
cyberattack on critical infrastructure are significant. Recent inci-
dents have demonstrated the need for stronger security measures
to safeguard these systems, regardless their industry.

We have examples of recent incidents of different industries:
(i) on the energy industry: in February 2021, a cyberattack on
a water treatment facility in Florida resulted in hackers gaining
access to the plant’s control systems and attempting to increase
the level of sodium hydroxide in the water supply (Vera et al.,
2021); (ii) on the manufacturing industry: in December 2020,
the SolarWinds supply chain attack impacted multiple organiza-
tions, including some in the manufacturing industry (Peisert et al.,
2021); (iii) on the water industry: in 2019, a ransomware attack
on the city of Baltimore’s computer systems affected the city’s
water billing system and resulted in a disruption to the city’s
water services (Gallagher, 2019); (iv) on the healthcare indus-
try: in December 2020, the U.S. government warned of a cyber
attack campaign targeting the healthcare industry (CISA, 2020);
and (v) on the transportation industry: in June 2021, the Colo-
nial Pipeline ransomware attack led to the shutdown of a major
pipeline network that supplies fuel to the East Coast of the United
States (Smith, 2022).

In these systems, security should be seen as a primary goal
rather than added value: system designers and developers should
include security assessments in the development cycle to measure
how these disruptions are handled and to quantify, where possi-
ble, the impact suffered by the ICS under stress. Classical ICT se-
curity assessment methods must face the new challenges posed
by this change in focus: from choosing the most appropriate set
of basic security properties (i.e., triads as Confidentiality-Integrity-
Availability, Safety-Reliability-Productivity, or People-Processes-
Technology?) to obtaining and dealing with threats arising from
overlapping of physical and cybernetics (Marrone et al., 2015), to a
sensitivity adjustment in the evaluation of the impact of a success-

2 More details at https://cyberstartupobservatory.com/correctly-understanding-
the-cyber-security- triads/.
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ful attack on the safety, availability, and reputation of the owner of
the plant (Knowles et al., 2015).

The evaluation of ICS systems is generally carried out with ad-
hoc techniques that are difficult to formalize or frame in a sys-
tematic evaluation methodology to make them repeatable with
predictable results. These achievements, paradoxically, would have
a greater impact in the field due to the benefits they bring
to the evaluation procedures established as mandatory by in-
ternational safety and security standards. Some of these stan-
dards are, for example: IEC 62443 (International Electrotechni-
cal Commissionn, 2009), which is a set of “horizontal standards”
in the ICS landscape that explicitly addresses cybersecurity as-
pects by encouraging the definition of a systematic life cycle
consisting of an evaluate-implement-maintain loop; and ISO-SAE-
21434 (International Organization for Standardization, 2021), which
is a vertical standard in the automotive domain based on a V-
shaped model and explicitly addresses verification and validation
activities. In general, the research community widely accepts that
security cannot be properly handled outside of a systematic pro-
cess, strongly fostering such processes in the case of critical sys-
tems that also cope with security issues (Lisova et al., 2019).

This paper presents an approach to audit and evaluate the se-
curity of computer-based control and supervision systems for in-
dustrial plants. The main focus of the work is on penetration test-
ing, which is essential in security assessment procedures and is
carried out by specialist people called ethical hackers (Wang and
Yang, 2017). In particular, in this paper, we introduce a toolkit that
helps an auditor assess the security of existing industrial control
configurations using the Modbus protocol over TCP (Modbus/TCP).
Our toolkit consists of two software artefacts that simulate Mod-
bus/TCP master and slave devices, dubbed as MOSTO (MOdbus
Simulator TOol). MOSTO allows an ethical hacker to recreate a
real environment and test for potential security vulnerabilities and
countermeasures without doing so in the production environment.
We have also applied our toolkit in a real case study of a linear
particle accelerator to demonstrate its applicability. In addition, we
also present a model-driven framework that combines the use of
formal methods, testing techniques, and simulation to demonstrate
security properties in ICS networks.

Ethical hacking and penetration testing can play a crucial role
in identifying vulnerabilities and evaluating the security of ICS sys-
tems. Using the same techniques as attackers, ethical hackers can
identify vulnerabilities in ICS networks. Additionally, by attempting
to exploit these vulnerabilities in a controlled and ethical manner,
they can provide valuable insights into potential weaknesses that
could be targeted by attackers. This can help organizations take
proactive steps to address these vulnerabilities before they are ex-
ploited. In addition, they help evaluate security controls through
penetration testing. By simulating an attack, ethical hackers can
evaluate how well these controls can detect and prevent unautho-
rized access to ICS systems. Last, ethical hacking and penetration
testing can be used to test disaster recovery plans and business
continuity plans for ICS networks, as well as to assess compliance
requirements for ICS security.

In summary, the contribution of this paper is two fold. First, we
propose MOSTO, a tool to assess the security of Modbus-based ICS
networks. This tool implements a fully configurable simulator that
can function as a master or slave device and can be installed on
real systems for auditing purposes. In addition, this tool can also
be used as part of teaching specialized ICT communications secu-
rity lessons or courses. Second, we present a model-driven frame-
work that combines the use of formal methods, testing, and sim-
ulation techniques to test security properties in a real/simulated
environment.

The paper is structured as follows: Section 2 introduces the
Modbus protocol and its security. Section 3 is dedicated to our
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Fig. 1. Representation of a Modbus/TCP APDU.

MOSTO toolkit. Section 4 describes the linear particle accelera-
tor lab where we tested our toolkit, as well as the experiments
performed there. Section 5 frames the MOSTO toolkit within a
broader model-driven methodology for ICS security assessment.
Section 6 discusses related work. Finally, Section 7 ends the paper
and points out future research.

2. The Modbus protocol and its security

Modbus (MODICON, 2012) is a well-established control proto-
col in ICS. Initially designed by Modicon in 1979 as a simple way
to communicate control data between controllers and sensors us-
ing a serial interface (such as RS232 or RS485) port, it was widely
adopted and deployed as a de facto standard in industrial automa-
tion. With the advent of connected factories, Modbus has also been
used as a network protocol at the application level (e.g., the up-
per layer of the OSI model), being able to operate over differ-
ent links, such as serial buses, routable networks over TCP/IP, or
buses intercommunicated through an RS-485 communication link.
Roughly speaking, Modbus is a request/response (also known as
master/slave) protocol that assigns a unique address to each de-
vice intended to communicate. In this paper, we focus on the Mod-
bus protocol variant intended to use Modbus messaging in a net-
work environment using the TCP/IP protocols (commonly known
as Modbus/TCP).

The Modbus/TCP specification defines an embedding of Modbus
packets into TCP frames, assigning port 502 to listen and receive
data. A Modbus/TCP frame includes the usual IP and TCP headers,
followed by a Modbus/TCP-specific Application Protocol Data Unit
(APDU), which consists of two parts: the Modbus-specific header
(called the Modbus Application Protocol header, MBAP) and the
payload (called PDU, Protocol Data Unit). Fig. 1 shows the fields of
a Modbus/TCP APDU and its sizes. The payload varies in size, but
is limited to 253 bytes to maintain compatibility with the Modbus
serial protocol.

The MBAP header consists of four fields: Transaction ID, which
is used to match transactions (note that multiple messages can be
transmitted on the same TCP connection without waiting for a re-
sponse); Protocol Identifier, which is always 0 for Modbus; Length,
which provides the length of the remaining fields of the MBAP
header and PDU (in bytes); Unit ID, used to identify a PLC located
on a non-TCP network. This field is used for serial bridging when
Modbus/TCP and serial Modbus coexist in the same network. The
default values for this field are 00 or FF, which indicates that it
should be ignored and repeated in the response.

Modbus defines three types of PDUs: request, response, and ex-
ception response. A PDU is made up of two fields: Function code,
which defines the type of PDU; and the payload itself. For the
Modbus exception response, the most significant bit of the function
code is set to 1. Therefore, request and response function codes
range from 1 to 127. There are three categories of function codes:
public (standard), defined by user (vendor-specific functions), and
reserved (used by legacy products). In particular, the public func-
tion codes are: 1-8, 11-12, 15-17, 20-24, 43. Data is represented in
Modbus by four main tables, which are organized serially: discrete
input, coils, input registers, and holding registers. Access is directed
to a specific primary table based on the function code specified in
the Modbus request.
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Fig. 3. Comparison of security concerns for control protocols.

Modbus security has been widely studied using test-
ing (Chen et al.,, 2015), formal methods (Siddavatam et al., 2017),
or approaches that combine both techniques (Nardone et al.,
2016). In its native expression, Modbus lacks any security attribute
(remember the triad Confidentiality-Integrity-Availability men-
tioned above): no authentication, no encryption, and no integrity
at all are the main security concerns of this protocol. This lack
of security awareness is motivated by the fact that the Modbus
protocol was designed to operate in systems with isolated net-
works; surprisingly, insider attackers (for instance, disgruntled
employees) were also not considered. Even if more secure variants
of the original standard are available (MODICON, 2018), using such
versions on legacy systems or on systems with low power/low
power consumption requirements requires a lot of effort.

More than 40 years after its first definition, Modbus is a proto-
col that is in the spotlight when it comes to adapting traditional
industry to the 21st century. To prove this claim, some analysis
on the current state of the research has been done using the Sci-
val tool®. Fig. 2 reports the number of the papers published over
the years dealing with Modbus protocol. This figure shows that the
interest of the scientific community has not diminished in these
years.

In addition, we have compared its popularity among industrial
protocols at the research level. Three other main protocols have
been chosen for comparison: DNP-3, Profinet, and the IEC 62,351
smart grid related protocol. The comparison has been made by
looking for the following sentences: Modbus security, DNP3 security,
“IEC 62351” security and Profinet security. The results of the compar-
ison (made on the number of the papers published over a period
of time) are reported in Fig. 3. The figure demonstrates that also
by comparing Modbus to these other three more recent conven-
tional control protocols and narrowing down the searches to secu-
rity concerns, the number of published articles on this protocol is
growing over time. In our opinion, Modbus continues to inspire re-

3 https://www.scival.com/home
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search challenges in both the academic and industry communities
due to its simplicity, high ubiquity, and legacy nature.

3. The MOSTO toolkit

This section introduces MOSTO, our toolkit for evaluating the
security of Modbus-based ICS networks. MOSTO is primarily a sim-
ulator of the Modbus protocol developed with Python version 3, as
we require our tool to be cross-platform. Furthermore, it makes
use of Scapy, a Python library specially dedicated to manipu-
lating and dissecting network packets. To promote our tool and
foster more research in this area, we have released it under the
GNU GPLv3 licence and is freely available in https://github.com/
reverseame/MOSTO-pentesting-Modbus.

MOSTO can work as a master or slave device. As a master de-
vice, the tool allows the user to configure the bursts of Modbus
messages to be sent, defining the number and order of types of
Modbus messages; the time between consecutive transmissions;
and a variance to randomize the time between subsequent trans-
missions. In addition, it also allows the user to configure differ-
ent types of Modbus messages, as well as to define in detail each
Modbus message to be transmitted (that is, each of the fields and
values of the message). Since our tool is more focused on network
communications than on the operation of the underlying controller
(which is usually quite coupled with the specific manufacturer of
the PLC), it makes it easy for the user to mimic any real device
that works with the Modbus/TCP protocol.

In addition to simulating real systems for auditing purposes,
this toolkit can also be used as part of teaching specialized ICT
communications security lessons or courses. MOSTO is also script-
able, allowing it to be easily incorporated into existing workflows
to automatically assess the security of network systems. In what
follows, we detail the operation of MOSTO acting as a master de-
vice and as a slave device.

3.1. MOSTO acting as a master device

The master-device simulator workflow consists of two steps:

Configuration. Here, the user must specify how the communi-
cation should take place. Some parameters can be ignored
(then taking default values) to facilitate configuration. In ad-
dition, the user can specify a random delay between trans-
missions and bursts of different types of messages to make
the simulator as close to the real device as possible. As
explained above, the user can also indicate which Modbus
messages are to be sent, their corresponding fields and val-
ues, and the frequency of transmission.

Communication. Once the simulator is configured, the commu-
nication step can be started. Here, MOSTO performs the net-
work communication accordingly to the configuration cre-
ated in the previous step. In addition, our tool records the
status of the communication to offer a visual aid to the user.
This recording system also allows the user to easily perform
checks and validations.

Fig. 4 shows a snapshot of a simulated Modbus master
device with two functions (READ COILS and READ INPUT
REGISTERS) with default values suggested by MOSTO. The config-
uration can be exported directly to a file as a binary object, which
can be imported into another run.

3.2. MOSTO acting as a slave device

When MOSTO acts as a slave device, it allows the user to con-
figure different Modbus functions. In addition, it can communi-
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WELCOME TO MOSTO (MODBUS MASTER/SLAVE SIMULATOR)

MASTER >> new
MASTER > CONFIGURATION >> raddr 192.168.0.100
MASTER > CONFIGURATION >> rport 502
MASTER > CONFIGURATION >> functions
MASTER > CONFIGURATION > FUNCTIONS >> add

[*] Function Code: 1

[*] Latency (1.526167):

[*] Variance (0.004589):

[*] Starting Address (@):

[*] Quantity of Outputs (1):
MASTER > CONFIGURATION > FUNCTIONS >> add

[*] Function Code: 4

[*] Latency (1.526167):

[*] Variance (0.004589):

[*] Starting Address (0):

[*] Quantity of Outputs (1):
MASTER > CONFIGURATION > FUNCTIONS >> done
MASTER > CONFIGURATION >> bursts
MASTER > CONFIGURATION > BURSTS >> add
4mmmmmem 4mmmmmmm oo 4o Hmmmmmmm e S eEEETEE R +

| Index | Function Code | Latency | Variance | Fields Values |
oo oo oo Hommmmo oo Hommommo oo S e T LR +
[ 11 | 1.526167 | 0.004589 | [0, 1] !
1 | 4 | 1.526167 | 0.004589 | [0, 1]

P e S P S — +
[*] Packet index: @
[*] Transmission Delay (0.05987):
[*] Delay variance (0.003):

MASTER > CONFIGURATION > BURSTS >> add

FEEE— - U — b T +

I Index | Function Code | Latency | Variance | Fields Values |
4mmmmme e gmmmmmmmme dmmmmmmmeee e e T +
1) 1 | 1.526167 | 0.004589 | [0, 1]
1 | 4 | 1.526167 | 0.004589 | [0, 1]

oo 4mmmmmmm oo R 4o Ammm oo +
[*] Packet index: 1
[*] Transmission Delay (0.05987):
[*] Delay variance (0.003):
MASTER > CONFIGURATION > BURSTS >> done
MASTER > CONFIGURATION >> done
MASTER >> export
[*] Select a name for configuration file:
MASTER >> start
MASTER (Running) >

: master.cnf
[*] Master Stopped

stop

Fig. 4. A running of MOSTO to simulate Modbus master device with two functions
(ReadCoils and ReadInputRegisters) with default values.

cate with more than one master device (that is, it works concur-
rently) and the simulated data is unique in each master-slave com-
munication pair. The execution of a simulated slave device with
MOSTO is transparent to the real master device, which cannot dis-
cern whether it is a real or simulated device. As future work,
we aim to extend this simulator to act as a honeypot device in
ICS networks integrating it with existing devices such as Energy
Box (Mlot et al., 2022).

Internally, the slave simulator follows a component design, sep-
arated in three parts following the principle of separation of du-
ties: the (simulated) PLC data content and its management, the
network communication, and the simulation of the mechanics of
the physical process controlled by the (simulated) PLC.

The slave-device simulator workflow also consists of two steps:

Configuration. Here, the user configures the Modbus/TCP slave
device to specify network parameters, data types, and Mod-
bus protocol-specific parameters (such as which functions
are supported and which memory addresses are allocated).
In a real Modbus/TCP slave device, the controller memory
is used to control every sensor or actuator connected to
the device. This memory is limited to 65,535 addresses (re-
stricted by 16-bit address space) due to the Modbus proto-
col requirements. Controllers typically store data in logical
tables, dividing the addressing equally. Therefore, each table
is addressed from 0 to 10,000 (0000 to 270E, in hexadec-
imal notation). However, the Modbus protocol itself allows
addressing and thus the valid addressing ranges from 0 to
65,535 (0000 to FFFF). Permissions to access each address in
simulated device’s logical table are also defined in the con-
figuration.

Communication. Once the simulator has been configured, it
enters the listening state. Like a real controller, the simu-
lator accepts a series of TCP connections that are processed
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Fig. 5. Network diagram of the CIRCE laboratory.

as Modbus/TCP master-slave communications. Once the con-
nection is established, the simulator waits for the Modbus
messages to dissect and process them individually. The sim-
ulator’s response to the message depends on the configura-
tion previously made and the type of message received. If
the requested function is undefined, the simulator returns
a Modbus exception message to indicate the master that
such a function is unavailable. Otherwise, it checks if the re-
quested data follows the protocol specifications and if the
requested memory addresses are in range. If all checks pass,
the simulator executes the requested function (changing the
state of the simulated physical process, if necessary) and
generates an appropriate response.

4. Case study: The CIRCE laboratory

In this section, we show the benefits of using MOSTO through a
case study. Specifically, we have carried out several experiments in
a real scientific laboratory. We first introduce the network infras-
tructure of this lab and then detail our experiments.

4.1. Network infrastructure of the CIRCE laboratory

The Centre for Isotopic Research on Cultural and Environmental
heritage (CIRCE) of the University of Campania “Luigi Vanvitelli”
was created in 2005 within the action POR Campania - 2000/2006
Misura 3.16, and funded by the European Union and the Campa-
nia Region (Italy). Its activity is mainly focused on basic nuclear
physics and nuclear astrophysics, as well as industrial applications.
The structure of the CIRCE laboratory network is shown in Fig. 5.

The entire lab is connected to the GARR network (i.e., the Ital-
ian high speed backbone connecting universities and research cen-

ters) via a general router and a FreeBSD machine acting as a fire-
wall. This machine is connected to two switches (an HP Procurve
2424M and a Cisco SR2024) that are responsible, respectively, for
managing the traffic of radiation laboratories and office devices
and TANDEM control rooms (that is, SCADA servers and operator
workstations). All these parts are segmented, following the prin-
ciple of network segmentation. This last segment of the network
also contains the Modbus master and slave devices. Connectivity is
also available through secure Wi-Fi hotspots.

4.2. Experimental settings

We have used a network LAN tap to collect network traffic. A
network LAN tap is a piece of hardware designed to monitor net-
work traffic in depth. In particular, we have used the Throwing Star
LAN Tap from Great Scott Gadgets. This hardware allows us to in-
tercept network traffic and divert the flow in and flow out to ad-
ditional network sockets. In particular, we have connected this de-
vice in place of the Modbus/TCP slave device of the CIRCE network
that manages the electrostatic analyzer and the pelletron accelera-
tor, as shown in Fig. 6.

Since the input and output communication streams are sepa-
rated, as a monitoring device we need a device that has two Eth-
ernet ports or use two separate monitoring devices. For the sake of
simplicity (and low cost), we opted for the second option. There-
fore, we have used two RaspberryPi 3B devices running a De-
bian 9.3 OS on ARM Quad-Core Cortex A7 900MHZ processor and
1GB RAM memory as monitoring devices. Let us remark that us-
ing resource-constrained hardware like the RaspberryPi 3B (pre-
sumably with little memory to support ingress/egress buffers) was
sufficient for our experimental setup, as no network frames were
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Fig. 6. Network diagram of the CIRCE laboratory with monitoring devices.

lost and the observed network load was not actually very high. In
fact, the main bottleneck of our experimental setup was in the ex-
ternal storage of the memory card, which forced us to visit at least
twice a month the CIRCE lab to collect the experimental data, as
discussed below.

As software for capturing network traffic, we use tcpdump, a
well-known and easy-to-use command-line packet analyzer. This
tool captures network traffic and stores it as a PCAP (packet cap-
ture) format file. Due to limited memory storage capacity on Rasp-
berryPi 3B devices, approximately every two weeks we have vis-
ited the CIRCE lab to extract the collected data from the monitor-
ing devices and continue the monitoring process. Fig. 7 shows our
monitoring system installed in the CIRCE laboratory.

After a non-continuous period of six months (due to sched-
uled short stops or technical problems at CIRCE), we stopped the
monitoring system. After merging and sanitizing the PCAP files of
the input and output communication channels (remember that the
network tap has two connectors to separate each stream), we got
PCAP files ranging from 5 to 7 gigabytes in total. These PCAP files
represent a complete, sequential view of the communications cap-
tured by our system. Since the analysis of these files exhausts the
resources of our personal computers, we divide them into smaller
parts (but keeping the sequential view) to make them manageable
for analysis.

4.3. Experimental findings and lessons learned

We detected Modbus/TCP traffic as well as other types of traf-
fic in the captured PCAP files. This fact was not unknown in ad-
vance, since the CIRCE technicians already warned us about this
issue. On the contrary, it served to indicate that the capture sys-
tem and analysis workflow was working as expected. However, this
problem also shows that the network where the Modbus/TCP de-
vices were operating was not segmented correctly. From a security
point of view, this not only facilitates attacks such as eavesdrop-
ping and fingerprinting, but also makes it more difficult to detect
attacks based on exhausting network bandwidth (such as Denial-
of-Service attacks (Mahjabin et al., 2017)).

In our experiments we found 152,773,862 Modbus messages
(49.84%) and 153,754,209 non-Modbus messages (50.16%), that is,
the network traffic was divided approximately equally between
Modbus and non-Modbus messages. In particular, the non-Modbus
messages were related to the ICMP, DNS, HTTP, and TLS/SSL proto-

(a)

(b) Network tap

Fig. 7. Monitoring system installed in the CIRCE laboratory.

cols. Considering that carrying out activities in a timely manner is
critical for industrial control systems, network congestion can neg-
atively affect system performance. Therefore, isolating the Modbus
network from other networks would significantly improve its per-
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Default Modbus address

User-Defined

No. Description Start Address Function Code Read/Write Ad?i‘::esrse?;:(:) Ch.l::::lel . Data Type
(DEC)
1 DO (Relay) Value \ 0000 [o1:coIL STATUS \ RW \ 00001 \ 6 [1BIT
2 |DO (Relay) Pulse Status | 0016 [o1:coIL STATUS \ RW \ 00017 \ 6 [1BIT
DO (Relay) Value All )
3 ‘Channel (ChO-Chs) ‘ 0032 ‘OB.HOLDING REGISTER ‘ RW ‘ 40033 ‘ 1 ‘1 WORD
4 [DIvalue 1 0000 [02:INPUT STATUS \ R \ 10001 1 6 [1BIT
5 |On Counter Value Double ‘ 0006 ‘04:INPUT REGISTER ‘ R ‘ 30017 ‘ 6 ‘2 WORD
6 ‘B;;’)a'”e AR Khesiried {Ch- ‘ 0048 ’04:INPUT REGISTER ‘ R ‘ 30049 ‘ 1 ‘1 WORD
7 |DI Counter Start/Stop \ 0256 [01:CcoIL STATUS \ RW \ 00257 \ 6 [1BIT
8 [DI Counter Clear \ 0272 [01:coIL STATUS \ RW \ 00273 \ & [1BIT
9 [P2P Connect Status \ 4096 [o1:coIL STATUS \ RW \ 44097 \ 6 [1BIT
10 [P2P Output Safe Status \ 4112 [o1:coIL STATUS \ RW \ 44113 \ 6 [1BIT
11 ‘C'e'"” i e ‘ 4128 ‘m:con STATUS ‘ RW ‘ 44129 ‘ 6 ‘1 BIT
Status
Fig. 8. Modbus/TCP slave device configuration (as provided by the device configuration webpage).
formance. This problem can il lv ing VLANs. Ad-
ormance. This problem can be easily solved by using s. Ad SUPPORTED FUNCTION CODES
ditionally, our analysis reported close to 70 different network de- [ 1, 2, 3, 4, 5, 6, 8, 15, 16 1
vices using common Internet protocols in the same network seg- COII,_S o T ’
ment. We also found that some of these devices also have open From 0 to 5
ports and outdated software. Thus, these devices are potential tar- From 16 to 21
gets for an attacker looking for vulnerabilities in order to intrude Fits 956 % 961
into the system via the Internet. From 272 to 277
Regarding Modbus traffic, only the messages related to function From 4096 to 4101
1 (ReadCoils), function 2 (ReadDiscreteInputs), and func- From 4112 to 4117
tion 15 (WriteMultipleCoils) are used, the latter being the From 4128 to 4133

less frequent. Also, Modbus message bursts consist of consecutive
ReadCoils and ReadDiscreteInputs, rarely ending with a
WriteMultipleCoils. Most of the packets are the same length
(10, 12, or 14 bytes, respectively).

Since the Modbus message header size is known by the stan-
dard, an attacker can find out the amount, type, and structure of
data that is requested during communication by passively sniffing
the network. Furthermore, the privacy of the Modbus slave device
is compromised as an attacker can inject Modbus messages to re-
quest different data sizes from the slave device and then discover
the full configuration and behavior of the controller. We have ver-
ified this statement experimentally by injecting specially crafted
Modbus messages into the network after revision and approval
of lab technicians. These crafted Modbus messages allowed us to
know the structure and data content of the Modbus/TCP slave de-
vice, without altering the state of the system.

Fig. 8 shows the configuration of the Modbus/TCP slave de-
vice, obtained through the web page that provides the Modbus/TCP
slave device for its configuration. The results of our experiment is
in Listing 1. As shown, the structure inferred by traffic injection
matches the device configuration perfectly.

Finally, we found that the Modbus/TCP master device was not
using the Transaction ID field that allows to identify the type of
message (see Section 2). We believe this issue is caused by an im-
plementation error of the Modbus protocol on the master device.
Normally this field is simply copied by the slave device when it
sends the response and therefore the master device can perform
the request and response message pairing very easily. However, we
note that the master device always sets this message field to zero
and therefore, both master and slave devices are vulnerable to re-

DISCRETE INPUTS
From 0 to &

HOLDING REGISTERS
From 32 to 32

INPUT REGISTERS
From 16 to 27
From 48 to 48

Listing 1. Inferred configuration of the Modbus/TCP slave device.

play attacks. A replay attack is a network attack in which a valid
data transmission is intentionally replayed or delayed.

As part of a responsible disclosure process, we have communi-
cated our findings to CIRCE lab technicians (one of the authors of
this paper) and helped them establish appropriate security coun-
termeasures to protect the system against each issue found during
our investigation.

4.4. Simulating the CIRCE laboratory with MOSTO

As a last experiment, we recreated the CIRCE lab system with
MOSTO. In the simulated system we can analyze Modbus protocol
vulnerabilities and perform attacks, as well as test solutions, with-
out disturbing the behavior of the real system.

We have created three virtual machines using Virtual Box 5.2 to
reproduce the test environment on a single host machine. Machine
1 runs Ubuntu Server 16.04 and runs MOSTO acting as a Modbus
slave device. As the master device, Machine 2 runs Windows 10
Education and runs MOSTO acting as a Modbus master device. Ma-
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Machine 3
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switch
Machine 1 Machine 2
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Fig. 9. Recreation of the CIRCE laboratory.
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(b) Denial-of-Service attack

Fig. 10. Communication traces under different circumstances.

chine 3 has been added to the network as a malicious agent, and
runs Kali Linux 17.2. This machine is used to inject Modbus traf-
fic to Machine 1. A description of our experimental system setup is
shown in Fig. 9.

The results of our experimentation show that the traffic injec-
tion into the simulated system obtained the complete Modbus data
structure of the slave device. Thus, we have managed to recreate a
real system with our set of tools.

4.5. Denial of service attacks

As Modbus protocol does not have any kind of security mecha-
nisms, an attacker can force a Modbus slave device into unwanted
states continuously. Here, we have developed a Python script to
send a large number of Modbus messages to modify the state of
the real Modbus slave device, while exhausting its hardware re-
sources. We performed this experiment when the CIRCE laboratory
was undergoing maintenance to avoid disruption of normal opera-
tion. The goal of this script, which is also publicly available in our
GitHub repository?, is to perform a Denial of Service (DoS) attack
on the slave device.

Fig. 10 shows a snapshot of the network flow captured in nor-
mal operation and under the DoS attack. Similarly, Fig. 11 shows
the data content in both situations. Note that the number of mes-
sages exchanged increases in the second scenario, as well as the
content of the data has changed. Similarly, the delay between con-
secutive queries is less in the second scenario, thus choking the
device’s resources and exhausting it due to the large number of
messages to be processed.

4 See https://github.com/reverseame/MOSTO- pentesting-Modbus.
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Internet Protocol Version 4, Src: 192.168.1.84, Dst: 192.168.1.11
Transmission Control Protocol, Src Port: 502, Dst Port: 58131, Seq: 32, Ack: 51, Len: 10
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v Modbus
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[Request Frame: 12]
Byte Count: 1
Bit @ : @
Bit
Bit
Bit
Bit
Bit

VA WN RO
R RO Roe

(a) Normal situation
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(b) Data content altered by the DoS attack

Fig. 11. Data content under different circumstances.
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Fig. 12. The model-driven security framework.

5. Towards a model-driven security framework

This section introduces a model-driven framework that com-
bines the use of formal methods, testing techniques, and simula-
tion to demonstrate security properties in ICS networks. The ex-
perimental scenario carried out in the CIRCE laboratory and shown
above is only a first ad-hoc experience of applying MOSTO in a
specific setting. However, MOSTO is part of a broader investigation
whose overview is shown in Fig. 12.
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Fig. 13. From Ladder to ESP32/Docker.

We envision a framework that unites a model-driven approach,
driven through formal methods with test and simulation tech-
niques, to test security properties in a real/simulated environment.

Starting from a high-level model of the ICS under test and its
behavior, a model-to-model transformation (M2M) is responsible
for generating a formal model (Checkable Model) that — regard-
ing an adequate translation of one or more security properties — is
ready to be used as input for an off-the-shelf model checker. The
model checker generates Abstract Test Cases (ATCs) that represent
the sequences of steps capable of demonstrating that the security
properties are not met. The research in Nardone et al. (2016) de-
scribes the part of this approach where such test sequences are
generated through Dynamic State Machines (Nardone et al., 2015),
the Promela language (Mikk et al., 1998), and the SPIN model
checker (Holzmann, 2004).

The stepping of the ATCs into concrete executable sequences is
handled by a Model-to-Text (M2T) transformation, which adapts
the abstract sequences of steps to the specific simulation/test en-
vironment. In this last case, MOSTO plays the role of test engine,
executing the specific test cases and exchanging commands and
probes with the system under test. To be flexible enough to adapt
to different system configurations, an ICS test platform can be used
considering real-world PLCs, PLCs simulated through the use of
microcontrollers such as ESP32 devices, and software-defined en-
vironments where SCADA systems can be virtualized and/or PLC
software containerized.

Let us highlight the relationship between our methodology and
the concept of Digital Twins (DT), which is receiving increasing at-
tention from the academic and practitioner communities. The ul-
timate goal of a vulnerability assessment (regardless of its intent,
whether malicious by attackers or ethical by auditors) is to obtain
new and unknown information about the system. To this aim, DT
are a powerful tool to create a simulation of a specific system, ca-
pable of also evaluating possible countermeasures through model-
ing and simulation. The proposed approach is aimed at building a
DT system by combining the explicit knowledge manually embed-
ded in the high level model and the knowledge obtained by au-
diting the ICS under study using MOSTO. Additional discussion is
given in Section 7, which also addresses vulnerability testing and
Artificial Intelligence approaches.

5.1. Simulating a ladder program

For specificity, design and implementation tips on how to deal
efficiently with the flexibility of the environment are reported in
this paper. In particular, the problem of simulating a PLC is dis-
cussed, proposing a solution for further investigation. The goal is
to generate executable code for both ESP32 and Docker container
to emulate a PLC. Fig. 13 proposes a workflow of tools and arte-
facts that transform a program expressed in Ladder Diagrams (LD)
into both executable code.

The workflow is based on ldmicro, an open source toolset
for transforming an LD program for the PIC16 and AVR architec-
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[timing]

MODBUS_WELCOME_TASK_PERIOD_MS = 100
MODBUS_CONNECTION_TASK_PERIOD_MS = 100
PLC_TASKE_PERIOD_MS = 100

[network]

MY_IP = 192.168.1.1
GATEWAY_COMMA_SEPARATED = 192,168,8,1
SUBNET_COMMA_SEPARATED = 2b5,255,255,0

S3ID = "MY-WIFI"
PASSWORD = "MY-PASSWORD"
[modbus]

MODBUS_PORT = 502
MODBUS_BUFF_SIZE = 100
MAX_DISCRETE_INPUT = 100
MAX_COILS = 100
MAX_HOLD_REGS = 100
MAX_INP_REGS = 100
INTERNAL_RELAYS_OFFSET = 20

Listing 2. Example of a configuration file for the Ladder2X tool.

tures®. The ladder.1ld program is edited and used to generate
the ladder.c file. This C file structures the code with a main
loop that implements the classical control loop (that is, read input
reading, apply control logic, and write output). Another tool (called
Ladder2X) is then used to parse it and deploy this code on spe-
cific platforms. The information needed by the Ladder2X tool is re-
ported in a config.ini file. Useful information ranges from IP
addresses to scheduling information and Modbus-specific data. An
example of this file is shown in Listing 2.

Ladder2X is a program developed in Python that takes a Lad-
der program as input, parses it, and based on the target device,
generates the code to be deployed to it. In particular, the output of
Ladder2X is a file that contains:

1. a plcCycle() method to be called cyclically, which performs the
PLC task;

2. a plcSetup() method used to set the pin mode, in case the target
device is a microcontroller;

3. aread and a write function for each input and output pin, con-
taining both the call to digitalRead() and digitalWrite() of the 10
module and reading or writing to the corresponding Modbus
array;

4, a read and a write function for each internal state variable, con-
taining the read or write in the corresponding Modbus data
structure.

It is important to indicate that the code generated by the
Ladder2X must be integrated in both platforms (ESP32 and
Docker) with some third-party libraries (for instance, Modbus com-
munication libraries, digital 10, etc.). Another valuable point of dis-
cussion is related to a shared data layer among all PLCs, due to the
need to keep the information sent to all PLCs about changes of the
virtualized physical inputs consistent. The details of this data layer,
called Virtualized Field, are out of the scope of this paper.

6. Related work

As indicated in the survey published in Volkova et al. (2019),
simulation remains key to enable security analysis of industrial
systems. In this section, we review some works close to ours in
the field of Modbus/TCP simulators. We first distinguish between
works focused on the simulation of Modbus/TCP slave devices and

5 https://cq.cx/ladder.pl
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Modbus/TCP masters and then works on PLC simulation, machine
and deep learning approaches, and other types of testing.

Simulation of Modbus/TCP slave devices. Almost all PLC man-
ufacturers provide PLC simulation software. However, these pro-
grams are licensed and only to demonstrate how the PLC of
a specific brand works. In this regard, it is worth mentioning
ModbusPal (ModbusPal, 2020), an open source Java-based tool
that only simulates Modbus/TCP slave devices and offers a user-
friendly interface. It is mainly used for educational purposes and
the characteristics of the simulated Modbus/TCP slave are config-
ured dynamically. Although this feature is interesting, it is not re-
ally accurate compared to a real PLC, so it may be counterproduc-
tive to use this tool for security testing. On the contrary, MOSTO
allows more detailed configuration, which allows a more accurate
simulation of a real PLC.

Simulation of Modbus/TCP master devices. Modbus/TCP master
device simulators are also used primarily for educational or con-
troller testing purposes. In this regard, it is worth mentioning
gModMaster (DomoticX, 2020), which is an open source Qt-based
implementation of a ModBus master application that allows a user
to communicate with an IP address and a port number, defin-
ing each field of a Modbus message explicitly. Unlike MOSTO,
gModMaster does not allow the user to define the burst, the pe-
riodicity, or the delay between consecutive messages. That is, the
tool simulates the transmission of a single message instead of a
communication (more than one message).

A similar tool is ModbusTester (Modbus Tester, 2020), a sim-
ple utility that allows reading from a register and writing to a reg-
ister of Modbus devices. Its graphical interface is very simple and
intuitive, and it allows monitoring several Modbus slaves and/or
data areas at the same time. However, it has the same limita-
tions as gModMaster. These tools are useful for validating and
unit testing of Modbus devices, but unlike our MOSTO, they cannot
simulate Modbus communications properly.

Other related works. The OpenPLC project® is complementary to
the work presented in this paper. OpenPLC presents many impor-
tant features with respect the state of the art in PLC simulation, as
described in Alves and Morris (2018).

Other works not mentioned here have more limitations, such
as monolithic design, single platform tool, or lack of scalabil-
ity. MOSTO overcomes these limitations by following a compo-
nent design approach and being a cross-platform tool. To allow
easy scalability, our simulation tool is based on the tool given
in Kobayashi et al. (2007), which uses the Scapy Python module
for Modbus/TCP packet manipulation. In addition, our simulator is
scriptable and can therefore be easily integrated into existing se-
curity network analysis workflows.

Recently, the use of machine learning and deep learning ap-
proaches in industrial security is generating more and more inter-
est from the scientific community. Some recent examples of these
works are Anton et al. (2018); Antén et al. (2019); Das and Mor-
ris (2018). They clearly show the need for PLC simulators and PLC-
based systems to enable such approaches. This is due to the data
hunger of these approaches.

It is also worth mentioning the work in Voyiatzis et al. (2015),
in which the authors introduced a Modbus/TCP fuzzer tool. This
tool is used to empirically demonstrate bugs and vulnerabilities in
eight implementations of the Modbus protocol. Our tool is com-
plementary to theirs and can be integrated to improve the security
assessment of Modbus devices.

Regarding the DT and the evaluation and control of cyber-
security in ICS, this topic is explored in several research pa-
pers. In Pokhrel et al. (2020), a systematic literature review of

6 www.openplcproject.com
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the use of DT in the prediction of security incidents is intro-
duced. Masi et al. (2023) focus on critical infrastructures and
cybersecurity-oriented DT construction. Similarly, Gehrmann and
Gunnarsson (2020) report a solid architecture to synchronize the
DT and the twinned system, explicitly addressing throughput and
latency requirements. Finally, the issue of “attacks against and from
Digital Twins” among the open areas of research is explicitly ad-
dressed in Faleiro et al. (2022).

7. Conclusions and future work

The security of ICS must be a primary goal to guarantee the
safety of people. However, ICS security assessment is typically car-
ried out with ad-hoc techniques that are difficult to formalize or to
frame into a systematic assessment methodology to be repeatable
with predictable results. Therefore, auditing and evaluating the se-
curity of these systems becomes a difficult and daunting task.

To facilitate this task, in this paper we have presented MOSTO, a
Python-based Modbus/TCP simulation tool that allows us to recre-
ate real systems. Our tool allows an auditor to assess the system
security of existing industrial control systems without interfering
in the course of work of the system under assessment. MOSTO
has been released under GNU GPLv3 licenses for the sake of re-
producibility and to foster research in this area. As case study, we
have chosen the CIRCE linear particle accelerator lab of the Depart-
ment of Mathematics and Physics of the University of Campania
“Luigi Vanvitelli”, located in Italy. As a result of our security assess-
ment with MOSTO, the lab’s technical staff understood the poten-
tial vulnerabilities the system was exposing, allowing them to take
appropriate action and devise countermeasures to achieve a safer
and more secure system. Finally, we present a modeling, analysis
and simulation framework where MOSTO can be integrated. Us-
ing model transformation methods, this framework enables secu-
rity testers and engineers to address very specific and ad-hoc secu-
rity issues that broad spectrum solutions fail to address or detect.

As future work, our goal is to extend the simulator by testing it
on real-world devices such as commercial PLCs and PLC emulators
as OpenPLC. An additional research step will also include a deeper
comparative analysis with other approaches for automatic analysis
and simulation of the Modbus/TCP protocol. We also aim to fully
build the modeling framework we envision, testing and validating
it with real case studies.

Beyond the completion of the work reported in this paper, fur-
ther research activities need to be discussed. In fact, computer
security research focuses on obtaining information from a sys-
tem, primarily through the use of penetration testing and scanning
techniques and, more recently, feeding complex Machine Learning
(ML) algorithms to infer knowledge of a system. This aspect is not
explicitly considered in this paper and, in particular, in the model-
driven methodology described in Section 5. Future research activ-
ities will consider these aspects (i.e., ML-based vulnerability scan-
ning and anomaly detection) and will integrate them in the ap-
proach here proposed.

As a preliminary discussion on this topic, such an integration
might consider defining some a priori model fragments (both state
machines and sequence diagrams) as some kind of model library
elements. In this case, the vulnerability analysis of the ICS soft-
ware, as well as the use of ML-based classifiers, could detect some
predefined error-prone behaviors in the system. Such model frag-
ments could be then instantiated and used to enrich the high-
level model in order to generate more realistic test cases. This
future line of research will also facilitate the construction of a
cybersecurity-oriented DT for the ICS system under audit.
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