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ABSTRACT

Underscaling the supply voltage (V,,) to ultra-low levels below the safe-operation threshold voltage (V,,;,) holds
promise for substantial power savings in digital CMOS circuits. However, these benefits come with pronounced
challenges due to the heightened risk of bitcell permanent faults stemming from process variations in current
technology node sizes.

This work delves into the repercussions of such faults on the accuracy of a 16-bit fixed-point Convolutional
Neural Network (CNN) inference accelerator powering on-chip activation memories at ultra-low V,, voltages.
Through an in-depth examination of fault patterns, memory usage, and statistical analysis of activation values,
this paper introduces Shift-and-Safe: two novel and cost-effective microarchitectural techniques exploiting the
presence of outlier activation values and the underutilization of activation memories. Particularly, activation
outliers enable a shift-based data representation that reduces the impact of faults on the activation values,
whereas the memory underutilization is exploited to maintain a safe replica of affected activations in idle
memory regions. Remarkably, these mechanisms do not add any burden to the programmer and are inde-
pendent of application characteristics, rendering them easily deployable across real-world CNN accelerators.

Experimental results show that Shift-and-Safe maintains the CNN accuracy even in the presence of almost
a quarter of the total activations with faults. In addition, average energy savings are by 5% and 11% compared
to the state-of-the-art approach and a conventional accelerator supplied at V,,,, respectively.

in

1. Introduction

Artificial Intelligence (AI) applications usually rely on specialized
hardware accelerators to expedite their execution. Efforts to address
power consumption in such accelerators are crucial for advancing en-
ergy efficiency, fostering environmental sustainability, and promoting
responsible AI deployment. In this context, modern computing systems
often grapple with compromised energy efficiency due to conservative
operation guardbands motivated by variations in the manufacturing
process of current CMOS technology nodes. For instance, the transis-
tor’s supply voltage (V,,) is often set conservatively above the safe
voltage limit (V,,,) imposed by the worst-case transistor to mitigate
the risk of sudden V,, droops. However, these droops are infrequent
events [1], leading to energy wasting with supply voltage overscaling,
as energy consumption quadratically increases with V.

In the realm of Al accelerators, particularly those employed in the
inference of Convolutional Neural Networks (CNNs), the integration
of large on-chip memories poses significant energy challenges. These
memory structures typically employ 6-transistor SRAM bitcells, which
are susceptible to process variations. To mitigate energy consumption,
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traditional techniques like Dynamic Voltage Scaling (DVS) have been
widely adopted, involving the reduction of the voltage guardband by
pushing V,, toward V,,;, while maintaining a fixed frequency [1]. To
achieve further energy savings, V,, can be aggressively underscaled
below V,,;,. However, this results in a potential risk due to the high oc-
currence of permanent faults in vulnerable bitcells, requiring advanced
but energy-hungry Error-Correcting Codes (ECC) to ensure a reliable
operation [2-4].

Prior work focusing on permanent faults as a consequence of supply-
ing CNN accelerators at V,, below V,,;, include dynamic adjustments of
V,, for individual neural network layers at runtime according to relia-
bility demands [5], FPGA compilation process enhancements to bypass
faulty cells [6], custom retraining of networks under faults [7,8], or
weight transfer and reallocation techniques to bypass faulty processing
elements and use reliable ones [9]. Unfortunately, these approaches
depend on the programmer or costly application profiling efforts to
adapt the mechanism.

Flip-and-Patch is a recent technique that does not rely on the pro-
grammer or profiling efforts [10]. This approach exploits the
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Fig. 1. Normalized accuracy of ECC and state-of-the-art Flip-and-Patch technique for
different supply voltages with respect to the golden (fault-free) accuracy on the left
Y-axis. The right Y-axis refers to the percentage of faulty activations in the on-chip
memory of a CNN accelerator (green line). (For interpretation of the references to
color in this figure legend, the reader is referred to the web version of this article.)

observation that CNN accuracy is highly sensitive to the memory bit
position of faults. To minimize the impact of faults, this technique flips
the representation of activations with faults located in most significant
bit positions, situating faults in least significant bits. In addition, it
employs a dedicated set-associative patching cache supplied above V,,;,
to store a reliable replica of activations with faults in both most and
least significant bits.

Fig. 1 illustrates the averaged top-1 accuracy of Single-Error Correc-
tion Double-Error Detection (SECDED) ECC at a granularity of 16-bit
words and Flip-and-Patch for a number of widely used CNN appli-
cations as the V,,; of on-chip activation memories of an accelerator
reduces below V,,;,, (0.6 V).! See Section 3 for further details about the
experimental environment. Results are normalized to the golden (fault-
free) accuracy obtained at a reliable operation mode with V,; = 0.6 V.
In addition, the right Y-axis shows the percentage of faulty activations
over the entire on-chip memory of the CNN accelerator. ECC does not
hold the accuracy as soon as V,, scales down to 0.57 V, leading to
nearly 20% accuracy degradation. On the other hand, Flip-and-Patch
maintains the golden accuracy within a faulty activation rate of 1%
corresponding to V,;, = 0.54 V.

Entering in the range that we define as ultra-low voltages, the higher
number of faulty activations (i.e., 6%, 21%, and 50x for 0.53 V, 0.52 'V,
and 0.51 V, respectively, compared to the number of faulty activations
at 0.54 V) severely compromises the accuracy of both techniques,
mostly performing a random guessing at 0.51 V.

This paper builds on the state-of-the-art Flip-and-Patch approach
with the aim to address the impact on CNN accuracy caused by the
huge number of faults appearing at ultra-low V,,. To do so, the four
main contributions of this work are listed as follows:

» We expose the vulnerabilities of Flip-and-Patch operating at ultra-
low V,, and perform an in-depth characterization study, identi-
fying new opportunities to improve the fault tolerance of on-chip
memories in CNN accelerators.

+ Based on the large value range of CNN activation parameters and
the presence of outliers, we propose a shift-based data represen-
tation that minimizes the value deviations caused by faults.

+ Based on the underutilization of activation memories, we propose
to maintain safe replica values in unused memory regions.

1 This paper focuses on activations instead of weight parameters since prior
work has shown that the latter are inherently more resilient to faults in CNN
accelerators using fixed-point data-types [10,11].
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Fig. 2. Overview of the baseline CNN accelerator.

» We devise a new cost-effective microarchitectural design, namely
Shift-and-Safe, supporting the shift-based representation and the
management of safe replicas. The proposed design does not add
any burden to the programmer neither relies on application pro-
filing efforts.

Experimental results show that Shift-and-Safe ensures the golden ac-
curacy at ultra-low V,, while reducing the average energy consumption
by 5% compared to Flip-and-Patch. Energy savings scale up to 11% and
40% with respect to a conventional accelerator supplied at V,,, and
nominal voltages, respectively.

The rest of this paper is organized as follows. Section 2 provides a
background for this work. Section 3 presents a characterization study
of CNN applications that enables our proposal. Section 4 introduces
the proposed design approach. Section 5 evaluates experimental results.
Section 6 discusses related work, and finally, Section 7 summarizes this
work.

2. Background

This section surveys the CNN accelerator architecture and the
framework employed to obtain the reliability models for this work.
Then, the state-of-the-art Flip-and-Patch technique is described.

2.1. Baseline CNN accelerator architecture

Our modeled baseline accelerator for the inference of CNNs is based
on state-of-the-art accelerators from both the industry [12] and the
academia [13]. Fig. 2 shows the main components consisting of a
16 x 16 Processing Element (PE) array, on-chip memory storage, dis-
patchers for every memory, and a control unit. On-chip storage includes
a couple of 2 MiB activation memories and a 2 MiB weight memory.
These components are sized according to the domain of embedded
systems [14], although our proposal could be easily adapted to larger
accelerators.

The PE array forms a systolic array processor with PEs intercon-
nected through a 2D mesh. Each PE computes 16-bit fixed-point dot-
products through partial sums with an activation and a weight. The
dataflow in the PE array follows the output stationary approach [15].
This array incorporates intermediate memory buffers to temporarily
store and sequentially arrange output activations before forwarding
them to the dispatchers.

Like the EIE accelerator [16], activation memories swap input and
output roles after the computation of every network layer. That is, a
given activation memory stores even layers and the counterpart mem-
ory stores odd layers. These memories are implemented as scratchpad
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memories, each one including a single read/write port and consisting of
eight 256 KiB banks. For simplicity, every layer is stored from address
0x0 onwards and activations are sequentially arranged in memory, oc-
cupying one bank after another. For example, a 200 KiB layer occupies
a single bank, whereas a 400 KiB layer occupies two banks. Layers
exceeding the capacity of activation memories (2 MiB) are spilled to
off-chip memory (see Section 3.1).

Similarly to previous CNN accelerator models [17,18], network pa-
rameters occupy 16 bits and are represented in fixed-point arithmetic,
adjusting the number of integer and fractional bits to the requirements
of each CNN application at run time (see Section 3.1). Finally, activa-
tions are sequentially retrieved from the on-chip memories when an
input layer is read, providing 16 consecutive activations (32 bytes)
to the dispatchers per memory access. Dispatchers are driven by the
control unit, which exploits control information of the current layer to
properly feed the PE array.

2.2. Reliability models

Our reliability models are extracted from the MoRS fault modeling
framework [19]. This framework generates reliability models for per-
manent faults using publicly available undervolted fault map data from
a real hardware platform. In particular, the platform corresponds to a
VC707 Xilinx FPGA and fault maps are provided for supply voltage
values from 0.6 V (V,,;,) to 0.54 V [6]. Setting V,, below 0.54 V
is not possible since the platform stops operating. To overcome this
limitation, MoRS has been configured to obtain reliability models for
ultra-low V,, values below 0.54 V according to the fault maps of the
real platform.

Note that this work focuses on permanent faults as a consequence
of underscaling V;, below V,;,. These faults manifest during the entire
period of time in which V,;, < V,,, and are detected during post-
fabrication testing before deploying the device in the field [20,21].
Dealing with unpredictable faults appearing at specific execution cycles
as a consequence of particle strikes, voltage noise, or aging effects are
out of the scope of this work.

Finally, like previous academic work [22] and commercial de-
vices [23], our baseline CNN accelerator has dedicated voltage domains
for logic and memory arrays, which allows aggressive voltage un-
derscaling in activation memories while maintaining the remaining
hardware components at V,,; > V,,;, to avoid faults.

2.3. State-of-the-art: Flip-and-Patch approach

Flip-and-Patch exploits the fact that the bit position of a fault in
activations greatly impacts the accuracy of CNNs [10]. Particularly, this
technique classifies 16-bit faulty activations as follows:

» Low-order (L) activation memory words with faults in the least
significant byte.

+ High-order (H) activation memory words with faults in the most
significant byte.

» Low- & High-order (L&H) activation memory words with faults in
both least and most significant bytes.

Authors make the observation that only H and L&H activations
compromise the CNN accuracy. Consequently, in a write operation to
the activation memory, H activations turn into L activations with a flip
operation (i.e., logic values exchange specific bit positions 15 and O,
14 and 1, 13 and 2, et cetera), whereas reliable replicas of all the L&H
activations are stored in an additional 2.5 KiB 5-way set-associative
patching cache powered at V,, above V,;,. In a read operation, H
activations are flipped back and L&H activations are retrieved from the
patching cache. Refer to [10] for further details.

Flip-and-Patch falls short when the faulty activation rate is greater
than 1% (see Fig. 1). This is due to two main reasons: (i) the patching
cache is not large enough to store the increasing number of L&H
activations, and (ii) even after flipping, the greater volume of L and
flipped H activations hurts the CNN accuracy (see Section 3.2).
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Table 1
Main characteristics of the studied CNN benchmarks.

Benchmark Accuracy Largest layer Activation
size (in MiB) quantization

AlexNet [25] 0.89 0.55 Quy
DenseNet [26] 0.92 1.53 (%)
MobileNet [27] 0.88 1.55 o
SqueezeNet [28] 0.93 0.76 [N
VGG16 [29] 0.81 1.56 [
ZFNet [30] 0.83 0.53 [

Table 2

Percentage of faulty activations for different V,, values.
Type of activation 0.54 V 0.53 V 0.52 V 051V
L 0.58% 3.5% 12.21% 26.1%
H 0.51% 3.13% 10.8% 22.45%
L&H 0.02% 0.24% 0.78% 7.35%
Total 1.11% 6.87% 23.79% 55.9%

3. Characterization study

This section introduces the CNN benchmarks and reliability models
employed in this work. Then, the vulnerabilities of Flip-and-Patch at
ultra-low V,,; are exposed. Finally, the section discusses the observa-
tions that enable our proposed mechanisms.

3.1. CNN benchmarks and reliability models

We have chosen six widely used CNN benchmarks with different
accuracy, memory demands, and data representation. All the CNNs
run a colorectal cancer histology dataset for image classification pur-
poses [24]. All the presented results are averaged for the inference of
the entire dataset consisting of 750 test images. More details about the
experimental environment can be found in Section 5.1.

Table 1 shows the main characteristics of the studied CNNs. Ac-
curacy ranges from 0.81 (VGG16) to 0.93 (SqueezeNet). In terms of
storage requirements as largest layer size, results vary from 0.53 MiB
(ZFNet) to 1.56 MiB (VGG16).? Such an underutilization of the ac-
tivation memory provides an opportunity to exploit the self on-chip
scratchpad memory of the accelerator to store reliable replicas of faulty
activations with minimal overhead.

The rightmost column of the table shows the established quan-
tization (Q) for activations represented with fixed-point data-types,
distinguishing between integer bits (left number) and fractional bits
(right number), avoiding accuracy losses compared to the top-1 accu-
racy with 32-bit floating-point (IEEE-754) representation. Benchmarks
require between 8 and 13 bits, plus an additional bit for the sign.
Since our baseline accelerator assumes 16-bit words, fractional bits are
extended to cover up to 16 bits.

Table 2 shows the percentage of faulty activations in the on-chip
memory of the accelerator according to the classification of faulty acti-
vations discussed in Section 2.3. Results are averaged for ten different
fault maps per V,;,; value. As observed, the total number of faulty activa-
tions exponentially grows with V,,; underscaling. The number of L and
H activations is quite similar for a given V,, value, whereas much less
L&H activations with faults in both bytes can be appreciated. However,
under the faultiest voltage level, the number of L&H activations is by
7.35%.

In fact, at ultra-low ¥V, values, L&H activations sum up to 5 KiB,
16 KiB, and 151 KiB for 0.53 V, 0.52 V, and 0.51 V, respectively. These

2 Results exclude those spilled layers to off-chip memory exceeding the
2 MiB capacity of the activation memory (see Section 2.1). This is the case
of a single layer for SqueezeNet and ZFNet, as well as four layers for VGG16.



Y. Toca-Diaz et al.

Alex Dense

Mobile Squeeze

Journal of Systems Architecture 157 (2024) 103292

VGG16  ZF Avg

Normalized accuracy

L&H L+f(H) L&H L+f(H) L&H L+f(H) L&H L+f(H) L&H L+f(H) L&H L+f(H) L&H L+f(H)

Fig. 3. Normalized accuracy of Flip-and-Patch for different ultra-low V,, values with respect to the golden (fault-free) accuracy. Results distinguish between accuracy drops caused
by L&H activations and L activations plus flipped H activations (L+f(H)). (For interpretation of the references to color in this figure legend, the reader is referred to the web

version of this article.)

Table 3
Percentage of activations with specific number of logic ‘0’ values in most significant
bits excluding the sign (s) bit.

Benchmark 5O 500 5000

AlexNet 99.9788% 99.6193% 97.1099%
DenseNet 99.9999% 99.9996% 99.8060%
MobileNet 99.9999% 99.8647% 98.1782%
SqueezeNet 99.9973% 99.9812% 99.8888%
VGG16 99.9999% 99.9998% 99.9996%
ZFNet 99.9998% 99.9116% 98.8383%
Average 99.9959% 99.8960% 98.9701%

memory requirements largely exceed the size of the additional fault-
free storage of Flip-and-Patch (i.e., 2.5 KiB). Moreover, for the two
latter V,, values, implementing such a dedicated patching storage in
the accelerator could be prohibitive in terms of energy and area.

3.2. Limitations of Flip-and-Patch

Fig. 3 depicts the impact on CNN accuracy obtained by Flip-and-
Patch as stacked bars when the number of faulty activations increases
with V,, reductions below 0.54 V. Faulty activations are classified as
L&H activations that cannot be accommodated in the patching cache
and L activations. The latter also include H activations turned into
L activations after flipping them (label L+f(H)). For a given type of
faulty activation, the counterpart is removed to isolate the impact on
accuracy.

As expected, at V,; = 0.54 V, the golden accuracy is preserved
(i.e., horizontal red line at 1.0). However, the excess of L&H activations
severely hurts the accuracy as V,, underscales. This effect is highly
remarkable in SqueezeNet, VGG16, and ZFNet, where the accuracy
degradation surpasses 80%, 75%, and 35%, respectively, for every V,,
level. The impact of L+f(H) activations is generally less significant.
However, applications like SqueezeNet and VGG16 show large accuracy
losses below 0.53 V. On average, L&H activations degrade accuracy by
34%, 61%, and 85% for 0.53 V, 0.52 V, 0.51 V, respectively, whereas
these percentages are by 1%, 27%, and 35% for L+f(H) activations.

3.3. New opportunities

This section describes the two main findings that underpin the
foundation of our proposed Shift-and-Safe mechanism.

3.3.1. Shift opportunity

Flipping the representation of an activation reduces the deviation of
the affected value, contributing to minimize the impact on CNN accu-
racy. However, as shown above, at ultra-low V,,, flipping H activations
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| Faultfree 1{ofo[1[1[1][1]0] 375
- Sb LSb
g g
2 In memory 1{0(0 |1 1110 -2.75
H oo [T (Y [7o]
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Binary number Value
| Fault free 1]oJo[1[1][1][1]o] 375
IMSb LSb
g | Leftshift(<<) [1[1[1][1][1]0]0]0]
2 P
§| In memory I|1|1|1|1 0|O|0|
|
S 1
3 | Rightshift(>>) [1]ofo[1[1][1]o]o]| -35
©

(b) Proposed approach

Fig. 4. Working examples of the conventional and proposed approaches considering
an 8-bit L activation with a fault in the least significant half-byte. Labels MSb and LSb
refer to the most and least significant bits, respectively.

is insufficient. Next, we analyze the activation values with the aim to
further reduce the magnitude deviations caused by faults.

Table 3 classifies all the activations, represented as 16-bit fixed-
point values, depending on the number of logic ‘0’ in the three most
significant bits, excluding the sign (s) bit (bit position 15). The pattern
s0x refers to activations with a logic ‘0’ in bit 14 and the remaining bit
positions (including the s bit) being either ‘0’ or ‘1’. The pattern s00«
identifies activations with at least logic ‘0’ in bits 14 and 13, and so
on. Note that s000% activations are a subset of s00* activations, and
in turn, the latter are a subset of sOx activations. As observed, the
presence of s1x outliers prevents sO* activations to be 100%. Moreover,
s01x activations are also outliers since they represent at most 0.3595%
(99.9788 — 99.6193) in AlexNet.® On the other hand, the percentage of
s001x% activations is more than 1% in ZFNet, and almost 2% and 3%

3 The presence of outlier activations is essential to obtain the original
accuracy of the networks.
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Read operation

(b) Proposed approach

Fig. 5. Working examples of the conventional and proposed approaches considering
an 8-bit H activation with a fault in the most significant half-byte. Labels MSb and LSb
refer to the most and least significant bits, respectively.

in MobileNet and AlexNet, respectively. On average, sOx, s00x, and
s000s activations represent, respectively, 99.9959%, 99.8960%, and
98.9701% of the total activations.

Such value distributions present an opportunity to mitigate the in-
fluence of faulty bits in L activations and flipped H activations (L+f(H)).
Fig. 4 illustrates with working examples how activation values are
transformed in the case of an L activation with a stuck-at ‘0’ fault in
the fifth bit from left to right. For illustration purposes, the bit width
is limited to 8. A conventional write operation (Fig. 4(a)) transforms
the original fault-free value —3.75 into —2.75, resulting in a deviation
of 1 unit. On the other hand, a write operation enhanced with the
proposed approach (Fig. 4(b)) applies a 2-bit left shift preserving the
s bit. As outlined in Table 3, the two dropped bits are likely to be ‘0’.
Subsequently, when retrieving this value from the activation memory,
the read operation reverses the shift by two bits to the right, padding
the two leftmost magnitude bits with ‘0’, resulting in the value —3.5 and
just a deviation of 0.25 with respect to the fault-free value.

Fig. 5 depicts an example involving an H activation with a stuck-
at ‘0’ fault in the fourth bit. In this case, the fault-free value suffers a
deviation of 2 units under a conventional write operation, resulting in
the value —1.75. In contrast, the proposed technique applies a left-shift
operation and then flips the value (f(H)) before storing the activation
in memory. In a subsequent read operation, the value is unflipped and
then shifted back to the right. As a result, the retrieved value is —3.5
with just a deviation of 0.25 compared to the fault-free value.

Consequently, bit values of the affected activations remain stored
in memory cells that are two bits more significant with respect to
a conventional write operation. More precisely, faulty bitcells of the
target L+f(H) activation word affect less significant (two bit positions)
activation bits, reducing the impact of these faults on the resulting
magnitude. The sign bit is exempt from shifts to maintain the integrity
of the non-negligible number of negative L+f(H) activations: switching
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the sign bit from ‘1’ (negative) to ‘0’ (positive) as a consequence of a
shift doubles the magnitude of the value.*

The optimal shift operation in number of bits has been experimen-
tally determined. Aggressive shifts involving more than two bits imply
larger value losses, whereas a conservative 1-bit shift does not minimize
sufficiently the impact of faults on accuracy. Particularly, experimental
results show that 1-bit and 3-bit shifts degrade the average CNN accu-
racy by 0.6% and 2.7%, respectively, compared to 2-bit shifts. Notice
too that performing fixed 2-bit shifts to all the affected activations
largely simplifies the design of the shifter.

Finally, compared to the 16-bit fixed-point data representation used
in this work, alternative representations with shorter bitwidths could
significantly reduce the percentage of activations with logic ‘0’ values
in most significant bits and compromise the CNN accuracy achieved
by the proposed Shift technique. In this sense, under an 8-bit fixed-
point representation, the average percentage of s0x, s00x, and s000x
activations is by 99.5178%, 96.7214%, and 96.2392%, respectively,
resulting in an average accuracy degradation of 3.2% using the Shift
mechanism. Dealing with even shorter bitwidths could require the
necessity to revisit the proposed design or explore alternative solutions,
which is left for future work.

3.3.2. Safe-bank opportunity

The Shift approach deals with L and flipped H activations. However,
it results ineffective for L&H activations with faults in both bytes.
The Safe-Bank approach deals with these activations. This technique
is based on two main observations. First, the majority of activation
layers are smaller than the size of a typical activation memory. As
described in Section 3.1, most layers demand only a fraction of the
available activation memory (2 MiB). This surplus storage at the end
of the memory addressing space presents an opportunity to patch
L&H activations in such idle memory locations. Since the faultiest
operation mode requires at most 151 KiB to patch all the potential L&H
activations (see Section 3.1), a single 256 KiB bank of the activation
memory powered at 0.6 V to avoid faults would largely accommodate
all these activations.

The second observation relies on the sequential memory access pat-
tern exhibited by activations (see Section 2.1). Since the order in which
activations are consumed is the same in which they are produced, the
safe bank is managed as a FIFO queue. When the activation memory
acts as output buffer, a pointer keeps track of the next entry to be
used in the safe bank. Every new L&H activation to be written is safely
stored in that entry and the pointer advances to the subsequent entry.
On the contrary, when the activation memory acts as input buffer,
the pointer indicates the entry to be read to restore the following
L&H activation. The pointer resets every time the activation memory
changes its input/output role.

4. Proposed design: Shift-and-Safe

This section introduces the proposed design to support shift oper-
ations and exploit the underutilization of activation memories. Esti-
mations of power, energy, area, and timing overhead of the proposed
circuit are also discussed.

4.1. Shift technique

Fig. 6 illustrates the required components of our proposed Shift-
and-Safe technique in the read port of an activation memory. A read
operation requires to undone the transformations in the data represen-
tation of stored activations before forwarding them to the dispatcher.

4 The sign bit is not covered by the proposed approach since the number
of faults affecting this bit is rather low and we have experimentally evaluated
that their impact on CNN accuracy is insignificant.
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Table 4
Power and energy of DVS at 0.6 V (V,,,,), Flip-and-Patch (FaP) at 0.54 V, and a baseline (Base) and Shift-and-Safe (SaS) approaches at ultra-low
Vaa-
06V 0.54 V 0.53 V 0.52 V 051V
DVS FaP Base SaS Base SaS Base SaS
Leakage power (mW) 315 296.3 263.8 290 255.9 276.4 247.9 263.6
Dynamic read energy (pJ) 83.8 71.3 62.8 69.5 59.5 66.2 56.3 63
Dynamic write energy (pJ) 66.4 53.7 46.5 52.1 43.4 49.1 40.5 46.1
PN the last memory address and occupying ascending addresses. To do so,
Al\slzte“rll?(t)lgn Activation C-bit we employ a Safe Pointer (SP) stating the next address to be used for
(2 MiBy C bits block  block — this purpose. On the other hand, when a layer is read, the SP pointer
ag Co (a0 — co | N is set to the last memory address and L&H activations are read in the
1 %E—L— same order as they were stored.
a1 1 a_1 C_1 . : For design simplicity, the same memory port is used to access both
ao Co - I ' ag[15:0] : regular banks and the safe bank. In particular, L&H activations from the
a_g_c_g 00 142 K ® safe bank (agp[15:0]) are read cycle by cycle and temporarily stored in
3ZE 2| 2als, 00, 14:2] 1 S latches at input 3 of the corresponding multiplexers. Once all the L&H
] "1 2| ag[s,00,14:2], 1 & activations of a block are ready, the entire block is forwarded to the
N\ 7> asp[15:0] _Z g dispatcher. Section 5.3 quantifies the impact on system performance of
o 53_', o ] cg_.1, the Safe-Bank technique.
3PS - _— : 2b - Finally, note that a similar design is required to incorporate Shift-
< a1_5—c1_5 K_ and-Safe in the write port of the activation memory to properly trans-
%04 || 16204 16b %E_:L form activations ahead of being stored.
60 2b asp[15:0] —

—

Fig. 6. Proposed technique in the read port of an activation memory. Required
components of Shift and Safe-Bank approaches are highlighted in blue and green,
respectively. (For interpretation of the references to color in this figure legend, the
reader is referred to the web version of this article.)

In this sense, remember that, when a layer is written, L activations are
left-shifted, H activations are left-shifted and then flipped, and L&H
activations are sequentially stored in the safe bank.

Every stored activation incorporates two control (C) bits to codify
the different types of activations. Particularly, C = 00 identifies reliable
activations that do not require any change in the representation before
forwarding them to the dispatcher. C = 01 refers to L activations that
need to be shifted back. C = 10 classifies H activations that necessitate
to be flipped back and then shifted back. Finally, C = 11 determines
L&H activations that have to be obtained from the safe bank.

Note that C bits are set during post-fabrication testing prior to
deploying the accelerator, and they are independent of the applications
to be run. This process is often employed in practice by traditional error
detection/correction techniques [21]. Of course, C bits are supplied at
0.6 V to avoid faults.

After a 32-byte read operation of 16 consecutive activations (e.g.,
the initial 16 activations in Fig. 6) and the corresponding 32 C bits,
16 4-to-1 multiplexers driven by the C bits select among the four
types of activations. For illustration purposes, the figure highlights the
required components and subsequent activation bit rearrangements in
the selectable inputs of the eighth multiplexer. Reliable activations
(input 0) remain intact (a;[15:0]). L activations (input 1) are 2-bit right
shifted, preserving the sign (s) bit and introducing two logic ‘0’ in bit
positions 14 and 13, resulting in the bit rearrangement q;[s,‘00’,14:2].
In the case of H activations (input 2), the flip operation is undone before
performing the shift operation, resulting in the same representation as
L activations. The management of the L&H activations is described in
the next section.

4.2. Safe-bank technique

When a layer is written, activations classified as L&H (C = 11) are
sequentially stored one after another in the safe (last) bank, starting at

4.3. Power, energy, area, and timing overhead

The proposed design necessitates two control (C) bits for every 16-
bit activation word, resulting in a linear increase in storage overhead
proportional to the activation memory size. For instance, in a 2 MiB
activation memory, the C-bit overhead is 256 KiB. Although conven-
tional memory designs already incorporate comparable control bits to
discern between reliable and faulty contents [20,21], we conservatively
consider their energy, area, and timing overhead. In fact, note that
C bits would not be required for the safe bank. Nevertheless, we
conservatively take into account their overhead.

Table 4 summarizes the leakage power and dynamic energy of
activation memories under different operation modes. All the results
were obtained with CACTI-P for a 32-nm technology node and ITRS
low-power device type [31]. Conventional activation memories are
labeled as Dynamic Voltage Scaling (DVS) or baseline (Base) when they
are supplied at safe 0.6 V (V,,;,,) or at ultra-low V,,, respectively. Label
FaP alludes to the Flip-and-Patch mechanism at 0.54 V, whereas SaS
refers to the proposed Shift-and-Safe technique applied at ultra-low V.
For a given V,, value, the overhead of SaS over Base consists of the
required control bits, shifters, latches, and multiplexers. The overhead
of supplying the control bits and safe bank at 0.6 V is also included.

As obtained with CACTI-P, the area of a conventional activation
memory is 6.207 mm?. Enhancing the memory with SaS imposes a total
area overhead of 15.4%. Finally, the proposed changes in the read port
of the memory increase the access time from 2.69 ns to 2.75 ns. We
assume this small latency overhead does not compromise the cycle time
of the accelerator.

5. Experimental evaluation

This section describes the simulation framework used to obtain
experimental results. Then, CNN accuracy, system performance, and
energy consumption of the proposed approach and two other recent
techniques are evaluated under different supply voltages.

5.1. Simulation environment

Our fault-injection framework, like previous frameworks such as
Ares [32], is built on top of the TensorFlow 2.5.0 library [33], which
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Fig. 8. Relative execution time of Flip-and-Patch (FaP) at 0.54 V and Shift-and-Safe (SaS) at different ultra-low V,, values with respect to a conventional design.

runs high-level CNN descriptions in Python. Specifically, our frame-
work monitors the output activation values, which are used as input
for the next network layer, and alters them according to the faulty
memory bitmaps provided by MoRS (see Section 2.2). This approach
models activation memory behavior as it had been affected by perma-
nent bitcell faults. During this monitoring stage, the framework also
applies Shift-and-Safe operations to the activation values, as discussed
in Section 4.

Additionally, the framework has been enhanced to simulate the
dataflow of the baseline CNN accelerator architecture introduced in
Section 2.1, incorporating the Shift-and-Safe technique within the
memory ports, as well as previous Flip-and-Patch [10] and ThUnder-
Volt [5] approaches. In line with recent studies [34-36], our framework
accurately measures execution time (in processor cycles), assuming an
access latency of three cycles for the activation and weight memories
and one cycle for the patching cache of the Flip-and-Patch technique.
These latency values match the timing data provided by CACTI-P at
a clock frequency of 1 GHz [31]. The systolic processing element (PE)
array accounts a one-cycle delay for each partial sum and accumulation
in the PE.

Apart from performance metrics like CNN accuracy and execution
time, our framework also tracks the number of read/write memory
accesses required to estimate energy expenses. These statistics are
combined with per-access energy values obtained with CACTI-P (see
Table 4) to calculate total energy consumption. Refer to Section 3.1
for a description of CNN benchmarks and input dataset. Finally, all the
results presented in this work have been averaged for ten different fault
maps per V,, value according to Section 2.2.

5.2. Impact on accuracy
Fig. 7 plots the normalized accuracy of the proposed Shift-and-Safe

(SaS) technique in activation memories supplied at different ultra-low
V,4 values with respect to a fault-free operation mode with V,, over

V,nin- For comparison purposes, results for the baseline (Base) scheme
without any fault protection and Flip-and-Patch (FaP) are shown.

The baseline scheme severely affects the accuracy in all the bench-
marks due to the high number of permanent faults, obtaining a random
guessing output in most applications for all the vV, values. FaP im-
proves the accuracy, but it is still far from the golden value. This
technique ensures the golden accuracy in AlexNet and DenseNet at
0.53 V, but fails to do so in the remaining benchmarks, leading to
mostly a 40% accuracy degradation on average. Notice too that, at
0.51 V, FaP and Base behave the same way.

On the contrary, SaS outperforms FaP by applying shifts to L+f(H)
activations and protecting all the L&H activations in the safe bank. At
0.51 V, where more than half of the total activations are faulty, the
original accuracy is mostly recovered in all the applications.

5.3. Impact on system performance

Managing L&H activations in the safe bank of the proposed ap-
proach requires additional processor cycles. Fig. 8 plots the relative
execution time (the lower the better) of SaS at different V,, with respect
to a conventional accelerator design. Performance of FaP at 0.54 V is
also shown.

Exploiting the patching cache of FaP also requires additional cycles.
However, this technique shows a negligible impact on performance due
to the low number of L&H activations at 0.54 V. As expected, SaS
incurs a higher performance penalty as V,, underscales. Half of the
benchmarks (DenseNet, MobileNet, and SqueezeNet) show a severe per-
formance degradation at 0.51 V. This is mainly due to these networks
are relatively deep in terms of number of layers and many of them are
quite large, requiring an intensive use of the safe bank. Nevertheless,
at 0.52 V, the performance loss does not exceed 5% (DenseNet) in any
benchmark. On average, the performance penalty of SaS is by 0.6% and
1.8% at 0.53 V and 0.52 V, respectively.
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V,, over conventional Dynamic Voltage Scaling (DVS) at 0.6 V.

5.4. Energy consumption

Fig. 9 shows the normalized energy consumption of an activation
memory supplied at ultra-low V,, values with SaS compared to a
conventional memory powered at safe 0.6 V with DVS. For comparison
purposes, energy consumption of FaP at 0.54 V and the ThUnderVolt
(TUV) approach [5] at a variable V, is also analyzed. See Section 6.1
for details about the implementation of TUV. The reported energy
comprises both leakage and dynamic expenses, including the overhead
of the SaS components (see Section 4.3).

As expected, energy savings increase as V,, underscales. For FaP
and SaS techniques, energy savings are similar across most benchmarks
for a given supply voltage. On the other hand, the impact on the
execution time discussed in the previous section can be appreciated
in the energy consumption of DenseNet, MobileNet, and SqueezeNet
at 0.51 V. Notice too that, compared to TUV, energy reductions are
greater for FaP and SaS approaches (except DenseNet where TUV and
FaP consume a very similar energy). This is due to TUV requires most
CNN layers to be powered with a V,; > 0.54 V to maintain the golden
accuracy.

Overall, at 0.52 V, SaS reduces the energy consumption on average
by 5%, 7%, and 11% compared to FaP, TUV, and DVS, respectively.
These energy savings might seem relatively low. However, it is worth
noting that the studied supply voltage range below V,,, is narrow
(from 0.6 V to 0.51 V). Compared to a conventional activation memory
supplied at nominal V,,; (0.9 V), the average energy savings are up to
40% at 0.52 V.

6. Related work

This section classifies related work into techniques addressing per-
manent and transient faults in CNN accelerators, patching solutions
for general-purpose processors, and software efforts based on clipping
algorithms.

6.1. Addressing permanent faults in CNN accelerators

Dealing with faults as a consequence of supply voltage underscaling
in CNN accelerators has been explored from different angles, including
the proposal of alternative representations of network parameters,
additional fault-free memory storage, dynamic adjustments of V,, at
runtime according to reliability demands, FPGA compilation process
enhancements, or network retraining methods.

Flip-and-Patch addresses permanent faults in on-chip activation
memories with the proposal of an alternative data representation and
the use of a dedicated patching cache [10]. See Section 2.3 for further
details. Unfortunately, this paper has shown that Flip-and-Patch is
ineffective at ultra-low V,; with a high number of faults.

ThUnderVolt focuses on timing faults in the logic circuitry of the
Processing Element (PE) array [5]. This technique is based on the
fact that CNN layers exhibit different sensitivity to timing faults.
Consequently, authors dynamically adjust V,, below V,,, for every
layer, eliminating the impact of such faults on accuracy. However, as

discussed in Section 5.4, the energy savings of ThUnderVolt are limited
compared to the proposed Shift-and-Safe approach. In addition, such a
fine-grain V,, setup per layer imposes a complex profiling effort.

Note that, in our experimental evaluation, we adapted ThUnderVolt
to the activation memories of the accelerator. In this sense, we carefully
selected the most aggressive V,, value for every CNN layer, making
sure that the original accuracy remained unaffected. In addition, we
conservatively do not take into account the timing and energy overhead
associated with per-layer V,, transitions [37].

Salami et al. alter the placement algorithm of an FPGA compilation
process to circumvent permanent faults in memory blocks [6]. Particu-
larly, this approach ensures that vulnerable CNN layers are not mapped
to faulty blocks. However, contrary to our proposed technique, this
approach requires application profiling.

Zhang et al. modify the training phase of a neural network by
exposing permanent faults during the process, resulting in a set of
weight values that hide the impact of faults on accuracy during the
inference phase [7]. Similarly, Jia et al. propose to retrain neural
networks under faults, but their approach is limited to classification
layers identified as more vulnerable to faults [8]. The main downside
of these solutions is that they depend on the specific neural network
architecture and require programmer intervention.

Finally, with the aim to address the system performance of CNN ac-
celerators caused by process variations, Tan et al. bypass the slower PEs
that force all the remaining PEs to operate at low frequencies [9]. To
do so, authors reallocate computations to idle PEs, preserving the orig-
inal CNN accuracy. However, this approach only works for relatively
small neural networks. To overcome this downside, authors enhance
the prior approach with a weight transfer technique that moves the
computations to be performed in slower PEs to faster neighboring PEs.
However, this solution may compromise the original accuracy, requires
complex transformations of weight filters to tailor each neural network
to the specific accelerator, and demand a profiling process for effective
implementation.

6.2. Addressing transient faults in CNN accelerators

Transient faults have been also addressed in on-chip weight mem-
ories [38] and registers within the PE array [39] of CNN accelerators.
These works propose word and bit masking techniques, forcing faulty
weights to zero values, and protecting the sign bit assuming it has
the same logic value as the adjacent bit or vice versa. However,
these techniques employ Razor double-sampling methods to detect such
faults, which may impose a significant power overhead.

6.3. Patching techniques for general-purpose processors

Patching techniques are a viable solution to store replica values
of vulnerable contents in general-purpose systems. In CPU superscalar
processors, spare entries of pipeline structures like trace caches, MSHR,
or store queues have been employed to maintain reliable replicas
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of faulty L1 cache contents [20]. However, this approach imposes a
burden to the design and verification of the processor, since mem-
ory consistency management has to be propagated to such pipeline
structures.

In GPU register files, GR-Guard identifies dead registers with the
assistance of the compiler and modifications to the instruction set,
leveraging those dead entries to maintain replicas of faulty regis-
ters [21]. DC-Patch compresses registers at run time and forces its
allocation to faulty register entries, making sure that defective bitcells
are not used [40].

6.4. Software algorithms

Prior software efforts exploit clipping algorithms mitigate the im-
pact of faults on accuracy by identifying long magnitude deviations in
CNN parameters. Particularly, Ozen and Orailoglu use regularization
terms to penalize outlier weights and minimize the loss function during
the training phase [41]. During the inference phase, other works profile
the CNN applications, introducing additional layers that restrict outlier
values to a predefined numerical range [42,43].

7. Conclusions

This work has explored the potential of drastically underscaling
the supply voltage (V,,) below the safe voltage level (V,,;,) in on-chip
activation memories of CNN inference accelerators to save energy. To
address CNN accuracy drops due to permanent faults from voltage re-
ductions, this paper has proposed two cost-effective microarchitectural
strategies namely Shift and Safe-Bank. These strategies derive from an
analysis showing that most significant bits of activation words are often
‘0’ and the common underutilization of on-chip memory storage in CNN
accelerators.

The shift-based technique adjusts the encoding of activations to
minimize the impact of faults in the resulting value, whereas the Safe-
Bank technique provides a fault-free secondary storage solution for
activations where shifting results ineffective. Unlike most prior work,
Shift-and-Safe is transparent to the programmer and does not rely on
specific CNN application characteristics.

Experimental results have shown that, compared to a conventional
CNN accelerator operating at V,,;, (0.6 V), an enhanced accelerator
supplied at 0.52 V with Shift-and-Safe reduces the energy consump-
tion of activation memories by 11% while maintaining the original
accuracy with a minimal impact on system performance (less than
2% on average). Finally, compared to the state-of-the-art Flip-and-
Patch technique and the ThUnderVolt mechanism adapted for on-chip
memories, our proposed approach reduces energy consumption by 5%
and 7%, respectively.
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