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Abstract

The representational state transfer architectural style (REST) specifies a set of rules for creating web services. In REST, data
and functionality are considered resources, accessed, and manipulated using a uniform, well-defined set of rules. RESTful
web services are web services that follow the REST architectural style and are exposed to the Internet using RESTful APIs.
Most of them are described by OpenAPI, a standard language-independent interface for RESTful APIs. RESTful APIs are
continuously available on the Internet and are therefore a common target for cyberattacks. To prevent vulnerabilities and reduce
risks in web systems, there are several security guidelines available, such as those provided by the Open Web Application
Security Project (OWASP) foundation. A common vulnerability in web services is broken object level authorization (BOLA),
which allows an attacker to modify or delete data or perform actions intended only for authorized users. For example, an
attacker can change an order status, delete a user account, or add unauthorized data to the server. In this paper, we propose a
transformation from OpenAPI to Petri nets, which enables formal modeling and analysis of REST APIs using existing Petri
net analysis techniques to detect potential security risks directly from the analysis of web server logs. In addition, we also
provide a tool, named Links2CPN, which automatically performs model transformation (taking the OpenAPI specification
as input) and BOLA attack detection by analyzing web server execution traces. We apply it to a case study of a vulnerable web
application to demonstrate its applicability. Our results show that it is capable of detecting BOLA attacks with an accuracy
greater than 95% in the proposed scenarios.

Keywords RESTful web services - OpenAPI - Colored Petri nets - Security analysis - Vulnerabilities - Broken access control -
Web application security

1 Introduction are accessed and manipulated by using a uniform and well-

defined set of rules. REST is constrained to a client/server

A common software architectural style for creating web ser-
vices today is representational state transfer (REST), which
specifies a set of rules (constraints) on web services [17]. In
REST, data and functionality are considered resources and
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architecture (the client is the one requesting the resources,
while the server has the resources itself) and is designed to
use a stateless communication protocol (typically, HTTP).
Web services that follow the REST architectural style are
known as RESTful web services [41].

RESTful web services expose their services to the Internet
using Application Programming Interfaces (called RESTful
or REST APIs). These API types are also commonly used
when exposing internal interfaces in microservice architec-
tures [30]. Many popular web services, such as X, Facebook,
or Instagram, to name a few, have a REST API to allow
users and developers connect and interact with their ser-
vices in a simple and fast way. When creating an REST
API, it is important to follow industry standards as a way
to ease development and increase customer adoption. Today,
most REST APIs are described with OpenAPI [32], which
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defines a standard language-independent interface for REST-
ful APIs. Many frameworks for building REST APIs (such as
Falcon, Flask, or Tornado, to name a few) include OpenAPI
support.

As Web services are continuously available on the Inter-
net, they are a common target for cyberattacks [8]. Most
attacks fall into the category of Structured Query Language
injection (SQLi) [31] and cross-site scripting (XSS) [15],
although other attacks, such as denial of service and authen-
tication or session management, are also feasible [43]. In this
regard, there are several major players in the information
security industry that provide secure design and program-
ming guidelines to prevent vulnerabilities and reduce risks
in web systems. One of these major players is the Open Web
Application Security Project (OWASP) foundation,! which
provides a security methodology used as a benchmark for
web application security audits. In particular, they period-
ically publish the top 10 most critical application security
risks, outlining mechanisms to minimize them.?

Although the textual specification of a REST API is not
well suited for formal methods (such as computer aided ver-
ification), the standardization of its specification opens an
exciting path for automated tools to analyze and test REST
APISs for correctness. Following this direction, in this paper
we investigate the automatic transformation of a REST API
specified by OpenAPI [32] to Petri nets [33], which is a
mathematical model commonly used to represent distributed,
concurrent, or parallel systems. Obtaining a formal model as
a Petri net allows us to take advantage of all existing Petri net
analysis techniques and detect possible security risks directly
in the specification.

The contributions of this paper is twofold. First, we pro-
pose a transformation from OpenAPI to Petri net. To do this,
we study the latest OpenAPI specification that targets REST
APIs (namely, version 3.1.0) and model its parts using Col-
ored Petri nets (CPNs) [23]. CPNs are an extension of the
classical Petri net formalism with data, time, and hierarchy,
providing a well-defined formalism to represent systems with
concurrency and data flow. OpenAPI specifications, on the
other hand, describe the structural and behavioral aspects of
REST APIs. By transforming OpenAPI into a CPN model,
we leverage the CPN formalism to systematically analyze
and detect potential vulnerabilities, such as broken object
level authorization (BOLA). This transformation ensures that
key API components, such as endpoints, operations, and
access controls, are preserved in a formal model, enabling
robust analysis. Specifically, these models are built into a sin-
gle CPN that is suitable for analysis with specific tools such
as CPN tools [39]. In addition, we provide a tool, dubbed
Links2CPN, that automatically performs the model trans-

' Accessible in https://owasp.org/.

2 Accessible in https://owasp.org/www-project-top-ten/.
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formation. Second, we apply our tool on different case studies
of vulnerable web applications to show its applicability. In
particular, we focus on the first OWASP Top 10 2023 security
risk, related to broken access control [3] and manipulation
of data sent within the requests. Using an event log based
on the Common Logfile Format (CLF),? with the addition of
the authorization header, as well as the request and response
bodies (obtained from a webserver that runs a web app that
conforms to the given REST API specification) and its cor-
responding CPN model, we show how our tool can easily
detect this vulnerability in the CPN obtained from the Ope-
nAPI specification by analyzing the event log.

The rest of this paper is organized as follows. Section2
gives some background on REST APIs, the OpenAPI spec-
ification and CPN. Section3 presents the running example
that is used throughout the paper. We then describe our
methodology and our tool, Links2CPN, in Sect. 4. Section 5
introduces evaluation and the limitations of our approach.
We first test our approach on the running example, then on
a user-based evaluation, and finally on a real-world vulnera-
ble software to validate it. Section 6 discusses related work.
Section 7 concludes the paper along with future work.

2 Background

In this section, we first provide some background on REST
APIs, the OpenAPI specification, and then Colored Petri nets.

2.1 REST APIs

REST is a style of software architecture style introduced
in [17], which defines constraints for Web applications
to respond to service requests from their clients, namely:
Client—Server, Stateless, Cache, Uniform Interface, Layered
System and Code-On-Demand. Web services that follow all
of the constraints are called RESTful Web services, and their
programmatic interfaces are known as REST APIs [41].
Specifically, the client—server constraint establishes a sep-
aration of duties, ensuring that client and server applications
evolve independently without any dependencies on each
other. Stateless means that each client request must include
all information required for the server to process it, with-
out relying on any stored context from previous interactions.
Cache implies that caching must be applied to resources
when appropriate, and those resources must explicitly indi-
cate their caching capability. The uniform interface states that
implementations must be decoupled from the services they
provide. To achieve this, 4 interface constraints are defined:
resource identification, resource manipulation through rep-

3 https://www.w3.org/Daemon/User/Config/Logging. html#common-
logfile-format.
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resentations, self-descriptive messages, and hypermedia as
the engine of application state. The layered system allows an
architecture to be composed of hierarchical layers by restrict-
ing the behavior of components such that each component
interacts only with the immediate layer it is connected to, with
no visibility into layers beyond. Finally, code-on-demand
allows client functionality to be extended by downloading
and executing code. The latter is the only restriction that is
optional.

In [24], the general rules that REST APIs follow are pre-
sented through examples. Nouns are used instead of verbs
for resources. For example, instead of /getBasketById,
/basket/6 is used. Each resource is identified by an
URL. For instance, /basket represents a basket collection
resource, while /basket /6 represents a specific item. Cre-
ate, read, update, and delete operations are directly mapped
to the HTTP methods POST, GET, UPDATE and DELETE,
respectively.

According to [24], the most basic resource that is required
for every API is documentation. One of the most widely used
standards for documenting and describing APIs is the Ope-
nAPI specification [38], which is described in detail below.

2.2 OpenAPI specification

OpenAPI specification (OAS) [32] defines a widely accepted,
vendor-independent, language-independent open specifica-
tion for the description of RESTful APIs. It allows both
humans and computers to discover and understand the capa-
bilities of a service without the need to access source code,
additional documentation, or even inspect of network traffic.
An OAS-compliant OpenAPI document is itself a structured
object, which can be represented in JSON or YAML format.
According to OAS manteiners [35], it is preferable to write
the API documentation (i.e., the specification) and then write
the code (i.e., Design-first approach). However, it is possible
to first implement the API and then create the documentation
using tools that transform code comments and annotations
into documentation, or even by writing it manually (Code-
first approach).

An OpenAPI document, compliant with the OpenAPI
Specification (OAS), uses a structured set of fields to describe
a REST API. These fields are categorized into fixed fields,
which have predefined names, and pattern fields, which use
regular expressions for naming. Key fixed fields include
openapi, info, servers, paths, components,
security, tags, jsonSchemaDialect, webhooks,
and externalDocs. Among these, the paths field is of
particular interest to our work, as it lists the available end-
points of the API and their operations.

Each path entry corresponds to a PathItem object,
which describes the HTTP methods [16] (e.g., GET, POST)
and their details, encapsulated in Operation objects.

These objects define the operation parameters, request pay-
loads, server responses, and additional metadata. Parame-
ters, specified within the parameters field, detail input
requirements such as name, location, and type, while the
requestBody field describes the expected structure and
format of the HTTP request payload.

For responses, the responses field map HTTP status
codes [16] to their corresponding results, including descrip-
tions, payload structures, and examples. The response object
can optionally include 1inks describing how responses
relate to other operations, making it easier to navigate
between API functionalities.

This structured approach allows OpenAPI to comprehen-
sively represent interactions and data flows within a REST
API, providing a foundation for tools and methodologies to
analyze the API behavior.

The approach we present here for the transformation from
OpenAPI to CPNs requires having an OpenAPI specification
with 1inks. Unfortunately, this field is not widely used in
general, which may be a limitation to the importance of our
approach. In this regard, we have manually analyzed 1955
OpenAPI specifications from the open source API directory
APIs.guru,* as in [27], and detected only 9 using 1inks
(listed in [44]). However, we need a way to formally relate
responses and other operations in the web service under anal-
ysis so thus we can relate the components of the Petri net that
we iteratively create when parsing the OpenAPI specifica-
tion. Furthermore, the OpenAPI document must accurately
represent the corresponding API, including error cases, oth-
erwise, the performance of the approach will be degraded.
Therefore, similar to [5, 20], we assume that development
teams can update their OpenAPI specifications if they want
to detect BOLA vulnerabilities with our approach. Alterna-
tively, if they follow the code-first approach, newer tools
already support creating OAS with 1inks from comments
or annotations in the source code [36, 46]. Similarly, when
design-first approach is followed, artificial intelligence (AI)
tools can be helpful to automate the work of creating and
improving OpenAPI specifications [26, 48]. In this sense,
according to a survey of 40, 261 API developers and profes-
sionals [38], 60% of them said they were using Al tools in
API development, and 28% said they were specifically using
such tools to generate API documentation.

2.3 Colored Petri nets (CPNs)

Colored Petri nets [23] are a well-known formalism for the
design and analysis of concurrent systems. CPNs are sup-
ported by CPN tools [39], which is a tool that allows us to
easily create, edit, simulate, and analyze CPNs. The follow-
ing assumes that the reader is familiar with the basics of Petri

4 Accessible in https://apis.guru/.
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nets. First, we give an informal introduction to Petri nets and
Colored Petri nets. Next, we provide a formal definition of the
CPN formalism. For a full description of the CPN formalism,
the reader is referred to [23].

Petri nets [33] are a mathematical and graphical formalism
that easily represent common characteristics of computing
systems, such as branching, sequencing, or concurrency, to
name a few. Roughly speaking, a Petri net is a bipartite graph
of places and transitions joined by arcs, describing the flow
of a system with concurrency and synchronization capabili-
ties. Graphically, places are represented by circles, transitions
by rectangles, and arcs are represented by directed arrows.
An arc may have an integer inscription, indicating the weight
of the arc. A place can contain tokens, graphically repre-
sented by black dots (or by a number) within the place and
denoted as the marking of the place. When all input places
of a transition ¢ are marked with a number of tokens equal or
greater than their weights, 7 is said to be enabled. An enabled
transition can fire, resulting in a new marking obtained by
removing tokens from input places and setting tokens to out-
put places. The number of tokens removed/set in each place
corresponds to the weight of the arc that connects each place
with the transition.

A CPN [23]is an extension of Petri nets, where places have
an associated color set (a data type) that specifies the set of
token colors allowed at that place. That is, each token at a
placein a CPN has an attached data value (color) that matches
the corresponding color set of the place. For instance, a place
can have as its color set the integer set INT, the Cartesian
product untimed color set INT2 = INTxINT, or a single-
ton color set (UNIT), which contains a single empty value
denoted by unit. Other complex data types can also be defined
by using data types constructors, such as [list, union, and
record. Together, the number of tokens and the token col-
ors in the individual places represent the state of the system
[19]. According to [47], CPNs are the most widely used Petri
net-based formalism that can deal with issues related to data
and time.

More formally:

Definition 1 [23] A Colored Petri net (CPN) is a tuple
(P,T,A,V,G, E, ), where.:

— P is a finite set of places, with colors in a set X. We
denote the color set of a place p by Z,.

— T is a finite set of transitions (P N'T = 0).

- AC (P xT)U (T x P)is a set of directed arcs. PT-
arcs are those connecting places with transitions (P x T'),
while TP-arcs connect transitions with places (T x P).

> We use the classical Petri net notation to denote the precondition ®*x
and postcondition x* of both places and transitions: Vx € P U T :
x={yl(y,x) € Al;x* ={yl(x,y) € A}

@ Springer

— V is afinite set of typed variables in X, i.e., Type(v) €
Y, forallveV.

- G: T — EXPRYy is the guard function.%.

- E : A — EXPRYy is the arc expression function,
which assigns an expression to each arc. Arc expressions
evaluate to multisets of the set of colors of the place
connected to the arc. For any transition t € T, the arc
expressions of the PT-arcs connected to ¢ are called PT-
arc expressions of t (respectively, for TP-arcs).

— . T — Nis the priority function, which assigns a
priority level to each transition. The priority level of a
transition #; has a higher priority level than a transition #;
iff w(4;) > 7 (¢)).

Definition 2 (Marking) GivenaCPNN = (P,T,A,V,G, E, ),

amarking M of N isdefined as afunction M : P — B(X),
such that Vp € P, M(p) € B(X,), i.e., the marking of p
must be a multiset of colors in X, (which can be empty).

Definition 3 (Marked CPN) A marked CPN (MCPN) is then
defined as a pair (N, M), where N is a CPN and M is a
marking of it.

We define the semantics for MCPNs as in [23], taking
into account that transitions have associated priorities. In this
paper, we assume that all transitions have a priority level of
1 (i.e.,,Vt € T,w(t) = 1). We first introduce the notion of
binding, then the enabling condition, and finally the firing
rule for MCPNSs.

Definition 4 (Bindings) Let N = (P, T,A,V,G, E, ) be
a CPN. For any transition ¢, Var(t) denotes the set of vari-
ables that appear in the PT-arc expressions of 7. So, a binding
of a transition ¢ € T is a function b that maps each variable
v € Var(t) into a value b(v) € Type(v). B(t) will denote
the set of all possible bindings for ¢ € T. For any expression
e € EXPRy, e(b) will denote the evaluation of e for the
binding b. A binding element is then defined as a pair (z, b),
where t € T and b € B(t). The set of all binding elements
is denoted by BE.

Definition 5 (Enabling condition) Let (N, M) be a MCPN.
We say that a binding element (¢, b) € BE is enabled at
marking M when the following conditions are fulfilled:

1. The guard of ¢ evaluates to true for binding b: G(¢) (b) =
true.

2. Forall p € *t, E(p, t)(b) is included in M (p), and these
tokens on M (p) have a timestamp less than or equal to
the current time, i.e., we have in M (p) enough available
tokens to fire ¢ with the binding b.

6 EXPRy denotes expressions built using the variables in V, with
the same syntax supported by CPN Tools, which assigns a Boolean
expression to each transition, i.e., Type(G(t)) = Bool
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3. There is no other binding element (¢, b') € BE fulfilling
the previous conditions such that 7 (t') < 7 (¢).

Definition 6 (Firing rule) Let N = (P,T,A,V,G,E, )
be a CPN, M a marking of N, and (¢, b) € BE an enabled
binding element at marking M.

The firing of (¢, b) has the following effects on M:

— For any p €°® t, the tokens in E(p, t)(b) are removed
from M (p).
— For any p € ¢°, the tokens in E (¢, p){b) are produced in

M(p).

3 Running example

This section introduces the running example used in the rest
of paper to illustrate how our OpenAPI to CPN transforma-
tion approach. Let us consider as an example a simple Web
application (client and server) where a user logs in and checks
their shopping cart. This example is taken from the OWASP
Juice Shop project,” a cybersecurity education project with
an insecure Web application. This project is commonly used
in security training, awareness demos, security competitions,
and to test security tools.

The UML sequence diagram in Fig. 1 illustrates the inter-
action between the REST API client and the server. In the
beginning, the client application initiates communication by
sending a POST request with the credentials to the /1login
endpoint of the server application. The server application
responds with the information related to that user, such as
the basket ID (bid) and token. With the information received,
the client application sends a new request to the server for
the /basket/{bid} endpoint and again, the server appli-
cation responds with the requested information.

The REST API in this example is vulnerable to Bro-
ken Object Level Authorization, which is ranked #1 in the
OWASP API Security Top 10 2019.8 Exploiting this vulner-
ability is quite simple. An attacker can simply send a request
to the /basket/{bid} endpoint with a different bid than
the one given by the server in a previous request. For example,
if the client requests /basket /2 in Fig. 1, the server will
respond with the another user’s shopping basket information.

The excerpt of OpenAPI specification that we will use as
running example is shown in Listing 5 (see the appendix). In
the rest of this paper, we use this running example to show
how our model transformation approach can detect Broken
Object Level Authorization (BOLA) attacks.

7 Accessible in https://owasp.org/www-project-juice-shop/.

8 Accessible in https://owasp.org/www- project-api-security/.

0= —
Client Web API
E POST /login L
E {"bid": "1", "token": "eyj..." }
:< .................................................
GET /basket/1 L
E {"status": "success", "data": [...] }
e T ,

Fig.1 A simple WebAPI interaction

4 Methodology and the tool Links2CPN

In this section, we first briefly introduce the methodology we
follow to detect BOLA attacks against REST APIs. Then we
introduce Links2CPN, a Python3-based tool that analyzes
information system event logs and detects BOLA attacks
using our methodology.

Figure 2 sketches the steps of our approach. First, we trans-
form the OpenAPI specification in its corresponding Colored
Petri net, applying the algorithms described in Sect.4.1. We
call this step MODEL- TO- MODEL TRANSFORMATION. We
then apply process mining techniques (namely, conformance
checking techniques), combining the CPN obtained in the
previous step with the JSON event logs collected from the
web servers running the application that implements the
given OpenAPI specification as initial input. As a result,
we get an error log file highlighting the detection of BOLA
attacks. In what follows, we explain each step of the method-
ology in more detail.

4.1 Model-to-model transformation: from OpenAPI
to CPN

According to [47], depending on the input data and the
questions that need to be addressed, a suitable model and
abstraction level should be chosen. In this sense, the Petri net
structuring directly aligns with the hierarchical structure of
OpenAPI. API paths are represented as flows within the Petri
net, where transitions model operations and places connect
these transitions, representing the flow of operations. This
alignment preserves the semantics of API interactions while
allowing for formal verification of properties within models.

@ Springer
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Fig.2 Methodology to detect
BOLA attacks in OpenAPI
specifications

@ MODEL-TO-MODEL TRANSFORMATION
e e e e T oo

@ CONFORMANCE CHECKING

————————————————————— e

0

OpenAPI spec-
ification file

In this paper, we propose that CPNs provide a suitable
abstraction and model to represent REST APIs for several
reasons. First, CPNs integrate flow and data flow into a
single model, capturing the dynamic nature of API interac-
tions. Second, they formally model concurrent, distributed,
and event-driven systems, which align with the nature of
REST APl interactions, as demonstrated in the literature [10,
28, 29]. Third, CPNs support conformance-checking algo-
rithms [7], which are essential for verifying API behaviors.
Finally, their visual representation is directly equivalent to
their mathematical definition, allowing for the analysis of
both graphical representation without loss of information
[23].

Furthermore, by using CPNs, we introduce “coloring”
to represent essential aspects such as user roles, resource
identifiers, and system states. This capability is particularly
important for detecting BOLA vulnerabilities. Below, we
detail the process of transforming a valid OpenAPI docu-
ment into a CPN and illustrate it using the following running
example.

Algorithm 1 describes the steps for the model transfor-
mation. As an input, it needs an OpenAPI specification
doc. As an output, it generates a Colored PetriNet C =
(P, T,A,V,G, E, ) that represents doc.

Algorithm 1: Creation of a CPN from an OpenAPI spec-

ification.
Input: An OpenAPI specification doc.
Output: A Colored PetrinetC = (P, T, A,V,G, E, 7).
1 /* Create all the transitions related to
paths */
2 C = createTransitionsForPaths(doc) (see Algorithm 2);
3 /* Connect transitions related to paths */
4 C = connectTransitionsForPaths(doc, C) (see Algorithm 3);
5 Remove disconnected transitions and places in C;
6 return C;

First, we create all the transitions related to paths in the
OpenAPI specification, as indicated by Algorithm 2. Basi-

@ Springer

B D
Error log files

JSON event logs

CPN model

Algorithm 2: Creation of CPN transitions representing
paths in an OpenAPI specification.

Input: An OpenAPI specification doc.
OQutput: A Colored PetrinetC = (P, T, A,V,G, E, 7).
1 Create an empty CPNC = (P, T, A, V,G, E, );
2 foreach path P € doc do
3 foreach operation O € P do
4 operationId <« Get operationId from O;
5 HTTPMethod <« Get HTTPmethod from O;
6 foreach response R € O do
7 HTTPStatusCode <« Get HTTP-status-code
from R;
8 Create a transition 7, tagging it as
HTTPMethod-path-HTTPStatusCode and with
id operationId;

9 Add transition z to C (i.e., T =T U {t});
10 Create a place p =* t;

11 Add place pto C (i.e., P = P U {p});

12 end foreach

13 if 3 parameters U € O then

14 paramName < Get name from U;

15 Label the output arc of p as paramName;
16 end if

17 end foreach
18 end foreach
9 return C

p—

cally, this algorithm iterates over the paths and for each
operation on the path, it iterates over the responses (lines
6-17), creating a new transition ¢ that represents such a
response (line 8). The operationId and HTTPMethod
of an operation, as well as its HTTPStatusCode, are taken
as variables to make up the tagging of ¢. For each transition
t, we also create a preset place p =* ¢. Also, the arc connect-
ing p and ¢ is labeled by the name of the operation parameter
(if any). The second part of the algorithm is related to the
connection of path-related transitions (see Algorithm 3). We
iterate over the paths and for operation on the path, we iter-
ate over the responses (lines 5-14 of Algorithm 3). Each
response is analyzed and if it is linked to any other path,
the transitions representing both paths are connected via the
preset place of the transitions that represents the target path.
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Algorithm 3: Connection of CPN transitions represent-
ing paths in an OpenAPI specification.

Input: An OpenAPI specification doc and a Colored Petri net
C=(P,T,AV,G,E, ).
Output: An updated Colored Petri net
C=(P,T,A,V,G E, ).
1 foreach path P € doc do
2 foreach operation O € P do
3 operationId <« Get operationId from O;
4 HTTPMethod <« Get HTTPmethod from O;
5 foreach response R € O do
6
7
8
9

Let t € 7 be the transition with id operationId;
if 3 1inks £ € R then
operationId < Get operationId from £;
parameter <« Get parameters from L;

10 Let ¢’ € T be the transition with id
operationId’;

11 Create an arc connecting 1* =* 1';

12 Label the input arc of #* with parameter ;

13 end if

14 end foreach

15 end foreach
6 end foreach
return C

-
=2

post-/rest/user/login-200
True

request.get_token_from_reponse_body('authentication.bid', 'bid')

bid get-/rest/basket/ {bid}

bid

/
get-/rest/basket/ {bid}-200
True

Fig.3 Transformation from OpenAPI specification to CPN

Finally, we remove all transitions that do not have connec-
tions to places (line 5 of Algorithm 1), and we return the
updated CPN (line 6).

Applying Algorithm 1 to the OpenAPI specification
shown in Appendix A, we will obtain a CPN as the one
depicted in Fig.3. Note that the transition “post-/rest
/user/login/-200" is created by the path /rest
/user/login, the operation post, and the response code
200. Similarly, the transition “get-/rest/user/bid/
-200” is created by the path /rest/basket/{bid},
the operation get, and the response code 200. The pre-
set arc is labeled with bid, given the parameter name
of the operation. Finally, both transitions are joined as the
response of the path /rest/user/login is linked to
getBasketById, which is represented by the transition
get-/rest/user/bid/-200.

To show the generality of our transformation approach, we
apply Algorithm 1 to a more complex example. In particular,

we consider the lightweight open-source note-taking service
called Memos.’ The API of Memos had a BOLA vulnera-
bility related to note archiving operation that was found and
fixed in 2022 [21]. Figure 4 shows the CPN obtained after the
automatic transformation from Memos OpenAPI specifica-
tion to CPN performed by our algorithm. Let us remark that
before applying the transformation we have slightly modified
the original source code to recreate the vulnerability. '

Similar to the previous example, the transition post-
/api/vl/memo-200 is created by the path /api/v1/
memo, the operation post, and the response code 200.
Likewise, the transition get - /api/v1/memo-200 iscre-
ated by the path /api/v1/memo, the operation get, and
the response code 200. Finally, transitions starting with
patch-/api/vl/memo/memoId arecreated by the path
/api/vl/memo/memoId, the operation patch, and the
respective response code 200, 400,401, 404, 500. These three
endpoints comprise the flows where the user can list their
notes, create new notes, and archive their already created
notes, respectively.

4.2 Conformance checking: detecting broken object
level authorization attacks

Conformance checking is a topic in process mining that refers
to the analysis of the relation between the intended behaviour
of a process and its recorded behaviour observed during exe-
cution. In practice, conformance checking is a family of
techniques and algorithms that relates two main inputs, pro-
cess models and event logs, providing methods to compare
and analyse observed instances of a process against its model
[6, 47]. An example of a comparison is whether a process is
being executed as documented in a model.

Once we have a CPN modeled from an OpenAPI spec-
ification and a set of HTTP requests and responses (i.e., a
JSON event logs), we use process mining techniques to ver-
ify the correctness of the request and response pairs collected
in a system trace. In particular, we work with information
system event logs that consist of recorded traces, describing
the activities executed and the resources involved (for exam-
ple, users, data objects, requests, and responses). We then
use these logged traces to apply the conformance checking
algorithm presented in [7]. Basically, this algorithm works
like a replay algorithm. By replaying each trace of an event
log on top of a CPN, this algorithm can discover control
flow and data flow deviations due to unavailable resources,
rule violations, and differences between modeled and actual
resources. For completeness, we refer the reader to [7] to geta
more detailed idea of the algorithm. Despite their simplicity,

9 Accessible in https://github.com/usememos/memos.

10 The vulnerable source code is accessible in https:/github.com/
ailton07/memos-with-BOLA/blob/main/api/v1/openapi.yaml.
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post-/api/v1/memo-200
True

memold memold

request.get_token_from_reponse_body('id', 'memold')

memoid patch-/api/v1/memo/{memoid}
{

memold memold

get-/api/v1/memo-200
True

request.get_token_from_reponse_body('id', 'memold')

memold

patch-/api/v1/memo/{memoid} 200
True

patch-/api/v1/memo/{memoid} 400
True

patch-/api/v1/memo/{memoid} 401
True

patch-/api/vl/memo/{memoid}-500
True

patch-/api/v]/memo/{memoid } 404
True

Fig.4 Transformation from Memos OpenAPI specification to CPN

token-based replay algorithms have became the standard not
only for conformance checking, but also for decision mining
and performance analysis, among others [6].

To use it, we need to create an event log based on the
request-response pairs that contains the CPN related infor-
mation. In particular, this file must contain the URL, URL
parameters, HTTP methods, status code, client IP and HTTP
header, timestamp, request body, and response body. To make
it easier to perform programmatic operations on these logs,
we parse the original webserver logs to generate a JSON for-
mat file containing the required information. Listing 1 shows
an example of a single event log using this JSON format. Note
that this processing step can be performed on any informa-
tion system event log, such as Apache? or nginx, and only
minor adaptations are necessary to parse the original event
log. An example of the modifications that need to be made to
a Web server in order to generate event logs with the format
discussed is available online.!!

To improve the flexibility and adaptability of our tool, we
are exploring ways to enhance the log processing compo-
nent. Specifically, we plan to introduce a modular approach
incorporating the Strategy behavioral pattern [18], allow-
ing for interchangeable event log processing strategies based
on the input log format. This design would allow the tool
to seamlessly handle different server environments without
requiring manual intervention to reformat logs. Additionally,
we are considering using the Adapter structural pattern [18]
to standardize log formats for internal processing, further
decoupling the tool from the particularities of any particular
server log. This architectural refinement aims to increase the
applicability and ease of integration of our tool into various
HTTP server configurations.

Listing 1 JSON event log example.

}
I
"statusCode" :200,
"headerAuthorization":"Bearer

eyJ0eXAi0iJKV1IQiLCJIJhbGci0iJSUZzI1INigJg9 ... "

{
"timestamp":"2022-11-01T22:35:33.1072",
"ipt:imid"
"message":"GET /rest/user/whoami 200 4ms",
"method":"GET",
"uri":"/rest/user/whoami",
"reqguestBody": {
I
"responseBody": {
"user " :{
"id": "123"

1 See https://github.com/ailton07/juice-shop-with-winston/blob/
079ea6d65463b99c0d25a9ad116127575ce96e9a/server.ts#L.305.
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Given a file of event logs and the CPN associated with the
corresponding OpenAPI specification, we can now run the
conformance checking algorithm presented in [7]. As com-
mented above, this replay algorithm allows us to follow the
evolution of the system, checking if the firing of transitions
enabled in the CPN is correct. When firing a transition is
feasible, it means that the observed behavior is correct and
expected. On the contrary, there are two possible reasons
why the firing of a transition is not possible: (i) there are no
tokens in the input places of the transition; or (ii) the token
at the input places of the transition has a different value than
expected. The first case corresponds to a control flow vio-
lation and is associated with an expected behavior of the
system. On the other hand, the second case corresponds to a
data flow violation. We assume that this behavior is associ-
ated with a BOLA attack, and therefore detecting a data flow
violation at the CPN level allows us to detect BOLA attacks
in the OpenAPI specification.

The performance overhead introduced by logging is min-
imal, and especially when considering the security improve-
ments it offers, is acceptable in most cases. Logging each
request, in fact, is a standard practice in web systems,
such as Apache HTTP Servers, which use CLF by default.
Our approach extends the CLF by logging the request and
response body, and while this adds some overhead, it can be
mitigated using techniques like asynchronous logging or API
gateways with built-in logging features. Thus, while there is
some overhead, it is consistent with typical logging prac-
tices and can be managed efficiently. Furthermore, given the
enhanced security that this logging enables, the overhead is
a reasonable trade-off.

4.3 Tool support

We develop a tool, called Links2CPN, to automatically per-
form the transformation of the OpenAPI model to Colored
Petri nets and apply the conformance checking algorithm
presented in [7] to detect attacks on broken access control
vulnerabilities [3]. Links2CPN is freely accessible in our
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GitHub [44] and is developed in Python 3 on top of the Snakes
[37] library, a general-purpose Petri net library that allows
the creation, transformation, and net manipulation. Using this
library we implement the model transformation and the con-
formance checking algorithm. In addition to Snakes, the tool
also uses the openapi-schema-validator '? library to validate
and interpret OpenAPI 3.x specifications.

5 Experimental evaluation and limitations

In this section, we first test our approach on the running
example presented in Sect. 3. We then run a user-based evalu-
ation to validate our approach. Next, we evaluate a real-world
BOLA-vulnerable open source software with our tool with
a user-based evaluation. Finally, we describe the threats to
validity of our approach.

5.1 Running example evaluation

Similar to other works in the literature [9, 45], we use the
OWASP Juice Shop web application to test the accuracy of
vulnerability and attack detection solutions. This approach
has the advantages of providing a controlled environment
without data noise, while ensuring similar characteristics to
a real-world environment.

The first step is to instrument OWASP Juice Shop to gen-
erate event logs. This code can be found publicly available
at GitHub.'> We then deployed the application to an AWS
EC2 instance, a cloud service that allows the creation of a
virtual server to run applications on the Amazon Web Ser-
vices infrastructure, making the application accessible via
URL of type http://ec2-XXX-XXX-XXX-XXX.compute-1.
amazonaws.com:3000, where the X represent the public IP
of the running instance.

Now, we reproduce the attacks on the Juice Shop vulner-
abilities related to BOLA. The Juice Shop was created with
the following vulnerabilities related to BOLA:

VULNERABILITY 1. View cart, which consists of viewing
another user’s shopping cart;

VULNERABILITY 2. Manipulate cart, which consists of
placing a product in another user’s shopping cart.

The guide to successfully exploring such vulnerabilities is
publicly available.'* Following these steps, the scenario for
the first challenge is that upon loading the website and log-
gingin,a POSTrequestis senttothe /rest/user/login

12 Accessible in https:// github.com/python-openapi/openapi-schema-
validator.

13- Accessible in https://github.com/ailton07/juice-shop- with-winston.

14 See https://pwning.owasp-juice.shop/appendix/solutions.html.

API endpoint, returning the user’s token to the client and
user cart identifier (called bid). After this, the home page
of the website is displayed. One of the requests sent in
this process is GET /rest/basket/6, where the value 6
refers to the shopping cart identifier obtained in the login
request. The attack consists of sending GET requests to
/rest/basket/ with a different shopping cart identifier
than the one received in the login process after loading the
home page. According to the guide, adding or subtracting 1
from its value is enough to explore the vulnerability.

The log file obtained after performing the account regis-
tration, login, and exploit attack process is publicly available
on our GitHub [44]. This 30-line log file is processed and
transformed using the algorithms described in Sect.4.1. The
obtained CPN is then verified with the replay algorithm as
explained in Sect. 4.2.

As a result, we got the nets shown in Fig.5 and the error
message shown in Listing 2. Figure 5a shows the initial state
of the CPN, being the immediate result of the transformation
from OpenAPI to CPN. Likewise, Fig. 5b shows the status of
the CPN after processing the line of the log file that represents
the request POST /rest/user/login with response
bid = 6. Finally, Fig. 5c shows the CPN status after process-
ing the line that represents the GET /rest/basket/6
request. Listing 2 ilustrates the processing of the line that
represents the request GET /rest/basket/7, which is
the BOLA attack we performed. This error message briefly
states that there is no token available at the CPN’s place to
make the transition enabled.

Listing 2 Error message received when executing challenge 1

Fire error, line 29: transition not
enabled for

{

"bid ->"{
"bid":"None",
"user_id":":: ff£f£:179.176.231.14"
I
"request ->"{
"uri":"/rest/basket/7",
"method":"GET",

"user_id": "::ffff:1..."}

Following the same guide to successfully attacking VUL-
NERABILITY 2, after the website loads and the user logs
in, a POST request is sent to the /rest/user/login
API endpoint, returning the user’s token to the client’s and
user’s cart identifier (called bid), similar to VULNERABIL-
ITY 1. After this, the home page of the website is displayed.
By clicking on any product and adding it to the shop-
ping basket via the Add to Basket button, a POST request
is sent to the /api/BasketItems/ API endpoint with
the values Productld (product code), Basketld (identifier
of the user’s basket) and quantity (quantity of the prod-
uct to add). The attack consists of sending POST requests
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post-/rest/user/login-200
True

post-/rest/user/login-200
‘rue

request.get_token_from_reponse_body(authentication.bid', bid')

bi

d ge

“user_id"

get-/rest/basket/ {bid}-200
True

(b) State of the CPN after processing POST
/rest/user/login (with response bid = 6)

(a) Initial state of the CPN

request.get_token_from_reponse_body(‘authentication.bid', 'bid')

est/basket/ {bid}

d':"6"
79.176.231.14"} }

get-/rest’basket/ {bid}-200
True

post-/rest/user/login-200
True

request.get_token_from_reponse_body(‘authentication.bid', 'bid')

bid get-/rest/basket/{bid}

6",
~id":"fff179.176.231.14"}

get-/rest/basket/ {bid}-200
True

(c) State of the CPN after processing GET
/rest/basket/7

Fig.5 Result of running the transformation algorithms on the event log for VULNERABILITY 1

to /api/BasketItems/ with a different shopping cart
identifier than the one received at login, in addition to the
one already present. According to the guide, adding or sub-
tracting 1 from its value is enough to exploit the vulnerability.

The log file obtained after performing the account regis-
tration, login, and exploit attack process is publicly available
on our GitHub [44]. Similarly to VULNERABILITY 1, this 23-
line log file is processed and transformed using the algorithms
described above, and the obtained CPN is verified with the
replay algorithm, as explained in Sect.4.2.

Listing 3 Error message received when executing challenge 2

Fire error, Line 21: POST /api/
BasketItems/ 200 1llms
transition not enabled for

{

"BasketId ->"{
"BasketId":"5",
"user_id":":: fff£f:35.199.121.33™"

I

"request ->"{
"uri":"/api/BasketItems/",
"method":"POST",
"user_id":"::£ff...

}

As a result, we got the nets shown in Fig. 6 and the error
message shown in Listing 3. Figure 6a shows the initial state
of the CPN, being the immediate result of the transforma-
tion from OpenAPI to CPN. In addition, Fig. 6b shows the
CPN status after processing the log file line that represents
the POST /rest/user/login request with response
bid = 6. Listing 3 illustrates the processing of the line
21, which represents the POST /api/BasketItems/
request regarding the BOLA attack we performed. This error
message briefly indicates that there is no token available at
the CPN place to enable the firing of the transition.

5.2 User-based evaluation

To test the proposed solution in a more realistic scenario, we
have carried out a user-based evaluation. For this, we invited
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Computer Science students from the Federal University of
Amazonas, enrolled in the Computer Network Security dis-
cipline (ICC303), to participate in a capture-the-flag (CTF)
event, where the goal was to actively attempt to exploit VUL-

NERABILITY 1 and VULNERABILITY 2 described in Sect.5.1.
There were 20 students enrolled in the discipline and 15
attending to the end, who were the ones invited for this evalu-
ation. to participate in a capture-the-flag (CTF) event, where
the goal was to actively attempt to exploit BOLA vulnerabil-
ities.

As a test environment, we set up an instance of the Juice
Shop application (see Sect. 3) running on an AWS Web server
(EC2) from January 25, 2023 to February 8, 2023. We first
explain the basics of the BOLA vulnerability and give exam-
ples of exploitation. We then explain the Juice Shop app and
instruct students to exploit both vulnerabilities in the shop-
ping cart as they see fit, writing reports on the process. We
also advise them not to copy solutions from the Internet, but
to try to build their own exploits of the vulnerabilities.

In the end, we got 12 attack reports, approximately 4, 000
log lines, 2, 000 requests analyzed, 514 requests associated
with VULNERABILITY 1 and 192 requests associated with
VULNERABILITY 2. For each of the reports received, we man-
ually analyze the generated logs, especially those associated
with registration process, the login process, VULNERABILITY
1, and VULNERABILITY 2. Thanks to this manual analysis,
we are able to calculate the number of legitimate requests,
the number of of attack attempts and the number of success-
ful attacks. Subsequently, we process the generated logs with
our tool (introduced in Sect.4) to obtain the requests classi-
fied as legitimate and as attacks, and compare them with the
data obtained through our manual analysis.

As a result, we get the data shown in Table 1. For VUL-
NERABILITY 1 (V1), Total Requests refers to the number of
requests loggedin GET /rest/basket/, whilefor VUL-
NERABILITY 2 (V2),itrefers to the number of requests logged
in POST /api/BasketItems/. Recall the description
of both vulnerabilities in Sect.5.1. Attack Attempts refers to
the number of requests that we manually classified as attacks
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post-/rest/user/login-200
True

post-/rest/user/login-200
True

request.get_token_from_reponse_body('authentication.bid', 'Basketld')

request.get_token_from_reponse_body('authentication.bid', 'Basketld') basketid post-/api/basketitems

asketld":"6",
[11:35.199.121.33"}}

basketid post-/api/basketitems
n

Basketld
Basketld
post-fapi/basketitems-200
post-/api/basketitems-200 True
T'rue
(b) State of the CPN after processing POST /rest/user/login (with re-
(a) Initial state of the CPN sponse bid = 6)

Fig.6 Result of running the transformation algorithms on the event log for VULNERABILITY 2

Table 1 Summary of data obtained from the attacks requests that are correctly classified as benign requests, and
V1 V2 true negatives (7' N) refer to attack requests that are correctly
classified as attack requests.
Total requests 517 192 The confusion matrix is show in Table 2(a). For V1 and V2,
Attack attempts 101 88 we obtain Accuracy = Precision = Recall = Fl-score = 1.
Successful attacks 98 20 In both cases, Precision, Accuracy, Recall, and F1-score
Requests classified as attacks 101 88 remains constant.

To further investigate the performance metrics between
V1 and V2, we create the confusion matrix comparing
successful attacks and those classified by our approach.
The results are summarized in Table 2(b). In this case, we
obtain Accuracy = 0.99; Precision = 0.97; Recall = 1,

(failed and successfully) on the cited endpoints, while Suc-
cessful Attacks refers to the number of requests that were

n;anu'allz ClaSSIﬁid asf succe;sful at:)acksl.c Finally, Iflequests F1-score = 0.98 for VULNERABILITY 1, while for VUL-
classified as attacks refers to the number of requests that were NERABILITY 2 we obtain Accuracy = 0.64; Precision =

classified by our tool as attacks on the cited endpoint.s. 0.22: Recall = 1: Fl-score = 0.37. In both cases, Recall

After that, we processed the logs generated with the
proposed solution in order to obtain the list of requests
classified as legitimate and as attacks, and compare them
with the data obtained through manual analysis. We then
obtained the data shown below in Table 1. To VULNERA-
BILITY 1, Total requests refers to the number of requests
registered to GET /rest/basket/, while VULNERABIL-
ITY 2 refers to the number of requests registered to POST
/api/BasketItems/. Attack attempts refers to the num-
ber of requests that were manually classified as attacks on the
cited endpoints. Successful attacks refers to the number of
requests that were manually classified as successful attacks
on the cited endpoints. Finally, Requests classified as attacks
refers to the number of requests that were classified by the
proposed solution as attacks on the endpoints cited.

To express the performance of our approach, we calcu-

remains constant, indicating consistency in identifying pos-
itive cases (successful attacks). However, the relatively low
Precision demonstrates it generates a substantial number of
incorrect positive predictions, resulting in a high false pos-
itive rate. These results indicate that our approach requires
additional heuristics to distinguish between attack attempts
and successful attacks, such as considering the status code
of the response or requiring manual analysis by an expert.
Our results also show that VULNERABILITY 1 and VUL-
NERABILITY 2 actually have very different attack attemp-
t/attack success rates. For VULNERABILITY 1, there were 98
successful attacks out of 101 attack attempts (i.e., 97.02%
success rate), while for VULNERABILITY 2, there were 20
successful attacks out of 88 attack attempts (i.e., 22.72% suc-
cess rate). One explanation for this difference in the success
rate of exploiting vulnerabilities is the difference in the diffi-

- _ TP+TN
late the standard ?}Jetrlcs of Accuracy +p [THFPFFNFTN  culty of exploiting the vulnerability. According to the exploit
Precision = prpp, Recall = gprpy, Fl-score = gyide of Juice Shop,'> VULNERABILITY 1 has 2 stars of diffi-

2-Recall-Precision

Recall+Precision - 10 this setting, false positives (FP) refer  culty, while VULNERABILITY 2 has 3 stars. This may be why
to benign requests that are wrongly classified as attacks,

false negatives (F'N) refer to attack requests that have not 15 Publicly available at https://pwning.owasp-juice.shop/appendix/
been classified as attacks, true positives (7 P) refer to benign solutions.html.
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Table2 Confusion matrices

Predicted
Positive Negative
(a) Attack attempts versus detections
Actual Positive 101 0
V1 Negative 0 416
Positive 88 0
V2 Negative 0 104
(b) Successful attacks versus detections
Actual Positive 98 0
V1 Negative 3 416
Positive 20 0
V2 Negative 68 104

3 out of 12 students who submitted reports were unable to
successfully exploit VULNERABILITY 2.

5.3 Real-world software evaluation

To test the solution proposed in this work with a real
application vulnerable to BOLA, we consider the Memos
application, presented previously (see Sect.4.1). As before,
the first step is to instrument the Memos API to generate
event logs. The Memos code, containing the modifications
described below, is publicly available on GitHub.'® As we
have taken the latest version of Memos as the code base,
where the BOLA vulnerability is already fixed, we had to
revert this fix to make the code vulnerable again.

A guide to exploiting the vulnerability is described in
[21]. Following these steps, when the website loads and the
user logs in, a GET request is sent to the /api/v1/memo
endpoint, returning the notes that belong to the logged-in
user. After this, the user can create a note via a POST
request to the /api/vl/memo endpoint, or archive one
of the notes from their notes list via a PATCH request to
/api/vl/memo/ {memoId}, where memoId is the list
of note identifiers that the user wants to archive. The attack
consists of sending PATCH requests to /api/v1/memo/
{memoId} with values of memold that does not belong to
the logged-in user.

The log file obtained after performing the account regis-
tration, subsequent login, and exploit attack process is also
publicly available in the software repository of our tool [44].
This 11-line log file is processed and transformed using the
algorithms described in Sect.4.1 and the obtained CPN is
verified with the replay algorithm as explained in Sect. 4.2.

Figures 7a and 7b shows the CPN obtained after the
replay algorithm, while Listing 4 shows the error message
obtained. In particular, Fig. 7a shows the initial state of the

16° Accessible in https://github.com/ailton07/memos-with-BOLA.
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CPN, being the immediate result of the transformation from
OpenAPI to CPN, while Fig.7b shows the state of CPN
after processing the log file line representing the request
GET /api/vl/memo with response memold = 3 and
memold = 1, and the CPN state after processing the log line
representing a legitimate request. Likewise, Listing 4 illus-
trates the processing of line 11 of the log, which represents
the PATCH /api/v1/memo/ 6 requestand corresponds to
the BOLA attack we performed. This error message briefly
indicates that there is no token available at the CPN site to
allow the transition to be fired, thus successfully detecting
the occurrence of the attack.

Listing 4 Error message displayed when verifying with the CPN

obtained after the transformation the log file containing the BOLA attack
carried out.

Fire error, line 11: transition not
enabled for

{
"memoId->"{
"memoId":

"user_id":

"None",
"127.0.0.1"
I

"request ->"{

"uri":"/api/vl/memo/6",
"method":"PATCH",
"user_1id": "127.0...."}

5.4 Threats to validity

This section discusses the threats to validity that we have
identified for this study [42] according to construct, internal,
external validity, and reliability.

Construct validity

We have conducted controlled experiments that allowed us to
fine-tune our tool and measure the metrics of interest. In this
sense, no problem should arise from our experiential study.

Internal validity

Since we are not examining causal relationships in the results
obtained, our study is free from threats to internal validity.

External validity

Our approach is based on Petri nets. While this approach
offers clear advantages in terms of formal verification and
deterministic detection of structured vulnerabilities, we rec-
ognize that it can benefit from integration with data mining
and anomaly detection techniques. These methods can com-
plement Petri nets by providing a means to detect unknown
or evolving attack patterns based on statistical anomalies or
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patch-/api/v1/memo/{memoid}-404 |

(a) Initial state of the CPN, result of the Memos OpenAPI transformation.

post-/api/vl/memo-200
True

request.get_token_from_reponse_body('id’, ‘'memold')

memoid patch-/api/v1/memo/{memoid}
{{"memold":"3",
"user_id":"127.0.0.1"}, {"memold":"1",
"user id":"127.0.0.1"}}

memold

get-/api/vl/memo-200
True

request.get_token_from_reponse_body('id’, ‘'memold')

memold memold

patch-/api/v1/memo/{memoid}-200
True

patch-/api/v1/memo/{memoid }-400
True

patch-/api/vl/memo/{memoid }-401
True

patch-/api/v1/memo/{memoid }-500
True

patch-/api/v1/memo/{memoid}-404
True

(b) CPN state after processing line 11.

Fig.7 Result of running the transformation algorithms on the event log for Memos

behavioral deviations in the system. Future research could
explore a hybrid model, where Petri nets are used for for-
mal analysis and detection of known attacks, while machine
learning-based techniques identify never-before-seen attack
vectors. This would create a more comprehensive and layered
approach to REST API security.

Our approach is also tied to a concrete OpenAPI spec-
ification. Therefore, our approach may need to be adapted
to future OpenAPI specifications. Also, we assume that the
web server logs that are necessary for the replay algorithm are
centralized. This extent, however, is discouraged in network
administration, where the principle of network segmentation
(as a way to reduce the number of assets in a network seg-
ment, limiting lateral movements of potential attackers) is
commonly recommended [12].

Similarly, Links2CPN currently works with the JSON
file generated after parsing the web server logs. Therefore, it
would be necessary to adapt our tool to analyze the log files
of other web servers.

As for our user-based assessment, it is true that there is
no population from which a statistically representative sam-
ple has been drawn. However, as we use it as case studies,
we can conclude that the results are extensible to cases that
have common characteristics and therefore the findings are
relevant.

Reliability

Our tool, the running example, and the results of our user-
based evaluation are publicly accessible through our GitHub

repository [44]. Therefore, other researchers can perform the
same study later and the results would be the same.

6 Related work

A lot of research has been done in the field of RESTful appli-
cation modeling and documentation [22]. In 2015, a widely
accepted standard emerged with the OpenAPI initiative effort
to standardize the description of RESTful APIs. Although the
OpenAPI specification can provide details about the relation-
ship between the operations, it focuses on structural and data
modeling aspects, lacking behavioral aspects [22]. We begin
by reviewing the literature on modeling RESTful APIs using
non-domain-specific languages. We then analyze studies that
use the OpenAPI specification to detect attacks and vulnera-
bilities in REST APIs.

6.1 Visual modeling of REST APl behavior

In this section, we review works that address the problem of
using non-domain-specific languages to visually model the
behavior of REST and RESTful APIs. In particular, we divide
the discussion into OpenAPI specification, Petri net-based,
and UML based approaches.

6.1.1 OpenAPI specification approaches
A systematization of the Insecure Direct Object Reference

(IDOR) and BOLA attack techniques based on the litera-
ture review and the analysis of real cases is provided in
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[5], with the purpose of proposing an approach to describe
IDOR/BOLA attacks based on the properties of the Ope-
nAPI specifications and, subsequently, develop an algorithm
for detecting potential (i.e., not confirmed) IDOR/BOLA
vulnerabilities. The proposed detection approach consists of
providing a valid OpenAPI specification, annotating poten-
tially vulnerable properties, and determining which attack
vector techniques are applicable. If any condition of attack
vector techniques is found to be met, then it is consid-
ered a potential IDOR/BOLA vulnerability that needs to
be checked. Additionally, it specifies a combination of
endpoints, operations, and parameters that are potentially
vulnerable and can be attacked with corresponding attack
vectors. After this step, an analyst must manually test and ver-
ify whether the vulnerability actually exists. This approach
is applied to two experiments. The first experiment is to
generate example specifications that contain at least one vul-
nerability for each established detection rule. The second
experiment uses publicly available specifications containing
potential vulnerabilities, where the exact number of potential
(access control) vulnerabilities is not defined.

An extension to the OpenAPI specification, called the
OAS Security Scheme, is proposed in [20]. This extension
introduces new properties to function as a security control
mechanism for declarative security descriptions, with the
goal of providing and standardizing an authorization capabil-
ity to protect resources from unauthorized access. Using this
custom OpenAPI specification, a specialized authorization
module can apply object-level authorization checks while
the API is running and calls are made. Although this exten-
sion may encourage further studies to improve the security of
the OpenAPI specification, its scalability is not fully studied.

These works consider the OpenAPI specification as a
source of truth to establish a baseline of how the API should
work, as our approach does. Therefore, this is a prerequisite
for their correct functioning. Additionally, the documentation
must be reliable, that is, correctly describe the underlying
API. The approach given in [5] is complementary to ours,
which can provide another vulnerability analysis as a way
to detect false positives (or false negatives) from the previ-
ous approach. Although our approach is also applicable to
the extension of the OpenAPI specification proposed in [20],
it may require additional remodeling to capture the newly
introduced security control mechanism.

6.1.2 Petri net-based approaches

In [10], the authors introduce a formal model for process
enactment in REST systems using Service Nets, another class
of Petri Nets. Later, in [1], this formalism is used to con-
vert a REST description language (proposed by the authors)
into a Service Net. Unfortunately, as discussed in [25], these
approaches ignore internal hypermedia links, describe all
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tokens in XML only, and do not check the correctness of
composition behavior. Also, they do not describe RESTful
APIs, but REST. Unlike these approaches, our model trans-
formation approach is based on a standard specification and
is well suited for describing RESTful APIs.

In [29] and [28], the authors propose REST Chart, a Petri
net-based XML modeling framework (model and markup
language) to describe REST APIs without violating the REST
constraints. Their approach is based on modeling REST
APIs as a set of hypermedia representations and transitions
between them, where each transition specifies the possible
interactions with the resource referenced by a hyperlink in
a type representation. In [25], the authors propose a formal
CPN-based language for modeling and verifying RESTful
service composition. They defined data types as colors, a
unique definition of a resource as a service identified by
a URI, which aligns with the OpenAPI specification and
focuses on using CPNs properties to verify the correctness of
RESTful composition behaviors. However, the authors do not
discuss how their approach can be used to represent multiple
users at the same time. By contrast, our model transformation
approach is well suited to representing concurrent users.

6.1.3 UML-based approaches

Other approaches are based on the Unified Modeling Lan-
guage (UML) [34], a widely adopted standard notation for
modeling software systems. In [2], the authors propose an
approach to describe RESTful and resource-oriented Web
services using UML collaboration diagrams. Their model
describes the type of resource, the relationships between
them, and the control flow. However, the data flow is not
considered. In [40], the authors provide a methodology
for designing REST web service interfaces using a UML
class diagram to represent the resource mode and a UML
state machine diagram (with state invariants) to represent
the behavioral model of a REST web service. Their model
focuses on states that use the POST, PUT, or DELETE
requests to trigger flow between states, while the GET
method is used to check for state invariants. In [14], the
authors proposed WAPIML, a software tool for converting
the OpenAPI specification to an annotated UML class dia-
gram, editing the UML model, and converting it back to the
OpenAPI specification.

6.1.4 FSM-based approaches

In [49], the authors present a finite-state machine with epsilon
transitions for modeling RESTful systems. This model fol-
lows some REST constraints (i.e., uniform interface, stateless
client—server operation, and code-on-demand execution), but
is not suitable for modeling RESTful systems.
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6.2 OpenAPl in detecting attacks and vulnerabilities

To the best of our knowledge, there are still no studies
that use OpenAPI as a normative model to detect attacks
against REST APIs. However, some works employ OpenAPI
specifications to perform security testing, thereby revealing
vulnerabilities. Below, we discuss how these studies leverage
OpenAPI and the challenges they face.

The work in [20] proposes an extension to the Ope-
nAPI specification, called OAS ESS (OpenAPI specification
extended security scheme). This extension aims to include
declarative security controls for objects, which can then be
used at runtime by custom authorization modules to enforce
authorization checks and mitigate BOLA attacks. Although
promising, this approach requires further testing on real-
world API implementations. In addition, the implementation
of the authorization module depends on the underlying tech-
nology of the API; in this work, it was implemented for
the FastAPI framework. Furthermore, this approach requires
developers to manually update OpenAPI specifications to
include new constructs and adapt tools that interact with the
specification, which could hamper its wider adoption.

In [5], the authors present an algorithm and tool that auto-
matically analyze OpenAPI specifications and generate a list
of potential vulnerabilities and attack vectors. The approach
analyzes an OpenAPI specification and applies heuristics
related to BOLA vulnerabilities, such as HTTP methods and
parameter locations. These heuristics create a custom anno-
tated OpenAPI specification to determine which attack vector
techniques might be applied. If an attack vector condition is
met, the associated endpoints, operations, and parameters are
flagged as potentially vulnerable and require further valida-
tion by a human analyst. Although tested in two experimental
scenarios, the algorithm generates some false positives and
false negatives, indicating that further refinement is needed.

Similarly, [11] proposes the use of an annotated OpenAPI
specification that encodes operation relationships and param-
eter generation strategies for RESTful APIs. However, unlike
previous work, the focus here is on penetration testing. The
annotated specification is processed by an automated test-
ing tool called NAUTILUS, which detects vulnerabilities
by creating API operation sequences and populating them
with parameter values. Relationships between operations are
automatically inferred using attribute naming conventions
in request and response descriptions, along with heuristics.
However, this can sometimes lead to conflicting operation
dependencies. The approach was compared against four vul-
nerability scanners and RESTful API testing tools on six
RESTful services, demonstrating its ability to detect vul-
nerabilities such as access bypass, directory traversal, and
SQL injection. However, the OpenAPI specifications used in
the tests were manually annotated. The authors suggest inte-

grating the annotation process into the OAS creation phase,
which is typically performed by developers.

Finally, an API inspection framework for API security

testing, called VOAPI, is proposed in [13]. This frame-
work was designed to identify vulnerabilities such as SSRF,
unrestricted upload, path traversal, command injection, SQL
injection, and XSS. The framework focuses on analyzing
API specifications to identify functions associated with vul-
nerabilities and perform targeted security testing on those
functions. For example, file upload interfaces may pose
a risk for malicious uploads, while proxy interfaces may
lead to SSRF vulnerabilities. In particular, the authors ana-
lyzed a dataset of API-related CVEs to establish connections
between keywords, corresponding API functionalities, and
vulnerability types. They then used algorithms from [4] to
analyze the API specification and extract possible vulnera-
bility types and API operations. For each API operation to
be tested, an algorithm was applied to create a sequence of
API requests that reached a valid state to execute the opera-
tion under test. This algorithm is similar to [11] but includes
an additional heuristic, the producer-consumer relationship.
A test case generator then focused on potential vulnera-
bilities and a feedback-based vulnerability checker verified
whether operations were actually vulnerable. The approach
was tested on seven real-world RESTful APIs and compared
to five other tools designed to detect similar vulnerabili-
ties. While the test sequence generation was compared to
other automated methods, it was not evaluated in scenarios
where the links in the API specification explicitly indicated
valid request sequences. According to the authors, the test
sequence generation achieved 62.7% coverage of the tested
endpoints.
Comparison with related work. To the best of our knowledge,
there are no solutions in the literature that directly target the
detection of BOLA attacks in REST API systems. While
several tools and methods focus on general web attack detec-
tion and automated testing, none specifically addresses the
challenges posed by BOLA vulnerabilities. Our work con-
tributes to filling this gap by offering a novel approach to
detect BOLA attacks using colored Petri nets derived from
OpenAPI specifications. In addition, as shown, many works
focus on modeling REST systems that are also described
in non-standard ways. Rather, our approach is to model the
data flow of the RESTful system described through the Ope-
nAPI specification. While some solutions aim to automate
the description of data flows in APIs, none have been able to
fully capture all flows, achieving at best a coverage of about
60%. Finally, unlike other works, we provide a tool to make
it easy to use our approach.
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7 Conclusions and future work

This paper presents a transformation from OpenAPI to Petri
nets. We have developed a tool that supports this transfor-
mation, called Links2CPN, which is publicly available and
freely accessible in our GitHub repository. Our evaluation
showed that Links2CPN can detect broken object level
authorization attacks (the first OWASP Top 10 2023 secu-
rity risk in web applications) in web server logs with more
than 95% accuracy.

There are still some limitations that can be addressed in
future work. First, our tool assumes the existence of a well-
formed OpenAPI specification with the attributes required
for analysis, like other previous works [5, 20]. Our ongoing
efforts aim to somewhat relax this assumption and require
instead source code annotations to automatically parse and
build the input model needed for the transformation. Sec-
ond, logs must be centralized. This can be difficult in heavily
distributed applications, but it may be feasible in practice.
Similarly, in the case of multiple log files referring to the
same period, a chronological sorting of the logs is required
before processing.

We also intend to conduct a broader evaluation incorpo-
rating more realistic traffic distributions, including a higher
proportion of legitimate requests. This will allow us to eval-
uate the performance of our approach in environments that
more closely resemble typical application usage, comple-
menting the results obtained from our more attack-focused
experiments. In addition, we plan to extend our approach by
incorporating fuzzing techniques to generate HTTP interac-
tions, turning it into a penetration testing tool for compre-
hensive REST API security assessments. Finally, our tool
only performs offline analysis. A big step to protect the secu-
rity of RESTful web services would be to integrate our tool
directly into the web server, analyzing requests in real time.
We envision eBPF technology as a possible solution to do
this.

Appendix A: Excerpt of OpenAPI used as a
running example

Listing 5 Excerpt of OpenAPI Used as a Running Example

openapi: 3.0.0
servers:
# Added by API Auto Mocking Plugin
- description: SwaggerHub JuiceShop
APT
url: https://virtserver.swaggerhub.
com/ailton07/JuiceShop/1.0.0
info:
description: JuiceShop API
Description.
version: "1.0.0"

@ Springer

title: JuiceShop API Description
contact:

email: you@your -company .com
license:

name: Apache 2.0

url: http://www.apache.org/

licenses/LICENSE-2.0.html
tags:

- name: View Basket

description: View another user s
shopping basket

paths:
/rest/user/login:
post:
tags: ["View Basket"]
operationId: login
requestBody:
content:
application/json:
schema:
Sref: #/components/

schemas/
LoginUserRequest
responses:
200
description: search results
matching criteria
content:
application/json:
schema:
type: object
Sref: #/components/
schemas/
LoginUserResponse
links:
getBasketById:
operationId:
getBasketById
parameters:
id: Sresponse.body#/
authentication.bid
/rest/basket/{bid}:
get:
tags:
operationId:
parameters:
- name: bid
in: path
required:
schema:
type:
responses:
200
description: search results
matching criteria
content:
application/json:
schema:
type: object
Sref: #/components/
schemas/
GetBasketByIdRespons

["View Basket"]
getBasketById

true

string

400
description: Error resposen
status code 400
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401

description:

500

description:

components:
schemas:

Error resposen
status code 401

Error resposen
status code 500

LoginUserRequest:

type:

object

properties:

emai

type:

1:
string

password:

type:

string

LoginUserResponse:

type:

object

properties:
authentication:

type: object
properties:
token:
type: string
bid:
type: integer
umail:
type: integer
GetBasketByIdResponse:
type: object
properties:
status:
type: string
data:
type: object
properties:
id:
type: integer
coupon:
type: string
createdAt:
type: string
format: date
updatedAt:
type: string
format: date
UserId:
type: integer

example: 96
Products:

type: array
items:
Sref: #/components/
schemas /Product
Product:
type: object
properties:
id:
type: integer
name :
type: string
description:
type: string
price:
type: number
example: 1.10

deluxePrice:

number
0.99

type:
example:
image:
type: string
createdAt:
type: string
format: date
updatedAt:
type: string
format: date
deletedAt:
type: string
format: date
BasketItem:
type: object
properties:
id:
type: integer
gquantity:
type: integer
createdAt:
type: string
format: date
updatedAt:
type: string
format: date
BasketId:
type: integer
ProductId:
type: integer
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