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ABSTRACT In this work, a novel Physically Unclonable Function (PUF) based on Generalized Galois
Ring Oscillators (GenGAROs) optimized for IoT device identification purposes has been proposed and
analyzed. A GenGARO is composed of a certain number of logic gates with up to two inputs connected
in cascade so that one input corresponds to the output of the previous gate and the other to the output of the
last one. The bias of the signal of these oscillators has been used to construct a GenGARO-PUF. Firstly, the
combination of logic gates which optimize the response of the GenGARO-PUF in terms of identifiability has
been studied. Once the optimal configuration of GenGARO has been found, a GenGARO-PUF of 11 Look-
Up Tables (LUTs) has been implemented on FPGA and its properties have been analyzed and compared
to a conventional RO-PUF implemented in the exact same locations of the FPGA and using the same hard
constraints. The proposal of this work shows an average Inter-Hamming Distance (HD) of 49.9 % and an
Equal Error Rate EER = 1.52 - 10"'? using 100-bit responses. The GenGARO-PUF has proven to outperform
the conventional Ring Oscillator (RO) PUF in terms of spatial autocorrelation, uniqueness, uniformity, bit-
aliasing, identifiability and resistance to modeling attacks. Furthermore, a 3-LUT GenGARO-PUF has been
proposed maintaining the prediction accuracy of the 11-LUT GenGARO-PUF, and showing that a good
identifiability can still be achieved using fewer resources of the FPGA.

INDEX TERMS Authentication, Galois Ring Oscillator, hardware security, identification, machine learning,
physically unclonable function.

I. INTRODUCTION IoT devices, giving birth to Physically Unclonable Functions

The Internet of Things (IoT) has experienced a significant
growth in recent years as many loT devices are becoming
part of our daily lives [1], [2]. This has entailed a tremendous
advancement, but it has also brought along several security
and privacy risks, especially in sensitive environments where
it is crucial to maintain the confidentiality of the transmitted
data [3], [4]. In these conditions, it is essential to develop
new device authentication and identification methods which
meet the security requirements while also being cost-effective
and compatible with the limitation of resources required by
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(PUFs) [5].

A PUF is a physical entity that presents a challenge-
response functionality reliant on the intrinsic properties of
physical structures which are difficult to clone. This response
is unique for each device, serving as its identifier (ID), much
like fingerprints do in humans [6], [7]. These IDs can be used
to create authentication protocols [8], [9], [10] that not only
enhance the security of IoT systems but also reduce the cost of
devices, as they avoid the need of storing secret information
in Non-Volatile Memories (NVMs). In recent years, several
PUF proposals have been already made [11], [12].

Authentication protocols can significantly increase the
power consumption of IoT devices. Additionally, the devel-
opment of new technologies and particularly the Machine
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Learning (ML), has rendered many of the current IoT
authentication and identification systems vulnerable. In this
work, a novel architecture of PUF based on Galois Ring
Oscillators has been proposed and implemented on FPGA.
The main contributions of this work are:

1) A description of the effect of the architecture of the
proposed oscillators and the position of the logic gates
that contribute to improving the identifiability of a PUF
based on these oscillators.

2) The proposal of a novel 11-Look-Up Table (LUT)
digital oscillator which has proven to be optimal
to implement a PUF, and another 3-LUT oscillator
proposal with high identifiability, featuring lower
power consumption in a minimal area, two key aspects
of IoT environments.

3) An implementation of a PUF in FPGA based on
this oscillators with high uniqueness, reproducibility,
identifiability, bit-aliasing, uniformity, and no spatial
autocorrelation, which also outperforms the conven-
tional Ring Oscillator PUF (RO-PUF) properties. Fur-
thermore, randomness, power and area consumption,
as well as the high resistance of the proposal facing
ML attacks is exhaustively analyzed. Later on, the
resistance to the most common ML attacks in PUFs will
be experimentally discussed.

This paper is organized as follows: Section II describes
the background of the work; Section III defines some metrics
used to determine the quality of a PUF; Section IV shows the
implementation on FPGA of a novel oscillator proposed as
source of entropy to construct a PUF with high identifiability;
Section V and Section VI analyzes the quality of the PUF
and compares it with other state-of-the-art PUFs; finally,
conclusions are drawn in Section VII.

Il. RELATED WORK

A. RO-PUF

Suh and Devadas [13] proposed a refined type of PUF which
used the small variations of the oscillating frequency of
identical oscillators implemented in different devices due
to uncontrollable variations inherent to the manufacturing
process. This PUF was named RO-PUF and, compared to
other types of PUFs like the Arbiter PUF [14], it was
simpler to implement in ASIC and FPGA. Furthermore,
compared to other delay-based PUFs, RO-PUFs tend to
present higher reliability and they are more suitable for
secure processor designs. Regarding other types of PUFs such
as SRAM-PUFs, they are more sensitive to environmental
factors such as temperature and voltage variations. While
SRAM-PUFs are highly resistant to modeling attacks, they
tend to be vulnerable to cloning and invasive attacks. In that
work, instead of using the frequency of ROs directly as the
response of the PUF, the result of the comparison of pairs of
frequencies (f;, fj) was used to generate the output bit b;;. This
comparison technique was named compensated measurement
and made the response of the PUF more stable against
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FIGURE 1. Architecture of FIRO, GARO and GenGARO.

changes in the operating environment (such as temperature
or voltage).

Nowadays, this technique is widely used in different
types of PUFs. However, if all possible comparisons are
performed, correlations between bits of the response emerge.
For example, let f,, f, and f. be the frequencies of three
oscillators a, b, c; if f;, < fp, and f, < f, then f;, <
fe. Typically, to avoid this, each oscillator is only used
once: RO-1 is compared to RO-2, RO-3 with RO-4 etc.
(non-overlapping comparison topology). This way, given N
oscillators, N /2 independent bits can be easily extracted [13].

B. GARO-PUF AND FIRO-PUF
In [15], Golic introduced two novel techniques for True Ran-
dom Number Generation (TRNG) based on asynchronous
oscillating circuits with feedback, giving rise to Galois Ring
Oscillators (GARO) and Fibonacci Ring Oscillators (FIRO).
In both types of oscillators, some XOR gates are introduced
between the feedback path of the oscillator and the input of
some inverters, as it can be seen in Fig. 1(a) and Fig. 1(b).
Later, it was explored the possibility of using these
oscillators initially proposed as TRNGs as PUFs. This way,
Garcia-Bosque et al. [16] proposed a PUF based on GAROs
(GARO-PUF). In this work, the authors compared the biases
of GAROs implemented in FPGA in pairs to obtain the PUF
response, similarly as it is done in conventional RO-PUFs.
Furthermore, Matuszewski et al. [17] proposed a novel PUF
based on FIROs, giving birth to the FIRO-PUF.

C. GENERALIZED GARO-PUF

Finally, in [18] the authors proposed a novel structure of
oscillator inspired by GAROs which they called Generalized
GAROs (GenGARO). This type of oscillator is formed by
a certain number of logic gates, each one with up to two
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inputs, connected in cascade. One of the inputs of each logic
gate is the output signal of the previous logic operation while
the other is the feedback signal, as it is shown in Fig. 1(c).
Therefore, the first logic gate can perform two types of logic
operations (DEL, NOT), while the rest can execute eight
different logic operations (DEL, NOT, XOR, XNOR, AND,
NAND, OR, NOR).

Additionally, a Flip-Flop (FF) is used to fix the value
of the bit when measuring the bias of the output signal of
the oscillator. The extra inverter is added before the FF to
minimize possible frequency coupling effects. In their work,
the authors used the oscillators to construct a GenGARO-PUF
which, although presenting PUF-like characteristics, exhib-
ited poorer uniqueness, reproducibility, and, consequently,
lower identifiability compared to a conventional RO-PUF.
It should be noticed that GenGAROs were only used as
a proof of concept and therefore only small oscillators
were used (less than 7 LUTs) while the analysis carried
out by the authors seemed to indicate that better results
could be obtained using larger oscillators. In this work,
the use of optimized polynomials and larger oscillators (up
to 11 LUTs) results in two new PUF configurations that
exhibit significantly improved properties, including enhanced
uniqueness and reliability. Additionally, in that work, the
authors did not fix the routing of the oscillators to make them
as identical as possible and they only fixed the LUT locations.

In Table 1,the comparison between this work and related
works is summarized in terms of: (1) characteristics of the
design, (2) implementation and analysis of the suitability of
the proposal as PUF, and (3) obtained results.

TABLE 1. Comparison of this work to previous works using oscillators
proposed by Golic (FIRO, GARO...) or derivatives. ?: not addressed in the
work, v': made in the work, x: not made, -: not applicable.

Description [16] [17] [18] This work
1. Design

Type of oscillator GARO FIRO GenGARO GenGARO
Fixed routing ? ? X v
GenGARO configured externally - - X v

2. Implementation and analysis

Analysis of suitability as PUF v v v v
Implementation in FPGA v v v v
Bit-aliasing/randomness analysis X X X v
Modeling resistance analysis X X X v
3. Results

PUF proposal improves RO-PUF X X v
Low hardware alternative proposal X X X v

Therefore, the main aim of this work is to find a
configuration of logic operations to construct a PUF with
optimal identifiability. Furthermore, the research seeks a
configuration that minimizes spatial correlation of oscillators
in FPGA and is resilient against the most common ML
attacks.

lIl. PRELIMINARIES
In this section, the main metrics which are further used to
determine the quality of the GenGARO-PUF are introduced.
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A. SPATIAL AUTOCORRELATION

To measure spatial autocorrelation, Moran’s I [19] and
Geary’s C [20] have been used as metrics. The former is
used to measure the global spatial autocorrelation while the
latter is more sensitive to local spatial autocorrelation. In a
perfectly random pattern with no spatial autocorrelation, I =
Oand C = 1. However, I > 1 and C < 1 indicates a
growing positive spatial autocorrelation, while / < —1 and
C > 1 indicates a growing negative one.

B. UNIQUENESS

Analyzes whether the response generated by one device is
different from the response generated by other devices. In this
work, it has been measured with the Inter-chip Hamming
Distance (HD) which compares the n-bit responses R; and
R; obtained from two different devices i # j HDE}ter =
HD(R;, R;). The average HD™®" among k devices is defined
as [21]:

HD(R;, R))

I{

puinter — k(k_l)E E T x 100%. (1)
i=1 j=i+1

Ideally, it should be 50 % on average. Ideally, before
measuring a certain response in a device, the value of each
bit in that response can be 0 or 1 with equal probability,
regardless of the result obtained when measuring the response
in other devices. If this condition is met, the Inter-HD will
follow a binomial distribution with p = 0.5 [21].

C. REPRODUCIBILITY

Analyzes the ability of a device to always generate the
same response. In this work, it has been measured with
the Intra-chip HD which compares the n-bit responses R;
of device i measured at m differe_nt times ¢, ¢’ HD}mra =
HD(R;(t), Ri(t")). The average HD™"™ is defined as:

m—1

m
HD(R; (t) Ri(1))
= ey 2 3 PO o

@

In some works, this definition slightly differs and tends
to be confused with the Bit-Error Rate (BER), defined
in (3), where the m iterations of responses R;(#) measured
at different temperature and voltage conditions are compared
with a single response R;(¢") measured at nominal conditions.
Ideally, both parameters should be 0 %.

In this work, """ is used to estimate the reproducibility of
the PUF at nominal conditions while BER is used to measure
the PUF robustness facing voltage-temperature variations.

1 i HD(Ri(1), Ri(t")

BERgevice i = x 100%. (3)
m n

=1

D. BIT-ALIASING
Bit-aliasing is a measure of the correlation of a given bit in
the response across multiple devices. Given the /-th bit of a
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response across k devices, the bit-aliasing of bit / is defined
as [21]:
1 &
BAvir = ¢ Z}: rig x 100%. )
1=

Ideally, bit-aliasing should be 50 % on average.

E. UNIFORMITY

The uniformity estimates how uniform the distribution of bits
in the response of the PUF is. Given the n-bits r; ; of the PUF
response, the uniformity of the response provided by device
i is defined as [21]:

1
Udevice i = — E rig x 100%. 5)
" =1

Ideally, uniformity should be 50 % on average.

F. IDENTIFIABILITY

In an identification system, it is evident that the probability of
false rejections and false acceptances should be minimized.
This is measured with the false rejection rate (FRR) and false
acceptance rate (FAR) respectively. Both rates are estimated
from Athe intra-chip HD distributions (ﬁ}ﬂltra) and inter-chip
HD (pp*):

FRR(tiq) = 1 — Fpino(PI1™), (6)
FAR(fig) = Fino(P" 7

where Fpino 18 the cumulative distribution function (CDF).
This way, given FAR, FRR and the identification thresh-
old ¢, the equal error rate (EER) is defined as [6]:

EER = max{FAR(teer), FRR(tEER)} ®)

where fggr = argmin,{max{FAR(t), FRR(t)}}. The lower
EER, the better the PUF in terms of identifiability.

IV. PROPOSAL OF GENERALIZED GARO

First, we experimentally observed that larger oscillators
(i.e., oscillator with a large number of stages) appeared to
exhibit better properties. However, using oscillators with a
large number of LUTSs results in higher power and area
consumption. For these reasons, we considered 11 LUTs to
be an appropriate number of stages for each oscillator, as they
can be implemented in exactly 3 slices, taking into account
the final inverter, which was added to prevent potential
frequency coupling effects. Second, regarding the order of the
logic gates and the type of logic gates implemented at each
position of the oscillator, an experimental process was carried
out to determine which configurations are most suitable for
constructing the PUF response. This process is explained in
the following subsections.

A. PROPOSED OSCILLATOR
To obtain the configuration of GenGARO (where ““config-
uration” is referred to the combination of logic operations
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FIGURE 3. Configuration of 11-LUT and 3-LUT GenGAROs selected to
construct a PUF with optimal identifiability.

in each LUT of the oscillator) which optimizes the PUF
response in terms of identifiability, considering the time
required to analyze each configuration and the impossibility
of analyzing all the oscillator configurations that lead to an
oscillating output in a reasonable amount of time, 72,000
configurations have been randomly generated.

Later, the identifiability of the configurations with the best
uniqueness (i.e. configurations of oscillators with average
Inter-HD in the interval [45, 55] %) has been analyzed. It was
observed that the logic operations of the last LUTs were
crucial to obtain a PUF with good properties. Therefore, the
configurations have been randomly generated by applying
successive restrictions to the logic operations of the LUTs.
Subsequently, the patterns in the logic operations of the
configurations with best identifiability have been analyzed,
and successive restrictions have been applied to the last LUTs
of the GenGARO:s.

The process followed to obtain the configuration with
optimal properties is summarized in Fig. 2.

1) Firstly, it has been observed that the configurations
with {NAND,NAND} or {NAND,XOR} gates in the

VOLUME 13, 2025



R. Aparicio-Téllez et al.: Novel Machine Learning-Resistant RO-Based PUF

IEEE Access

lasttwo LUTs {LUTo,LUTj; } lead to a PUF with high
identifiability.

2) Secondly, among these configurations, it has been
found that the best configurations presented a NOT gate
in LUTo.

3) Finally, applying these restrictions to the last three
LUTs, it has been observed that the best configurations
presented an OR gate in LUTg. Other patterns have not
been found in the rest of LUTs.

These results show that when these restrictions are applied to
the last four LUTs of the 11-LUT GenGAROs, all resulting
6,000 configurations exhibit high identifiability with EER ~
10" or EER ~ 107!2. Finally, among the 6,000
configurations generated with the described restrictions, the
configuration of GenGARO with the lowest EER has been
selected. This configuration, shown in Fig. 3, has been used to
construct a 11-LUT GenGARO-PUF whose properties have
been analyzed in Section V.

Therefore, since it is necessary to find a trade-off between
the PUF being reliable and secure at the same time, the
optimization has been performed in terms of the EER,
a parameter that simultaneously combines the properties of
uniqueness and reproducibility.

B. FPGA IMPLEMENTATION

To test this proposal, 200 11-LUT GenGAROs have been
implemented in 40 Artix-7 FPGAs. LUTs in FPGA allow
for flexibility and rapid testing of different configurations
of GenGAROs. Rather than employing a limited number of
devices to estimate the reproducibility and uniqueness of the
PUF, this experiment has been conducted on a larger scale,
simultaneously taking measurements across the 40 FPGAs.
The bias of the oscillators has been compared using the
non-overlapping comparison topology, thus obtaining 100-bit
responses.

Each GenGARO has been implemented using three slices:
LUTs A, B, C and D of slice X;Y;; LUTs A, B, C, D of slice
XiYj+1; and LUTs A, B and C of slice X;Yj;>. The extra
inverter has been implemented in LUT D of slice X;Y;;2.
The FF has been placed close to this inverter to avoid the
degradation of the signal which could affect the bias of the
oscillator. Furthermore, hard constraints have been applied
to the location and routing of GenGARO:s so that all of them
are as identical as possible.

By using 11-LUT oscillators, each GenGARO will be
limited to three slices, as the extra inverter would be
implemented in LUT #12. This way, a large number of
configurations can be achieved without using a high number
of FPGA slices.

C. REDUCTION TO ONE SLICE

As it has been mentioned, the logic operations corresponding
to the last LUTs of GenGAROs were found to be crucial
to construct a PUF with good properties. Consequently,
it has been studied the possibility of reducing the length of
GenGARGO:s to one slice, thus reducing the number of CLBs
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used on the FPGA and improving the power consumption and
area usage, two crucial aspects for IoT.

Consequently, in addition to 11-LUT GenGAROs, 3-LUT
GenGAROs have been implemented on FPGA using only
one slice per oscillator. The architecture of 3-LUT Gen-
GARO correspond to the last three LUTs of 11-LUT
GenGAROs {NOT, NAND, NAND}, as it can be observed in
Fig. 3(b). This oscillator has been used to construct a 3-LUT
GenGARO-PUF and its properties have been analyzed
together with the properties of the 11-LUT GenGARO-PUF.

V. EXPERIMENTAL RESULTS

In this section, the quality metrics obtained for the 11-LUT
and 3-LUT GenGARO-PUF are shown. To analyze the qual-
ity of the PUFs, 100 measurements of the bias/frequencies of
200 oscillators have been measured in 40 Artix-7 FPGAs.

The design has been synthesized and implemented using
Vivado 2019.1. Synthesis has been performed using the
Vivado Synthesis Defaults (Vivado Synthesis 2019) settings,
while implementation has been performed using the Vivado
Implementation Defaults (Vivado Implementation 2019) set-
tings. In case the exact parameters used are not accessible,
the authors are willing to provide these predefined parameters
upon request.

Furthermore, the obtained results are compared to a
conventional 11-LUT RO-PUF whose frequencies are com-
pared using the same non-overlapping comparison topology,
implemented in the exact same locations of the FPGA and
using the same hard constraints as the 11-LUT GenGARO-
PUF. The obtained parameters are summarized in Table 2.
Given the considerable number of works included in the
comparison, to facilitate a quick insight for the reader,
in addition to indicating the numerical values of each
quality metric, a color code has been used to qualitatively
indicate how good each parameter is: green (good), yellow
(acceptable), and orange (improvable).

A. FREQUENCY/BIAS SPATIAL AUTOCORRELATION

Firstly, the correlation of the biases/frequencies of the
oscillators within their location in the FPGA has been
analyzed. In Fig. 4, a map of the frequencies and biases of
the ROs and GenGAROs respectively within their location
in the same FPGA is shown. In the case of the ROs, in the
upper and right areas, the oscillators seem to tend to have a
lower frequency. Furthermore, in Fig. 5, the values of Moran’s
I and Geary’s C have been calculated for each PUF instance.
In this figure, the existence of spatial correlation is clearly
observed in the case of the RO-PUF, while its absence is
noted for the GenGARO-PUF. As it can be seen, 11-LUT
GenGAROs present almost no spatial correlation (average
I = 0.01 and C = 0.98). However, 11-LUT ROs exhibit
a certain positive spatial correlation (I = 0.63, C = 0.38),
causing the oscillators located in the upper right corner of the
FPGA to have lower frequencies than those in the lower left
corner, as it can be seen in Fig. 4.
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TABLE 2. Obtained quality metrics for 11-LUT and 3-LUT GenGARO-PUFs and comparison with other state-of-the-art PUFs. “RO” in the first row refers to a
conventional 11-LUT RO-PUF implemented in the exact same locations and routing as 11-LUT GenGARO-PUF.

Property Metric 11-LUT 3-LUT RO  [22] 231 [24] 251  [26] [27] [28]
Year - 2024 2024 2024 2022 2021 2020 2018 2018 2017 2013
Type of PUF - GenGARO GenGARO RO XOR DD RO RO TERO RO RO
FPGA® - A7 A7 AT AT AT A7 \E S6 S6 S3
Uniqueness e (%) 49.89 | 4894  42.00| 4947] 49.48| 48.05 49.33| 49.65] 47.13 48.30
Reproducibility BT (%) ° 1.68 2.37 0.66] 2.05 167 0.70] 455] 3.68] 0.84] 2.12
Uniformity dgs, U 0.15| 0.41 0.25 - 5059°¢ - 49.50° - 50.61°¢ 51.80°
Bit-Aliasing dg.s, BA 0.09] 0.29 0.33 - - - - - - 50.13¢
Identifiability ~EER 00.-bit ¢ 1012 10! o] 1wt 102 103 10°] 1010] 1013 10!
Modeling Resist. - High | High| Medium - - Low| Medium®| Low| Medium®| Medium®
Response Length - 100 100 100 128 128 128 136 128 256 283
Number of FPGAs ' - 40 40 40 16 16 217  1(40)¢ 30 5 31

*AT: Artix-7, V5: Virtex-5, S6: Spartan-6, and S3: Spartan-3.
"In some works, to estimate 1™ not all responses are compared to each other. Instead, the responses obtained in the different measurements
are compared to a single response. - L
“These works estimate the bit-aliasing and uniformity using the average of the distributions U and BA. However, it is not the best metric to
measure these properties as it has been previously explained, and in this work dx.s is preferred.
9The length of the PUF response can significantly modify ,u‘“t” and EER. In this work, the EER that each PUF would have if they generated
100-bit words has been estimated, maintaining the same ,u‘"‘“ since there is no data on uniqueness for different lengths of the PUF response.
°In some works, Weak PUFs are considered to present a “‘High” resistance to modeling attacks. However, in RO-PUFs, if the index of the
selected oscillators is used as challenge, the PUF behaviour presents lower resistance to these attacks.
"Number of FPGAs used for the evaluation of the PUF. In this work, all metrics have been calculated and averaged over 40 FPGAs. The
number of FPGAs used can greatly worsen the ™™ estimation.
£The PUF is implemented in one “Virtex-5 FPGA which is divided into 40 areas to simulate 40 FPGAs”.
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FIGURE 4. Spatial distribution of the frequencies and biases of the ROs s
and GenGAROs respectively in the FPGA. (O] A\ /\AA N\ /\_‘ N VAN
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Index of the device

Therefore, by measuring the bias of the GenGAROs
instead of directly using the frequencies of ROs, the effect FIGURE 5. Values of Moran’s / and Geary's C for each PUF instance for the

: : : : : frequencies/biases of the oscillators. The dashed green line corresponds
of spatial corr.ela.ltlon of the .oscﬂlators m.the FPGA.IS qearly to the ideal values that would be obtained if there would be no spatial
completely eliminated. Similarly, no spatial correlationinthe autocorrelations. The dashed blue line is the experimental average.

bias of the oscillators is observed using 3-LUT GenGARO:s.

This allows fewer restrictions when selecting the challenges

of the PUF. Additionally, it also hints at the low predictability presents a poor ™" = 42.0 %, the 11-LUT GenGARO-PUF

of the GenGARO-PUF facing ML attacks. present an almost perfect uniqueness with ;™" = 49.9 %.
Consequently, the 11-LUT GenGARO-PUF improves by

B. UNIQUENESS up to 8 percentage points the uniqueness of a RO-PUF
In Fig. 6, the Inter and Intra-HD distributions for the proposed implemented in the exact same locations.
11-LUT GenGARO-PUF and 11-LUT RO-PUF are shown Similarly, using the 3-LUT GenGARO-PUF, a high

together with the parameters p and » obtained in the binomial uniqueness is still observed with u™®" = 48.9 %. It must
fit of the distributions. As it can be seen, while the RO-PUF be noticed that in this work, an exactly identical routing
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FIGURE 6. Intra and Inter-HD distributions for the 11-LUT GenGARO-PUF
and RO-PUF.

for all oscillators has been used while other works simply
fix the location of the LUTs but the routing is performed
automatically. This could negatively affect the uniqueness of
the RO-PUF but it should be considered that the obtained
reproducibility is extremely low compared to other RO-PUFs.
Consequently, while a better uniqueness could be achieved,
it would be at the expense of worsening reproducibility and,
effectively, a similar identifiability would be obtained.

C. REPRODUCIBILITY

In terms of reproducibility, the RO-PUF presents a
low " = 0.66 %. The proposed 11-LUT GenGARO-PUF
presents worse reproducibility with a slightly higher
w"™ = 1.68 %. However, in both cases a high repro-
ducibility is obtained. Using the 3-LUT GenGARO-PUF the
reproducibility is slightly worsened with ;"' = 2.37 %.
It must be noticed that all metrics have been obtained
averaging over 40 FPGAs.

To be use for device identification purposes, a PUF
must exhibit simultaneously good reproducibility and good
uniqueness. As it can be seen in Table 2, the proposed PUF
achieves a better trade-off between both properties compared
to other PUFs in the literature.

D. IDENTIFIABILITY

Therefore, given the Intra and Inter-HD distributions, FAR
and FRR curves have been calculated and the EER has been
obtained. Firstly, using the conventional 11-LUT RO-PUF,
an identifiability of EER (tggg = 11) =1.07- 1071 is
obtained.

Secondly, using the 3-LUT GenGARO-PUF, the identi-
fiability is worsened (EER (tgpg = 16) = 2.26 - 10~!1) with
the advantage that is uses much less resources and presents a
lower spatial correlation so it is more difficult to attack using
modeling attacks as it is further shown.

Thirdly, using the 11-LUT GenGARO-PUF, the iden-
tifiability is improved by one order of magnitude
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FIGURE 7. Possible key generation for authentication scheme using Weak
PUF response as “seed” of a block cypher encryption. The PUF could also
be used as a key in a cryptosystem.

(EER (tggr = 17) = 1.52 - 10712) 50 it is more suitable
to be used for device identification purposes compared to
the conventional RO-PUF. As this parameter determines the
probability that an identification attempt results in a false
rejection and false acceptance, it has also been calculated for
other PUFs in the state of the art, as it is shown in Table 2.

However, it could be also be considered the implemen-
tation of an authentication scheme based on this Weak
PUF. This way, in this hypothetical authentication scheme,
the PUF response would be used as ‘“seed”. This “seed”
would be introduced along with an initialization vector into a
cryptographic module, so that a potential attacker could only
read the output of the cryptographic block and would not have
access to the PUF response (‘“‘seed’’). Furthermore, the PUF
could also be used as the key in a cryptosystem. In Figure 7, it
is shown how this hypothetical authentication scheme would
look. The analysis in this paper has focused on identification,
which is related to authentication in most protocols.

E. BIT-ALIASING

It should be noticed that the mean value of bit-aliasing is
not an adequate measure to determine bit-aliasing since a
distribution could have an ideal mean bit-aliasing of 50 %
and still have some positions within the responses that always
tend to be 1 and other positions that always tend to be 0.
Therefore, the obtained distributions have been compared to
the bit-aliasing distribution obtained with a PUF constructed
with 40 100-bits responses randomly generated.

To compare the experimental distributions with the
expected distribution, the Kolmogorov-Smirnov Distance
(dk-s) is used. This parameter allows quantifying the simi-
larity between an experimental and a theoretical distribution.
The lower dk.s, the more similarity exists between both
distributions. The greatest distance has been obtained for
the conventional 11-LUT RO-PUF (dg.s = 0.33), while
for the 11-LUT GenGARO-PUF, a considerably lower value
has been obtained (dx.s = 0.09). It is worth noticing
that with the 3-LUT GenGARO-PUF a higher distance
(dk-s = 0.29) is obtained compared to the initially-
proposed 11-LUT GenGARO-PUF. This indicates that the
bit-aliasing distribution for the 11-LUT GenGARO-PUF is
more similar to the ideal distribution than the distribution of
the conventional RO-PUF.

Therefore, the proposal also outperforms the RO-PUF in
terms of bit-aliasing. In Fig. 8, the bit-aliasing distributions
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FIGURE 8. Bit-Aliasing distributions for 11-LUT GenGARO-PUF and
RO-PUF, and 3-LUT GenGARO-PUF.
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FIGURE 9. Uniformity distributions for 11-LUT GenGARO-PUF and RO-PUF,
and 3-LUT GenGARO-PUF.

together with their corresponding Cumulative Distributions
Functions (CDFs) are shown for the analyzed PUFs.

F. UNIFORMITY

Next, an analysis similar to the presented in the previous
section has been carried out. In terms of uniformity, the
greatest distance is obtained for the 11-LUT RO-PUF
(dk-s = 0.25), while the 11-LUT GenGARO-PUF presents
the smallest distance (dg.s = 0.15). Therefore, the proposed
11-LUT GenGARO-PUF also succeeds in improving the
uniformity compared to a conventional RO-PUF.

In Fig. 9, the uniformity distributions together with their
corresponding CDFs are shown for the analyzed PUFs. It is
worth noticing that the worst uniformity is obtained with the
3-LUT GenGARO-PUF (dk.s = 0.41).

G. RANDOMNESS

To evaluate the randomness of the responses of the proposed
PUF, some tests provided by NIST statistical test suite have
been used, specifically the NIST SP 800-22 test [29].
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TABLE 3. Result of a subset of NIST SP 800-22 test passed for 11-LUT and
3-LUT GenGARO-PUFs responses. To consider that the tests have been
passed with a significance level of « = 0.01, the proportion of sequences
that must pass the tests is 37 out of 40.

11-LUT 3-LUT

Test P-val  Prop. P-val  Prop.
1. Frequency Monobit 0.276  40/40  0.004  40/40
2. Block Frequency 0.350 39/40 0941  40/40
3. Runs 0312 40/40 0485 40/40
12. Approximate entropy ~ 0.911  40/40  0.568  40/40
13. Cusum (forward) 0.002  40/40 0.004  40/40
13. Cusum (reverse) 0.122  40/40 0.135 40/40

In this work, a subset of tests has been chosen since,
as mentioned in [26], these are tests that can be performed
using data of reduced length, as is the case here, since we only
have 100-bit responses from 40 different FPGAs. Therefore,
the following tests have been conducted: 1. Frequency
(Monobit) Test, 2. Frequency Test within a Block, 3. Runs
Test, 12. Approximate Entropy Test, and 13. Cumulative
Sums (Cusum) Test.. It should be noted that the Frequency
(Monobit) Test would correspond to the uniformity of the
PUF. However, in this work, the uniformity property is still
maintained, as it is a standard property that appears in many
works on PUFs with the aim of comparing with other state-
of-the-art PUFs.

Additionally, in tests 2 and 12, the size of the bit subblocks
must be selected. Regarding the subblock size M in test 2,
taking into account the recommendations specified in [29],
M = 20 has been selected. Similarly, regarding test 12,
a block size of M = 1 has been used.

In [26], the Test for the Longest Run of Ones in a Block is
also performed, where the block size is predetermined based
on the length of the response, such that the response must be
at least 128 bits long. Since in this case, the responses are
100 bits long, this test has not been conducted.

In Table 3, the P-value obtained for each of the NIST tests
conducted on the 3-LUT and 11-LUT GenGARO-PUF are
shown. Additionally, the number of sequences (proportion)
that passed the tests is also displayed. For a sample size
of 40 binary sequences, the minimum pass rate for each
statistical test conducted is 37 with the selected level of
significance («=0.01, in this case). Furthermore, as it is
explained in [25] , “based on x? Goodness-of-Fit Test, the
underlying distribution is deemed uniform if the P-value of
the P-values is equal or greater than 0.0001”’. This is also
explained in Section 4.2.2. of [29]. Therefore, it can be
considered that the sequences from both PUFs pass the tests.

H. BIT SPATIAL AUTOCORRELATION

To obtain the response of a RO-based PUF, the frequen-
cies/biases of oscillators located close in the FPGA are
compared. Consequently, for each pair of oscillators and
location of the FPGA, a bit of the response of the PUF can
be assigned. Furthermore, in Fig. 10 the bit maps obtained
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FIGURE 10. Spatial distribution of the bits of the response of the 11-LUT
RO-PUF and GenGARO-PUF in multiple FPGAs.
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FIGURE 11. Values of Moran’s / and Geary’s C for each PUF instance using
the 11-LUT RO-PUF and GenGARO-PUF responses. The dashed lines
correspond to the average values.

for 40 FPGAs have been averaged. It is important to note that
in this figure it is being represented the spatial correlation of
the bits of the PUF response, so what is being calculated is the
spatial correlation of 100 points that can only take the values
Oorl.

As it can be seen in Fig. 10(a), the response bits of the
RO-PUF also present a certain spatial autocorrelation in the
FPGA (in the right area of the FPGA there are more 0’s than in
the left). This is corroborated using the Geary’s and Moran’s
indexes, thus obtaining I = 0.14, C = 0.86.

It should be noticed that this is a consequence of the spatial
autocorrelation of the frequencies of the oscillators in the
FPGA. Furthermore, in this map the effect of bit-aliasing can
also be appreciated as it is observed that when performing
the average of the responses of several devices, there are still
some bits fixed to O or 1. On the other hand, as it can be seen in
Fig. 10(b), the response bits of the 11-LUT GenGARO-PUF
present no spatial autocorrelation within the FPGA. Again,
no spatial autocorrelation is observed as it is corroborated
with the values of Moran’s I and Geary’s C: I = —0.07,
C = 1.06.

Similarly, no spatial autocorrelation is observed using
the 3-LUT GenGARO-PUF (I = -0.02, C = 1.00).
Furthermore, no bit-aliasing effect is observed. In Fig. 11, the
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FIGURE 12. BER facing variations in the operating environment.

values of Geary’s C and Moran’s [ for the 11-LUT RO-PUF
and GenGARO-PUF are shown for each PUF instance.

I. ROBUSTNESS TO VOLTAGE-TEMPERATURE VARIATIONS
Subsequently, the stability of the proposed GenGARO-PUFs
facing changes in the operating environment such as tem-
perature and supply voltage variations has been analyzed.
With this purpose, 100 responses of the 11-LUT and
3-LUT GenGARO-PUFs have been generated at different
temperatures and voltages. Furthermore, the BER has been
calculated for each temperature and voltage with respect to
the response obtained at nominal conditions.

Facing temperature variations, it can be seen in Fig. 12
that the BER increases as the temperature deviates from
the nominal value (20 ° C). However, in almost all cases
it remains low. However, for the 3-LUT GenGARO-PUF,
a greater variation of BER is observed in the range of
temperatures analyzed.

Similarly, facing voltage variations, the BER increases
as the supply voltage is far from the nominal value.
Furthermore, in all cases the obtained BER remains below
the identification threshold showing that the proposed PUF
still presents the properties of identifiability obtained in the
studied range. A similar behavior is observed for the 3-LUT
GenGARO-PUF.

Firstly, the temperature and supply voltage of the FPGA
were simultaneously varied, and the BER(T, V¢c) value was
obtained for each temperature T of the thermal chamber and
voltage Ve of the FPGA. The 3D surface obtained for the
11-LUT GenGARO-PUF is shown in Figure 13(a) , and the
results obtained for the 3-LUT GenGARO-PUF are shown
in Figure 13(b). Once again, it can be observed that points
closest to (T = 20°C, Vec = 1.02) exhibit a lower BER,
which increases as the points move away from this location.

Secondly, the variation of the average Intra-HD for each
temperature and FPGA supply voltage has been studied. The
temperature results are shown in Fig. 14(a). As observed,
all average Intra-HD for both the 11-LUT GenGARO-
PUF and the 3-LUT GenGARO-PUF remain below 4 %.
It can also be observed that for almost all temperatures, the
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FIGURE 13. Bit Error Rate (BER) in % with respect to the golden key
measured at T = 20°C and V¢ = 1.02 for each temperature and voltage
of the FPGA.

3-LUT GenGARO-PUF tends to exhibit better ©™™ than the
11-LUTs.

Furthermore, in the worst-case scenario, a high identifia-
bility with an EER ~ 10~'° would be achieved. Similarly,
Fig. 14(b) shows the voltage results. Again, the Intra-HD does
not exceed 4 % for any supply voltage. In this case, both the
3-LUT and 11-LUT GenGARO-PUF exhibit a more similar
behavior. However, it can be observed that at high voltages,
the 3-LUT GenGARO-PUF tends to show a slightly higher
average Intra-HD. Additionally, in the worst-case scenario,
the GenGARO-PUF would also achieve high identifiability
with an EER ~ 10717,

Finally, the three-dimensional surface of the average Intra-
HD has also been obtained under simultaneous changes
in temperature and the FPGA supply voltage. The results
obtained for the 11-LUT GenGARO-PUF are shown in
Figure 15(a) while those for the 3-LUT are shown in
Figure 15(b). For the 3-LUT, in the worst case, an u"™ =
3.55 % would be obtained, while for the 11-LUT it would be
pinta — 3 .80 .

In Figures 12 and 14, the curves obtained for the
conventional 11-LUT RO-PUF are also shown. As can
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FIGURE 15. Average Intra-HD in % with respect to the golden key
measured at T = 20°C and V¢ = 1.02 for each temperature and voltage
of the FPGA.

be seen, a similar behavior to the GenGARO-PUF is
observed, both under temperature changes and changes
in supply voltage. However, as analyzed in previous sec-
tions, the GenGARO-PUF presents better properties of
uniqueness, uniformity, bit-aliasing, identifiability, spatial
correlation, etc.
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J. RESISTANCE TO ML ATTACKS

Finally, the resistance of the proposed 3-LUT and 11-LUT
GenGAROs to ML Attacks has been analyzed. Typically,
ML resistance is only analyzed only for Strong PUFs. While
the proposed PUF is a Weak PUF, the goal of the analysis
is to demonstrate that it is more robust than the conventional
RO-PUF facing these types of attacks. This way, ML is used
in this work to demonstrate that the PUF response cannot be
modeled based on a certain subset of oscillator biases, unlike
what happens with the conventional RO-PUF given a subset
of the frequencies of the ring oscillators.

As the proposal is a Weak PUF, it only has one
Challenge-Response Pair (CRP) per device. However,
to study the robustness to ML Attacks, a scheme with several
CRPs is needed [30]. Therefore, to perform this analysis an
alternative scheme has been used. In this case, the selection
of a pair of oscillators is used as a challenge and the result of
this comparison is used as (1-bit) response.

To generate the database used as input of the ML
algorithms, three parameters have been used: index of the
device k, index of the first oscillator i and index of the
second oscillator j used to obtain the output bit bﬁ; From
the 200 GenGAROs, 100 pairs of oscillators have been
randomly chosen in a ‘“‘non-overlapping” manner, that is,
each oscillator has been used in only one comparison.

To test the proposal, five different algorithms [31] have
been performed: Decision Tree (DT), Random Forest (RF)
with 100 trees to improve stability and prediction accuracy,
K-Nearest Neighbor (KNN) with k& = 1, Support Vector
Machine (SVM) using Radial Basis Function (RBF) kernel,
and a Multilayer Perceptron (MLP) with two hidden layers
of size 100 and 50 using each one the ReLu activation
function, and a final layer with one output corresponding
to the probability of the output bit to be ‘1’. and sigmoid
activation function. It is evident that the probability of the
output bit to be ‘0’ will be the opposite.

To perform the optimization, the Adam Optimizer has been
used [32]. All algorithms have been implemented on Google
Colab, which allows programming and executing code in
Python. A total of 3500 CRPs have been generated. Of the
total dataset, 2975 CRPs (85%) have been used as training
data while 525 CRPs (15%) have been used as validation
data. To compare the oscillators and generate the output bit
bg. for each {i,j, k}, two approaches have been followed:
random selection and selection of oscillators located close in
the FPGA. In addition, the Early Stopping functionality has
been implemented to stop training the model if it does not
improve after a certain number of “epochs”. This way, the
point at which the model starts to overfit can be identified
and prevented from continuing.

In Table 4 and Figure 16, the prediction accuracy obtained
with the GenGARO-PUF and the RO-PUF implemented
in the exact same locations of the FPGA is shown.
As it can be seen, the prediction accuracy obtained for
the conventional RO-PUF using random comparisons is
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TABLE 4. Prediction accuracy of the attack of different algorithms on the
RO-PUF tested in Table 2, 11-LUT and 3-LUT GenGARO-PUF.

Prediction Accuracy (%)

Algorithm Random selection Close oscillators

RO 11-LUT  3-LUT RO 11-LUT  3-LUT
DT 72.00 50.67 56.38  57.90 49.90 48.57
RF 75.81 50.86 5143  62.67 51.81 50.86
KNN 63.24 51.62 50.10  56.76 51.43 52.76
SVM 69.71 47.89 51.24  49.76 52.57 50.10
MLP 70.86 53.14 50.86  50.10 50.67 54.48
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FIGURE 16. Prediction accuracy of the attack of different algorithms on
the RO-PUF tested in Table 2, 11-LUT and 3-LUT GenGARO-PUF.

approximately 63-76 %. However, the prediction accuracy
for the GenGARO-PUF is 47-54 %, which is the expected
accuracy from random uniform bit choice, improving by 11-
25 percentage points the values of the accuracy obtained
with the conventional RO-PUF. This indicates that it is
approximately capable of predicting half of the comparisons.
Since the output of the algorithm can only be 0 or 1, a 50%
prediction rate suggests that the output is highly resistant
to prediction, making it effectively impossible for ML
algorithms to predict the response of the GenGARO-PUF.
In a second experiment, instead of choosing the 100 pairs
“randomly”’, we have chosen 100 pairs of ““close oscillators”
(i.e., oscillators within each pair are neighbors). This way, the
effect of the correlated intra-die variation is mitigated, so a
reduction in the prediction accuracy would be expected.

K. AREA AND POWER OVERHEAD

Finally, the area and power consumption has been analyzed. It
is important to note that in the literature there is no consensus
or standardized method for estimating the hardware overhead
and power of a design. In Figure 17, the power consumption
reports generated by Vivado of a design containing only
the PUF primitive are shown. The power report has been
generated opening the implemented design and navigating
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FIGURE 17. Estimation of the post-implementation power consumption
by Vivado for the design with the PUF primitive.

TABLE 5. FPGA utilization resources of the design containing the PUF
primitive for 11-LUT and 3-LUT GenGARO-PUF.

Utilization
Resource 11-LUT 3-LUT
LUT 2793 (5.25%) 1166 (2.19%)
LUTRAM - -
FF 4200 (3.95%) 4200 (3.95%)
10 1 (0.80%) 1 (0.80%)
BUFG 1(3.13%) 1(3.13%)

to Reports > Report Power in the Vivado 2019.1 version.
Predefined settings have been used regarding the environment
and power supply options used to generate the report. The
authors are willing to provide the exact values used to
generate these reports upon request.

If we look at the static consumption, which corresponds to
the design itself, it is observed that the highest consumption
is due to the clock signal. However, if we focus on the
logic consumption, it is 3 mW in both cases, for the 3-LUT
and the 11-LUT GenGARO-PUF. This is because the largest
contribution to consumption comes from the registers used to
store the bias values of the oscillators, which are the same for
both cases. The fundamental difference will therefore lie in
the occupied area.

Finally, Table 5 shows the FPGA resources used for each
of the two designs. The flip-flops (FF) used are the same
since both designs have the same number of oscillators. The
difference lies in the number of LUTs used, as one design
employs oscillators with 3 logic gates, while the other uses
oscillators with 11 logic gates.
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FIGURE 18. Identifiability ROC for the proposed PUFs compared to other
state-of-the-art PUFs if 100-bit responses were used.

V. COMPARISON WITH OTHER STATE-OF-THE-ART PUFS
Firstly, the identifiability of the proposed PUF architectures
has been compared to the identifiability of other state-of-the-
art PUFs. As the length of the response affects the EER of
the PUF, to make a fair comparison between the proposed
PUF and other state-of-the-art PUFs, the identifiability ROC
curves have been calculated supposing that 100-bit responses
have been used.

The obtained ROC curves are shown in Fig. 18. As it can
be seen, the 11-LUT GenGARO-PUF presents a low EER
(EER = 1.52-107'2) i.e. a high identifiability compared to
PUFs of other works. Moreover, the 3-LUT GenGARO-PUF
also presents high identifiability (EER = 2.66 - 10~ ') while
using fewer resources.

The proposed PUF architecture has been compared to
other state-of-the-art FPGA-based Weak PUFs [22], [23],
[24], [25], [26], [27], [28], [40], [41]. The comparison,
outlined in Table 2, highlights several key findings. Firstly,
the 11-LUT GenGARO-PUF shows better reproducibil-
ity, uniformity, and bit-aliasing compared to the 3-LUT
GenGARO-PUF. Furthermore, the 11-LUT GenGARO-PUF
has better uniqueness, uniformity, bit-aliasing, frequency spa-
tial autocorrelation, bit spatial autocorrelation, and resistance
against ML attacks compared to the conventional RO-PUF.

Compared to other PUFs in the literature [22], [23],
[24], [25], [26], [27], [28], while it is true that some
properties of other PUFs might be occasionally better than
GenGARO-PUF, the PUF proposal of this work is the one
that concurrently exhibits good uniqueness, reproducibility,
identifiability, uniformity, bit-aliasing, spatial autocorrelation
and resistance against modeling attacks when compared to
the others. The key to this PUF proposal compared to others
is that it can maintain high identifiability while providing a
response that is nearly unpredictable with ML attacks.

VII. CONCLUSION

In this work, a novel architecture of GenGARO-PUF with
optimal properties has been proposed, implemented and
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analyzed. This type of oscillator is based on replacing each
of the LUTs of a GARO with any logical function of up to
two inputs.

As it has been shown, the proposed GenGARO-PUF
presents lower spatial correlation of the oscillators and the
bit responses on FPGA, better uniqueness, bit-aliasing and
uniformity, and higher resistance to ML attacks compared
to a conventional RO-PUF implemented in the exact same
locations of the FPGA and using the same hard constraints.
With respect to other PUFs in the literature [22], [23], [24],
[25], [26], [27], [28], the proposal of this work demonstrates
a remarkable uniqueness, reproducibility, and resistance
against modeling attacks compared to the rest.

Furthermore, the 3-LUT GenGARO-PUF demonstrates
significant advantages in terms of resource efficiency com-
pared to the 11-LUT GenGARO-PUF, making it particularly
well-suited for resource-constrained IoT environments. Its
minimal area requirements provide a compelling case for its
adoption in practical IoT applications where both security and
efficiency are critical.

These results highlight that the proposed GenGARO-PUF
exhibits optimal properties for device identification purposes.
Future lines of research would involve to extend this analysis
to other devices and manufacturers and exploring the use of
GenGARO:s to construct a Strong PUF.
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