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Abstract: In this paper, we study the performance of second-order compensated mea-
surement to generate a multi-bit response in physically unclonable functions (PUFs). The
proposed technique is based on a novel second-order compensated measurement gen-
erating multiple bits instead of a single bit provided by the conventional compensated
measurement. A PUF based on this technique has been proposed and implemented in
40 Artix-7 FPGAs, and its uniqueness and reproducibility have been compared to those of
another PUF using the compensated measurement technique. In addition, we demonstrate
that the best trade-off between identifiability and computation time performance is ob-
tained when using only two bits. At the same time, the good performance of the technique
has been demonstrated, improving the identifiability of a ring oscillator PUF (RO-PUF)
between 70 and 90% compared to a RO-PUF that uses conventional compensated measure-
ment. In particular, equal error rates (EER) of the order of EER∼10−16 can be achieved by
combining the sign bit with another bit extracted using the proposed technique; and up to
EER∼10−19 by using one more extra bit. In addition, the high reliability of the responses
generated by this technique against possible temperature and voltage variations has been
proved. These results show how this new technique improves the performance of the PUF
in terms of identifiability, so it can be effectively used for device identification purposes.

Keywords: compensated measurement; cryptographic primitive; FPGA; hardware security;
physically unclonable functions; ring oscillator; second-order compensated measurement

1. Introduction
Nowadays, Internet of Things (IoT) allows the connection of a large number of devices

and users leading to a massive exchange of sensitive and even confidential data in many
cases [1–3]. Therefore, it is necessary to develop technological systems that are present
in authentication applications, secure key generation and secure key storage. One of the
systems that are increasingly being developed, compared to other cryptographic primitives,
are physically unclonable functions (PUFs) [4–6]. PUFs use stochastic variations, inherently
caused during their manufacture, to generate a device-specific response that is generally
digitised in binary format. These systems are often referred to as the “digital fingerprint”
of the device. PUFs are great candidates for use in cryptographic, key generation and
encryption applications because they are inexpensive to manufacture, simple to implement,
and generate a volatile response.
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There are numerous PUF architectures depending on the needs and the application
in which it is used [7,8]. One of the most widely reported in the literature is the ring
oscillator PUF (RO-PUF), as it is simple to implement and does not require a symmetrical
configuration to work on most FPGAs [9,10]. Multiple designs operate under the name
of RO-PUFs, but all of them are based on measuring the random variations that occur
in the frequencies of oscillating digital circuits. The source of this randomness is the
manufacturing variations that affect the delay of the digital components, so when these
components form a ring oscillator (RO), the oscillation frequencies are also affected.

To obtain the PUF response, usually, the oscillation frequencies of pairs of identical ROs
are compared, so that a logical ‘1’ is assigned if the frequency of the first oscillator is higher,
or a logical ‘0’ if the frequency is lower than the second oscillator of a pair. In this way,
we obtain a binary response through comparison. This technique is called compensated
measurement and is one of the most widely used techniques for obtaining a response in
RO-PUF [11–13]. However, it must be noticed that this method has some limitations, as
in most cases an error correction system is required to generate a sufficiently robust and
reliable response, as described in [14,15]. It is also limited to obtaining a single bit in each
comparison, so the area of the device must be large enough to implement numerous RO
chains and generate a response with good enough identifiability.

In order to solve these problems and increase the robustness and security of the
generated responses, our proposal is based on using the second-order compensated mea-
surement so that we can obtain several bits from a single comparison in order to improve
the identifiability of responses without the need to use correction systems. In this way,
using the second-order compensated measurement technique, a greater amount of informa-
tion can be obtained compared to the conventional compensated measurement technique.
Compared to the conventional compensated measurement, the proposed technique allows
for a smaller number of oscillators to generate PUF responses of the same length, reducing
the PUF consumption in both area and power.

This paper is organised as follows. Section 2 shows related works. Section 3 describes
the novel technique developed to obtain different-quality bits; the architecture used and
how the RO chains have been implemented is given in Section 4, figures of merit used to
check the reliability of the technique as well as the results obtained for the different bits are
described in Sections 5 and 6; finally, the conclusions can be found in Section 7.

2. Related Work
Typically, conventional RO-PUF responses are generated using the compensated

measurement technique. However, if we compare this idea with the state of the art, we can
find works such as [16], where the authors implement an RO-PUF as a random number
generator and extract several bits by comparing the oscillation time of the ROs with the
frequency of an RO when it overflows.

Furthermore, in [17], the authors obtain several bits by normalising the frequencies
and post-processing the responses. This is different from the procedure that is carried
out in [18], in which the authors employ a calibration circuit to select the optimal design
parameters to generate multi-bit responses. Finally, a different approach is described in [19],
in which the researchers obtain multi-bit responses with a method that is different from
conventional compensated measurement and using two error-correcting blocks.

However, in addition to extracting several bits from a single comparison with a simple
circuit, without the need to add any additional element to the RO chains or the use of
error correction systems, this paper aims to generate multi-bit responses with a better
identifiability than that of a conventional RO-PUF in order to reduce the area of the PUF
without losing security or robustness.
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3. Second-Order Compensated Measurement
3.1. Description of the Proposal

The main objective of this paper is to use a second-order compensated measurement
technique, with the purpose of obtaining several bits from a single comparison between
ROs, so that we can generate a multi-bit response, thus improving the performance of
the PUF in terms of identifiability per area. This concept was previously introduced
in [20,21], where the possibility of obtaining multiple bits from a single comparison was
preliminarily suggested. However, the uniqueness and reproducibility of the PUF were
only analyzed qualitatively up to two-bits per pair of oscillators. In this paper, we have
also tested the performance of the technique, and the possibility of obtaining multi-bit
responses from a single comparison is profusely analyzed. In addition, the identifiability
of the new responses and their reproducibility under varying environmental conditions
has been compared with the responses generated using the conventional compensated
measurement technique.

The proposed technique is based on the conventional compensated measurement,
where pairs of RO are compared: if the frequency of the first oscillator is higher or lower
than the frequency of the second, it is assigned a logical ‘1’ or a logical ‘0’, respectively.
In this way, the sign (higher or lower) of the comparison is associated with a bit (1 or 0),
which is called the sign bit. To obtain more bits from the comparison between pairs of ROs,
we have proposed using the absolute value of the subtraction of the frequencies and then
converting it to a binary number using the binary numeral system. This way, the difference
between the frequencies is represented in a 32-bit signed integer, where the most significant
bit is the sign bit and the rest of the bits correspond to the absolute value of the difference.
The length is due to the fact that digitised frequencies in binary format are of the order of
20 bits, so the closest conventional format is a 32-bit word. Figure 1 shows a diagram of
the proposed technique, where it is shown how, from a single comparison, we manage to
extract several bits that are potential candidates to generate the response of a PUF that uses
the compensated measure to generate its characteristic response.

Figure 1. Diagram of second-order compensated measurement, where a 32-bit word is obtained by
the adhesion between the sign bit and 31-bit string, extracted from a single comparison.

In this work, we analyse the behaviour of the responses generated individually by each
of the bits of the 32-bit string, so that we can compare the identifiability with that obtained
through the sign bit (which would be obtained by using the conventional compensated
measurement). If the results give us new quality bits, the aim of this work is to generate a
response that uses the sign bit together with the new quality bits and study if there is an
improvement in identifiability.

3.2. Target Application

The main application of a PUF is device identification. In a PUF-based device iden-
tification scheme, the PUF response generated by the device is compared to a previously
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stored response, and if a response with a hamming distance that is less or equal to that of
the previous response is found, the device is identified correctly.

A balance must be found between the PUF response length and the security of an
identification scheme based on a PUF using the proposed technique. The PUF response
should not be too short, as this could reduce the security of the authentication system, but it
should not be excessively long either, as this would significantly increase the authentication
time. The advantage of the approach proposed in this paper is that it allows multiple bits to
be extracted from a single pair of oscillators, reducing the resources required to obtain a PUF
response of the same length as that achieved using first-order compensated measurement.

4. Implementation and Methodology
4.1. Experimental Setup

In order to test the performance of the second-order compensated measurement
technique, we need to design a PUF architecture whose response is based on comparing
physical measurements. In our case, we have chosen to design an array of ROs and
implement them on FPGA. Specifically, we have implemented an RO-based PUF using the
proposed second-order compensated measurement technique in 40 PYNQ-Z2 boards, each
of which includes a System on Chip (SoC) Zynq-7000 manufactured by the company Xilinx
(San Jose, CA, USA), which contains an Artix-7 FPGA integrated in 28 nm.

The frequencies of the oscillators were measured and extracted using the UART port of
the FPGA. Then, the PUF responses were generated using software tools. The entire process
was carried out under nominal conditions of internal temperature and internal power
supply voltage of the FPGAs; that is, 37.5 ◦C and 1.022 V. These values are determined
at external ambient temperature (25 ◦C) and for the default power supply voltage of the
FPGAs (1.022 V). In this way, we are able to analyze, in the same measurement, which bits
are more suitable for constructing the PUF response and which bits are less suitable.

4.2. PUF Response Generation

To provide accurate results for our technique, we have decided to use a well-
understood, fairly simple design, such as that proposed by Suh and Devadas [22], where
we have implemented an array formed by 200 identical ROs. Each RO is formed by a
logic AND gate and three inverters, so that the output of the last inverter is connected to
the input of the AND gate forming an RO. The RO-PUF design has been synthesised and
implemented in Vivado 2019.1. To generate the response of the RO-PUFs, we count the
oscillations of the ROs during a given clock oscillation time to obtain the characteristic fre-
quency of the ROs. Figure 2 shows a diagram of two ROs whose frequencies are compared
to obtain the 32-bit word. The AND gates are placed to select which RO we want to activate
in each case and to control the oscillation time. The same structure of 200 ROs has been
implemented on 40 different FPGAs in order to study uniqueness using the same bitstream.

Figure 2. Diagram of two simple ROs with an AND gate and three inverters. From a single comparison
between frequencies, we can extract a 32-bit word, where each of the bits is a potential candidate to
generate PUF response.

To obtain the responses on an FPGA, a set of oscillator pairs is usually selected and
their frequencies are compared. With this implementation, we will have a total of (n

2)
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possible pairs, but these pairs are not independent. If the frequency f1 is higher than f2

and this is higher than f3, it is clear that f1 is higher than f3, and we have a dependency. To
solve this problem and to obtain a valid response as a PUF, we use the topology reported
in [23] which compares the frequencies using the 2-masking technique. With this technique,
all ROs are compared without repetition: the first with the second, the third with the fourth,
and so on, up to RO199 with RO200, thus obtaining n

2 bit responses. This process is replicated
for each of the remaining 39 FPGAs and is repeated for 100 iterations in order to study
the reproducibility.

Frequencies will be compared in pairs using the second-order compensated measure-
ment, thus acquiring the different bit strings that will act as the PUF response, as explained
in the previous section. With this technique, we will obtain responses that will depend on
the bit that we select within the 32-bit string. On the one hand, if we select the sign bit,
we will obtain the same response as that obtained using the conventional compensated
measurement; this will help us to compare the quality of the responses of the other bits. On
the other hand, if we select any of the other 31 bits to generate the response, we will obtain
responses that may or may not be useful as PUFs. In case we obtain new quality bits that
generate valid responses, we will juxtapose the strings generated by the sign bit and one or
several of these new quality bits to generate a multi-bit response whose length will be 2n,
3n or 4n bits.

5. Properties and Characteristic Parameters
5.1. Reproducibility, Uniqueness and Identifiability

For an entity to be considered as a PUF, it must fulfil a series of general properties
that are defined by different parameters [24]. These factors will serve as figures of merit
to evaluate the quality of the proposed technique to generate the response of a PUF. If a
PUF is reproducible, it implies that an instance will always have the same, or very similar,
response to the same challenge. Reproducibility is characterised using intra-distance,
which is defined as a random variable describing the distance between two responses of
the same instance to the same challenge. In most cases, intra-distance is measured using
the Hamming distance (HD). If the array elements are binary digits, the HD is defined
as follows:

HD =
n

∑
i=1

xi ⊕ x′i (1)

where applying the XOR operator, ⊕, on the different positions of the two arrays xi, x′i we
will obtain if both have the same number, or 1 if they are different.

A PUF presents the uniqueness property if, for the same challenge, the responses
of different instances are very different. Uniqueness is characterised through the inter-
distance, which is a random variable describing the distance between two responses of two
different instances to the same challenge. Like intra-distance, inter-distance is measured
using HD, and both intra-HD and inter-HD follow a binomial distribution around their
mean value. In the case of intra-HD, the ideal mean value is 0%, and in the case of inter-HD,
it is 50%.

When a PUF fulfils the properties of reproducibility and uniqueness, it also fulfils
the property of identifiability. Through this attribute, it is possible to ensure, with high
probability, that the instances of the PUF are unique and reproducible. The identifiability is
defined by the intra-HD and inter-HD, so that the necessary condition for a PUF to fulfil
this property is that the intra-HD is smaller than the inter-HD with high probability. Finally,
it must be noticed that weak PUFs present a single challenge–response pair and resistance
to modeling attacks does not have to be analysed.
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5.2. Identification Threshold: FAR and FRR

In order to assess the extent to which the response of a PUF can be used as an identifier,
we must take into account the fuzzy nature of the PUF, in reference to the randomness
of its response, as it is not uniformly distributed and is not perfectly reproducible when
measured many times. The lack of clarity is reflected in intra-HD and inter-HD distributions
where there is a region of overlap between the two distributions. To obtain a more precise
measurement, we need to define an identification threshold (tid), so that if the distance
between two responses is less than or equal to this threshold, the responses are considered
to come from the same instance, while if the distance between responses is greater than the
threshold, the responses are considered to come from different instances.

This threshold is not 100% reliable, especially if there is a large overlap between intra-
HD and inter-HD, leading to four possible scenarios regarding identifiability [11]. In this
paper, we will focus on two of them: false rejection rate (FRR) and false acceptance rate
(FAR). The FRR is the probability that the intra-HD is greater than tid and is equivalent
to the complement of the cumulative distribution function of the intra-HD. The FAR is
the probability that the inter-HD is less than or equal to tid. This is equivalent to the
cumulative distribution function of the inter-HD. We can see the complete expressions for
these parameters in (2) and (3), where Fbino is the cumulative binomial distribution and
fbino is the binomial distribution.

FAR(t) = Fbino(t; n, p) =
t

∑
i=0

fbino(t; n, p) (2)

FRR(t) = 1 − Fbino(t; n, p) (3)

When we plot the FRR and FAR curves together, the intersection of the two curves
indicates an equal error rate (EER). This EER is a good parameter for finding a compromise
between security and robustness within a particular identification system. The expression
is given as follows:

EER = max{FAR(tERR), FRR(tERR)} (4)

Finally, if we want to compare the performance of different systems in terms of
identifiability, it is more appropriate to use the Receiver Operating Characteristic (ROC)
curve, where the logarithm of the FRR is displayed against the logarithm of the FAR. In
this work, we will use both terms to evaluate our results in a more complete way.

6. Results
Using the second-order compensated measurement, we obtain 32 bits: the sign bit,

together with 31 new bits, with which we can generate words of n
2 bits (in this paper, we

have used 200 RO, so we will obtain 100-bit words). First, we must check which of these
bits are valid to generate the response of a PUF. To achieve this, the responses generated by
each of the bits have been evaluated individually, so that depending on the bit we want
to generate the response, the same bit is selected in all the 32-bit words obtained in each
frequency comparison. In this way, the characteristic responses to each bit are obtained
according to the bit’s position within the 32-bit array.

To evaluate the quality of the data obtained, we have compared the intra-HD and
inter-HD with their ideal values: 0% for the intra-HD and 50% for the inter-HD. Table 1
shows the data obtained, where bits 1 to 14 have low uniqueness and bits 20 to 31 have
low reproducibility, and this generates a large overlap between the intra-HD and inter-HD
distributions, which leads to low identifiability, and therefore these bits are not valid for
generating the response of a PUF.
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Table 1. Intra-HD and inter-HD mean distributions of candidate bits. When several bits are analysed
(e.g., bit 1 to 14), the standard deviations (σ) shown refer to the worst-case σ of the referred interval
of bits.

Property Sign Bit Bit 1 to 14 Bit 15 Bit 16 Bit 17 Bit 18 Bit 19 Bit 20 to 31

Intra-HD (%) 1.474 ± 1.539 0.0 to
0.096 ± 1.200 0.641 ± 1.254 2.587 ± 1.578 6.217 ± 2.174 13.474 ± 2.975 28.603 ± 4.397 45.266 to

50.043 ± 6.103

Inter-HD (%) 42.015 ± 5.058 0.0 to
4.928 ± 2.292 14.064 ± 3.359 41.664 ± 5.182 49.527 ± 5.075 50.107 ± 4.921 47.961 ± 5.174 49.919 to

50.038 ± 5.360

6.1. PUF Analysis Using Single Bits

FRR and FAR curves are shown in Figure 3, where the EER for each of the candidate bits
can be seen. As expected, the sign bit used in the conventional compensated measurement
gives us the lowest EER, indicating that only 1 error occurs every 1010 evaluations. It is
noteworthy that for bits 16 and 17, we also obtain a result close to that obtained for the
sign bit, with 1 error every 108 evaluations. Good results are also obtained for bit 18, with
1 error every 105 evaluations. However, bits 15 and 19 have a very low EER compared to
the other bits and should therefore be discarded as possible bits in the generation of the
PUF response.

Figure 3. Representation of the false rejection rate (FRR), false acceptance rate (FAR), and equal error
rate (EER) for the responses generated by the sign bit and the new quality bits individually, where
a lower error rate implies better identifiability. Only bits whose error rate is less than 1 error every
102 repetitions are represented.

ROC curves for all these bits are shown in Figure 4, which depicts the differences in
identifiability and how sign bit, bit 16 and bit 17 have high identifiability. To conclude this
first study, we have tested the reliability of identifiability for every quality bit by evaluating
variations in mean intra-HD in two scenarios: changing the temperature between −10 ◦C
and 100 ◦C at nominal internal voltage (Figure 5) and varying the FPGA internal voltage
between 0.9 V and 1.1 V at nominal temperature (Figure 6).

In both cases, the mean intra-HD output at nominal FPGA temperature and internal
voltage has been used as reference to study changes in the mean intra-HD, resulting in the
characteristic V-shape curves. As we can see in Figure 5, there are slight variations in the
mean intra-HD for the sign bit and bit 16 (less than 10%). In the case of bit 17, there is a
larger deviation in the most extreme FPGA temperature values.
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Finally, for bit 18, there is a larger variation of more than 15% as soon as we move
more than 20 degrees away from the nominal value. On the other hand, when we study the
internal voltage variations, as shown in Figure 6, there is a larger variation in the average
intra-HD for all bits. If we move more than 5% from the nominal voltage, the average
intra-HD values suffer a larger deviation. For the sign bit, there is no deviation greater than
10% over the whole range studied. For bit 16, there is also some stability, with a maximum
deviation of 25%. However, for bit 17 and bit 18, we find deviations of up to 45% and 50%,
respectively.

Figure 4. Receiver operating characteristic (ROC) curves for the responses generated by the sign
bit and the new quality bits individually, where a smaller equal error rate (EER) entails greater
identifiability. The best results appear for the sign bit, bit 16, bit 17 and bit 18. These bits will be the
ones used to generate multi-bit responses.

Figure 5. Characteristic V-shape curve for the mean intra-HD, caused by FPGA temperature varia-
tions, for the responses generated by the sign bit and the best quality bits (16, 17, and 18) individually.
The reference intra-HD is the mean output from every bit calculated at nominal FPGA temperature
37.5 ◦C.
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Figure 6. Characteristic V-shape curve for the mean intra-HD, caused by internal voltage FPGA
variations, for the responses generated by the sign bit and the best quality bits (16, 17, and 18)
individually. The reference intra-HD is the mean output from every bit calculated at nominal internal
FPGA voltage 1.022 V.

6.2. PUF Analysis Using the Sign Bit Together with Other Quality Bits

These results support the possibility of using these three new bits to generate the
response of a PUF and will allow us to generate a joint response with the sign bit and one,
two, or three of these bits. If we join the word generated by the sign bit and one of the
new bits, we will generate 200-bit responses. To check the quality of these, we evaluate
them based on the same nominal conditions as those used previously. Figure 7 shows the
ROC curves of the joint response of the sign bit with each of the new bits. As we can see,
in each of the cases, we improve the identifiability if we compare it with that generated
individually by each of the bits. Moreover, the joint response of the sign bit with bit 16 and
the joint response of the sign bit with bit 17 improves the identifiability obtained with the
sign bit by several orders of magnitude, with 1 error for each 1017 evaluations.

We have also studied the identifiability of the responses generated with the sign
bit and two bits (300-bit words) and responses generated with the sign bit and the three
new bits (400-bit words). It should be noted that increasing the size of the responses
implies a considerable increase in computation time (defined as the time from obtaining all
frequencies until the PUF response is obtained). In Figure 7 we can see that there is a slight
improvement in the identifiability compared to that obtained with two bits but the jump
is not as large as before. Using the sign bit together with bit 16 and bit 17, we obtain the
best identifiability with 1 error every 1019 repetitions; however, using the sign bit together
with bit 16 and bit 18, the identifiability obtained is similar to that obtained with two bits.
It is worth noting that the identifiability worsens if we use the sign bit together with bits
17 and 18.

Furthermore, if we use the sign bit together with the three new bits, the identifiability
is lower than in the best case of three bits, with 1 error every 1018 repetitions. These events
may be due to the fact that there may be a correlation between adjacent bits that causes
worse uniqueness and reproducibility. Results show that increasing the size of the response
does not imply a proportional improvement in identifiability and that, in the case studied,
the best option for generating the PUF response in terms of identifiability and computation
time is to use the sign bit together with bit 16.
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Figure 7. Receiver operating characteristic (ROC) curves of responses generated by each of the bits
individually and multi-bit responses, generated by the juxtaposition of sign bit with one, two, or
three new quality bits. There is a great improvement in identifiability, reaching its best value when
using the sign bit together with bit 16 and bit 17.

6.3. Entropy Analysis

Below, we have conducted an entropy analysis of the PUF responses. We have evalu-
ated the entropy of three constructed PUFs as follows: (1) using only the sign bit, (2) using
only bit 17, and (3) using the sign bit together with bit 17. To achieve this, we have applied
the approximate entropy test from NIST SP 800-22 [25]. The block size m of the test has
been selected considering the test recommendations shown in [25].

In Table 2, the obtained p-values are shown along with the number of sequences out
of a total of 40 sequences (number of FPGAs) that pass the test. In this case, since we have
40 sequences, at least 37/40 sequences must pass the test in order for it to be determined
that there are no entropy issues, assuming a significance level of α = 0.01. However, it
is important to note that this α is not the p-value returned by the NIST test shown in the
table, as the shown value corresponds to the p-value of the p-values, and sequences are
considered to pass the test if this value is equal to or greater than 0.0001. As observed, using
the second-order compensated measurement technique with responses constructed using
Bit 17 and Sign Bit + Bit 17, the PUF responses successfully pass the NIST approximate
entropy test.

Table 2. Approximate entropy NIST test results for three PUFs constructed using (1) only the sign bit,
(2) only bit 17, and (3) the sign bit together with bit 17; for two sizes of blocks: m = 1 and m = 2.

Selected Bit m = 1 m = 2
p-Value Proportion Pass? p-Value Proportion Pass?

Sign Bit 0.002 38/40 Yes 0.001 39/40 Yes

Bit 17 0.078 40/40 Yes 0.106 40/40 Yes

Sign Bit + 17 0.312 40/40 Yes 0.187 40/40 Yes

6.4. Voltage and Temperature Variations

To complete our study, we have evaluated the possible variations in identifiability
associated with temperature and internal voltage variations together, for the response
created by the juxtaposition of the sign bit and bit 16 (see Figure 8). The results show an
average variation of 2% compared to the average intra-HD obtained at nominal internal
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temperature and internally, where the worst case occurs at 1.1 V and 80 ◦C with a deviation
of 5%. The high stability for the whole temperature range at 1 V is remarkable.

Figure 8. Changes in the mean intra-HD of response generated by the juxtaposition of sign bit and
bit 16, caused by temperature and internal voltage variations.

7. Conclusions
This paper shows how it is possible to obtain new quality bits, in addition to the sign

bit, that allow us to generate a valid response for a PUF. Moreover, the results obtained for
these bits allow us to generate multi-bit responses with a single comparison. We greatly
improve the identifiability using two bits obtained with the second-order compensated
measurement versus the identifiability using the sign bit obtained through the conventional
compensated measurement.

Specifically, the response of the studied RO-PUF improves its EER by approximately
70%, 90%, and 80% when using two, three, and four bits, respectively; and the best
compromise between identifiability and computation time is achieved with a response
generated by two bits: the sign bit and the new bit with the lowest EER. In particular, we
have shown that by combining the sign bit with one of the bits extracted using the proposed
technique, an EER∼10−16 can be achieved, and that by using one more bit, three additional
orders of magnitude can be reduced to EER∼10−19. Since the main application of a PUF
is device identification, this result is particularly interesting, as very high identifiability
values can be achieved with minimal area.

These results can be seen in two complementary ways: with the same resources of a
PUF, we can improve its identifiability, or we can reduce the area of the PUF without losing
identifiability. All results are obtained with a simple RO-PUF design without using any
external circuit or bit error corrections.

Finally, it has been proven that the results obtained, especially for the sign bit and
central bit 16 of a 32-bit string, are robust to temperature and voltage variations, showing
high reliability in the use of this new compensated measurement technique.
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Abbreviations
The following abbreviations are used in this manuscript:

EER Equal error rate.
FAR False acceptance rate.
FPGA Field-programmable gate array.
FRR False rejection rate.
HD Hamming distance.
IoT Internet of Things.
PUF Physically Unclonable Function.
RO Ring oscillator.
ROC Receiver operating characteristic.

References
1. Chen, Z.; Lee, W.; Hong, Q.; Gu, C.; Guan, Z.; Ding, L.; Zhang, J. A Lightweight and Machine-Learning-Resistant PUF Using

Obfuscation-Feedback-Shift-Register. IEEE Trans. Circuits Syst. II Express Briefs 2022, 69, 4543–4547. [CrossRef]
2. Mahalat, M.H.; Subba, S.; Mondal, A.; Sikdar, B.K.; Chakraborty, R.S.; Sen, B. CAPUF: Design of a configurable circular arbiter

PUF with enhanced security and hardware efficiency. Integration 2023, 95, 102113. [CrossRef]
3. Shifman, Y.; Shor, J. Preselection Methods to Achieve Very Low BER in SRAM-Based PUFs—A Tutorial. IEEE Trans. Circuits Syst.

II Express Briefs 2022, 69, 2551–2556. [CrossRef]
4. Lu, L.; Kim, T.T.-H. A High Reliable SRAM-Based PUF With Enhanced Challenge-Response Space. IEEE Trans. Circuits Syst. II

Express Briefs 2022, 69, 589–593. [CrossRef]
5. Anandakumar, N.N.; Hashmi, M.S.; Tehranipoor, M. FPGA-based Physical Unclonable Functions: A comprehensive overview of

theory and architectures. Integration 2021, 81, 175–194. [CrossRef]
6. Boke, A.K.; Nakhate, S.; Rajawat, A. FPGA implementation of PUF based key generator for secure communication in IoT.

Integration 2023, 89, 241–247. [CrossRef]
7. Cultice, T.; Thapliyal, H. PUF-Based Post-Quantum CAN-FD Framework for Vehicular Security. Information 2022, 13, 382.

[CrossRef]
8. Amsaad, F.; Niamat, M.; Dawoud, A.; Kose, S. Reliable Delay Based Algorithm to Boost PUF Security Against Modeling Attacks.

Information 2018, 9, 224. [CrossRef]
9. Maiti, A.; Schaumont, P. Improving the quality of a Physical Unclonable Function using configurable Ring Oscillators. In

Proceedings of the 2009 International Conference on Field Programmable Logic and Applications, Prague, Czech Republic, 31
August–2 September 2009; pp. 703–707.

10. Morozov, S.; Maiti, A.; Schaumont, P. An Analysis of Delay Based PUF Implementations on FPGA. In Reconfigurable Computing:
Architectures, Tools and Applications: Proceedings of the 6th International Symposium, ARC 2010, Bangkok, Thailand, 17–19 March 2010;
Sirisuk, P., Ed.; Proceedings 6; Springer: Berlin/Heidelberg, Germany, 2010; pp. 382–387.

11. Maes, R. Physically Unclonable Functions: Concept and Constructions; Springer: Berlin/Heidelberg, Germany, 2012; pp. 11–48.
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16. Buchovecká, S.; Lórencz, R.; Kodýtek, F.; Buček, J. True random number generator based on ring oscillator PUF circuit. Euromicro
Conf. Digit. Syst. Des. (DSD) 2017, 53, 33–41. [CrossRef]

17. Mandry, H.; Herkle, A.; Müelich, S.; Becker, J.; Fischer, R.F.H.; Ortmanns, M. Normalization and Multi-Valued Symbol Extraction
From RO-PUFs for Enhanced Uniform Probability Distributions. IEEE Trans. Circuits Syst. II Express Briefs 2020, 67, 3372–3376.
[CrossRef]

18. Baturone, I.; Román, R.; Corbacho, Á. A Unified Multibit PUF and TRNG Based on Ring Oscillators for Secure IoT Devices. IEEE
Internet Things J. 2023, 10, 6182–6192. [CrossRef]

19. Maes, R.; Herrewege, A.V.; Verbauwhede, I. PUFKY: A Fully Functional PUF-Based Cryptographic Key Generator. In Cryptographic
Hardware and Embedded Systems—CHES 2012: Proceedings of the 14th International Workshop, Leuven, Belgium, 9–12 September 2012;
Prouff, E., Ed.; Proceedings 14; Springer: Berlin/Heidelberg, Germany, 2012.

20. Fernández-Aragón, J.; Diez-Senorans, G.; Garcia-Bosque, M.; Celma, S. Design and characterisation of a Physically Unclonable
Function on FPGA using second-order compensated measurement. In Proceedings of the 2022 IFIP/IEEE 30th International
Conference on Very Large Scale Integration (VLSI-SoC), Patras, Greece, 3–5 October 2022; pp. 1–2.

21. Fernández-Aragón, J.; Diez-Senorans, G.; Garcia-Bosque, M.; Celma, S. Oscilador de anillo PUF en FPGA: Diseño y caracterización
mediante el uso de la medición compensada de segundo orden. Jorn. Jóvenes Investig. I3A 2022, 10. [CrossRef]

22. Suh, G.E.; Devadas, S. Physical Unclonable Functions for Device Authentication and Secret Key Generation. In Proceedings of the
Design Automation Conference—DAC, San Diego, CA, USA, 4–8 June 2007; pp. 37–39.

23. Díez-Senorans, G.; Garcia-Bosque, M.; Sánchez-Azqueta, C.; Celma, S. Digitization Algorithms in Ring Oscillator Physically
Unclonable Functions as a Main Factor Achieving Hardware Security. IEEE Access 2021, 9, 147343–147356. [CrossRef]

24. Garcia-Bosque, M.; Díez-Señorans, G.; Sánchez-Azqueta, C.; Celma, S. Introduction to Physically Unclonable Fuctions: Properties
and Applications. In Proceedings of the 2020 European Conference on Circuit Theory and Design (ECCTD), Sofia, Bulgaria, 7–10
September 2020; pp. 1–4.

25. Rukhin, A.; Soto, J.; Nechvatal, J.; Smid, M.; Barker, E. A Statistical Test Suite for Random and Pseudorandom Number Generators for
Cryptographic Applications; 800-22 Revision 1.a; DTIC: Fort Belvoir, VA, USA, 2010.

Disclaimer/Publisher’s Note: The statements, opinions and data contained in all publications are solely those of the individual
author(s) and contributor(s) and not of MDPI and/or the editor(s). MDPI and/or the editor(s) disclaim responsibility for any injury to
people or property resulting from any ideas, methods, instructions or products referred to in the content.

http://dx.doi.org/10.1016/j.micpro.2017.06.021
http://dx.doi.org/10.1109/TCSII.2020.2980748
http://dx.doi.org/10.1109/JIOT.2022.3224298
http://dx.doi.org/10.26754/jjii3a.20227004
http://dx.doi.org/10.1109/ACCESS.2021.3123867

	Introduction
	Related Work
	Second-Order Compensated Measurement
	Description of the Proposal
	Target Application

	Implementation and Methodology
	Experimental Setup
	PUF Response Generation

	Properties and Characteristic Parameters
	Reproducibility, Uniqueness and Identifiability
	Identification Threshold: FAR and FRR

	Results
	PUF Analysis Using Single Bits
	PUF Analysis Using the Sign Bit Together with Other Quality Bits
	Entropy Analysis
	Voltage and Temperature Variations

	Conclusions
	References

