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Abstract: This work presents an optical encryption process for various types of information
related to 3D worlds (scenes) or 2D images, utilizing Computer-Generated Holograms
(CGHs). It also introduces a modification to the Dual Random Phase Encoding (DRPE)
encryption algorithm by incorporating pixel shuffling. This proposal enables the use of
either a single key for both pixel shuffling and phase mask definition or two independent
keys. The latter option is particularly advantageous in applications that require the in-
volvement of two independent agents to retrieve the original plaintext. The dimension of
the CGHs determines the size of the keys based on the random generation of values by
cryptographically secure algorithms, so the use of arithmetic encryption is proposed for
data compression. However, this proposal allows the use of other algorithms described
in the literature to generate the shuffle and phase matrices. The complete workflow is de-
scribed starting from the synthesis of a 3D scene, defined by a mesh of triangles with shape
and appearance modeling, or 2D images of any level of geometric or visual complexity
using computer graphics; its storage in a CGH, the encryption and decryption process, and
finally, the results obtained in the laboratory and by simulation are shown. The similarity
between different encryption levels is measured by the Pearson Coefficient to evaluate the
results obtained.

Keywords: Computer-Generated Hologram; optical encryption; double random phase
encoding; pixel permutation; secure analysis; 3D computer graphics; random pixel shuffling

1. Introduction

Considering that the visual sense has the highest bandwidth among all human senses,
an image is one of the most natural ways to receive large amounts of information. For
this reason, science and technology have always shown a particular interest in under-
standing and modeling all aspects related to image formation, modification, storage, and
transmission. Optics is the discipline that embodies this knowledge, accumulated over
centuries, and provides a model for the propagation of information and energy through
electromagnetic waves (in the visible spectrum) [1].

However, it is in recent decades that photonic and optical techniques have emerged
as powerful tools for processing the information contained in an image, especially as
previously developed models have been implemented into computer-executable algorithms.
Among all these technologies, Computer-Generated Holograms (CGHs) have proven to be
a viable option for massive information storage, typically associated with 2D images or
3D scenes. This process requires a significant amount of computational resources, which,
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in some cases, exceed the capabilities of current computers if synthesis is to be performed
within acceptable time frames.

The creation, manipulation, storage, and encryption of images (initially in black and
white and later in color) have been the subject of interest and study since the beginning
of all civilizations. However, it is nowadays, with the evolution of technologies linked to
the digital era, that the need to protect and securely transmit this type of information has
become more evident. Image encryption is a dynamic discipline that currently allows for
multiple approaches [2,3].

Similarly, the information contained in the CGH must also be securely stored and
transmitted. A CGH needs more information for its synthesis. From an optical point of
view, it is necessary to know the contribution of the amplitudes and phases of the elements
of the scene for each element (pixel) of the CGH, which means that characteristics typical
of traditional images (e.g., correlations between nearby pixels or information redundancy)
usually do not occur. Consequently, specialized encryption techniques have been developed
in parallel to safeguard the integrity of CGHs and prevent unauthorized access [4,5].

We must keep in mind that a CGH can store images, but it can also store more complex
data structures, for example, 3D scenes. The differential characteristic of working with
3D virtual scenes defined by triangle meshes is that they allow for modeling the aspects
of shape and appearance, offering the possibility of obtaining different views of the scene.
However, to retrieve this information (stored in a file format to be determined), it is
necessary to know parameters such as the geometry of the scene, its location with respect
to the observer, the resolution used, and the illumination used.

In this paper, we focus on the use of CGH as a solvent option that allows for saving
this information in an image-like format (i.e., saving the phase pattern in a png file for later
presentation to display devices such as SLMs). This approach allows for easily integrating
encryption and decryption processes well known in the field of digital imaging.

In this context, our work consists of the following steps and contributions:

e  From a complex virtual scene, designed by means of computer graphics (CGs), we
generate a CGH in which relevant scene information such as luminosity, depth, and
occlusion is stored.

e To encrypt this information, we present an evolution of the DRPE algorithm by
incorporating random pixel shuffling. This significantly increases the robustness of
the encryption against brute force attacks.

e Two keys are defined: one for the pixel shuffling process and one for the random mask
phase modification process.

e The proposal allows these keys to be generated from a single key or to be independent
in order to improve the level of encryption security.

*  The decrypted scene is obtained by simulation or in the laboratory.

In Section 2, various image encryption techniques are described, with a particular focus
on the DRPE algorithm. In Section 3, we describe the complete workflow, starting from the
generation of a 3D scene using computer graphics and its storage in a CGH, followed by
the encryption and decryption processes, and concluding with its final visualization.

This work places particular emphasis on proposals related to the encryption phase.
The novelty of this approach lies in the fact that it allows, if desired, the use of a single
key for both the pixel permutation process and the phase modification, generating the
encrypted CGH, which serves as the ciphertext. Section 4 presents results and discussion
and performance analysis of our methods. Finally, Section 5 highlights the main conclusions
of this work.
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2. Preliminaries
2.1. Number and Text Encryption Methods

If we understand a 3D scene as a collection of numbers defining its geometry, light-
ing, appearance, or position (among other characteristics) stored in a data file, we can
consider well-established algorithms for encrypting numerical sequences in the literature.
These include symmetric encryption, such as the well-known Advanced Encryption Stan-
dard (AES) [6,7], which requires a shared secret key for both encryption and decryption.
Additionally, asymmetric encryption employs key pairs (public and private), as seen in
algorithms like RSA [8], allowing encrypted data to be shared in a way that only the
recipient with the private key can decrypt.

Advanced encryption algorithms are tailored to specific applications, such as stream
ciphers like RC4 [9], which are used for encrypting streaming data (e.g., audio or video).
Advanced block ciphers, including AES, Twofish, and Serpent, are highly resistant to
attacks due to their use of various substitution, permutation, and algebraic techniques.
Homomorphic encryption [10] enables computations to be performed on encrypted data
without exposing it, eliminating the need for decryption (e.g., Microsoft SEAL [11]). El-
liptic Curve Cryptography (ECC) [12] provides high-security encryption while requiring
significantly shorter key lengths compared with RSA, making it particularly suitable for
resource-constrained devices such as smartphones. Post-quantum cryptographic algo-
rithms [13], such as Kyber [14], NTRU [15], and Dilithium [16], are specifically designed to
withstand attacks from quantum computing and are essential for securing data that must
remain protected over the long term.

2.2. Image Encryption Methods

Image encryption is based on converting the intensity matrices for each channel into
others with indecipherable patterns for unauthorized access. There are multiple proposals
to achieve this: chaotic systems [17] offer high security, computational efficiency, and sim-
plicity of implementation: they have features as ergodicity, unpredictability, randomness,
and extreme sensitivity to initial conditions and key accuracy, but they show some weak-
nesses related with high numerical precision or security [18]. There is intensive academic
work to address these limitations [19-21].

Currently, there are also proposals based on quantum computation [22,23] that provide
robust security against quantum attacks, but face challenges due to the lack of mature
quantum infrastructure and its heavy reliance on specialized hardware. Operations based
on DNA computing [24,25] offer parallel processing and the ability to handle large amounts
of data, but come at the cost of complexity of implementation and the need for specialized
laboratory infrastructure.

Image encryption using neural networks [26-28] allows the generation of complex
(non-linear) keys and is resistant to classical attacks (such as pattern analysis). They are
systems that require a high computational cost in the training process, and this must be
directed to specific applications.

Optical encryption using optical transformations [4,29-31] leverages properties such
as diffraction and Fourier transforms to securely encode images, offering high-speed
processing and resistance to traditional computational attacks, but is limited by the need
for specialized hardware and environmental sensitivity .

CGH Encryption Methods: DRPE Encryption

A widely used optical encryption method for image applications is Double Random
Phase Encoding (DRPE) [32]. In DRPE, the input image is represented by the amplitude
of light, which is modulated by a random phase before being transformed by a Fourier
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transform. A second random phase mask is then applied in the frequency domain as an
encryption key. The resulting complex amplitude is considered the encrypted informa-
tion. An evolution of this approach is optical encryption using digital holography [33].
This technique can also be modeled using algebraic procedures, such as vector-matrix
multiplications [34].

The double-phase encryption technique has been successfully tested using both static
and dynamic keys. However, this method presents certain vulnerabilities to attacks, as
recognized in the literature. If the process is purely linear, there is a possibility of breaking
the encryption key [35]. To enhance DRPE, various improvements have been proposed. One
approach involves modifying pixels using chaotic functions [36], while another leverages
deep learning techniques [37].

Traditionally, the phase masks proposed for DRPE have aimed to ensure uniformity
in both the amplitude of the hologram and the phase distribution of the encrypted CGH
to make unauthorized decryption more challenging. Various photosensitive materials
(e.g., photorefractive media) have been used for their implementation [38]. Currently, with
advancements in spatial light modulator (SLM) technology, diffractive elements computed
digitally (such as CGHs) and phase masks can be directly applied to a light beam in the
laboratory. This enables both the encrypted data and the encryption keys to be dynamic.

3. From the Synthesis of a 3D Scene to Its Safe Reception:
Process Description

A flowchart of the proposed process is shown in Figure 1. It illustrates the different
stages required to securely transmit a scene that has been previously modeled using com-
puter graphics techniques (Figure 1a), stored in a CGH (Figure 1b), encrypted (Figure 1c),
decrypted (Figure 1d), and visualized (Figure 1e). Algorithms and procedures are shown
in blue, results that can be visualized on an SLM or simulated via a computer are in orange,
vectors used to manipulate information during the encryption process are in green, and the
key used for encryption or decryption is in red.

C.G. CGH synthesis CGH encryption process CGH decryption process CGH reconstruction
P _ Simulation
definition Point Cloud
Algorithm Wave front
"_I_'I propagation .
- Sim_scene
l { 1 comvluion | P1Ee
Ligthni Random Random ph o
"'i;;;:g St :':'e:t"o:’(::;) Random phase initial pixels methods
g g substracting positions 75
v process ing |_|
CGH phase i 1
it o CGH phase matrix on
.png file ——" Shuffled and Shuffled and [ -png file
3D Scene e N phase phase Shuffled [
ctr changed changed phase vector
¥ vector vector
| "—I Experimen lab_scene
CGH phase . P —p 20
o PN tal set-up .png file
- )
Shuffled and phase _I.,; Ciphertext ) Shuffled phase
changed .png file . ) s i Lab
(cybertext) —~
(a) (b) (c) (d) (e)

Figure 1. Flowchart of the method for generating a CGH from a virtual scene, encryption, decryption,
and visualization: (a) generation of the synthetic image using path tracing techniques; (b) CGH
synthesis; (¢) CGH encryption in two steps: pixel shuffling and random phase modification; (d) de-
cryption; and (e) visualization, both through simulation and in the laboratory.

3.1. Scene and CGH Synthesis

To illustrate the encryption algorithm used, a 3D scene has been designed with well-
known objects in the field of computer graphics: a dragon and a teapot contained within a
Cornell Box (Figure 2a).
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Using the ray tracing technique “path tracing” [39], a CGH is computed and stored
in a matrix of N x M = 1920 x 1080 elements. The phase information can be converted
into a PNG-format image, which can then be displayed on an SLM in our case, the Pluto
Holoeye [40], with a pixel size of 8 pm.

The CGH calculation already inherently includes the first phase mask described in the
DRPE algorithm, and the presented procedure allows for encoding both 2D and 3D scenes.
This phase corresponds to Figure 1b.

Figure 2a shows the proposed scene, and Figure 2b displays the phase of the computed
CGH in PNG format. The scene window matches that of the SLM (8 mm x 15 mm). The
detailed process of scene synthesis and CGH generation can be found in [41].

(a) 3D Scene. (b) Phase CGH.

Figure 2. Initial scene. (a) is the designed scene. (b) represents the phase information of the CGH
encoded in a PNG image for subsequent transmission to an SLM.

3.2. Encryption of the CGH

Figure 3a shows a flowchart for key generation and CGH encryption. The proposed
method involves applying the DRPE algorithm for phase modification and pixel shuffling
of the CGH. We will see that pixel shuffling creates a combinatorial explosion that is difficult
to attack by brute force. Additionally, phase modification adds an extra layer of encryption
to the information stored in the CGH. This stage corresponds to Figure 1c.

To select a truly random key, a cryptographically secure pseudorandom number
generator (CSPRNG) must be used. In this work, the random function from MATLAB’s
System.Security.Cryptography library has been used.

These numbers are used as a random index to feed the Fisher—Yates algorithm [42],
which is a classic algorithm for randomly and securely shuffling a set of elements. It works
by traversing the elements of a vector in reverse order and generating a random index j
(obtained by CSPRNG)) for each element i, such that 0 < j < 7, with 7 being the index of the
element being modified at each step. Finally, the elements i and j are swapped in position.

This information is stored in the Random Sorting Vector (RSV) of size Z = M x N
(Figure 3a). The encryption process uses the phase matrix of the CGH, stored in a PNG file,
to convert it into a CGH-PV of size Z = M x N. Using the shuffling RSV, the positions of
the CGH-PV are changed, resulting in the Shuffled Phase Vector (SPV).

From the RSV, a phase mask vector can be obtained through a truncation operation.

PRV[i] = RSV[i|%256 V¥ i€ {1,...,Z} )

It is necessary to ensure that the values are within range through a modulo operation.
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Depending on the required security level, the phase mask can be generated from the
shuffling vector through a modulo operation on this vector, both in the encryption phase
and in the decryption phase, or with a separate procedure.

This vector is added to the SPV to modify the phase pattern, resulting in the Shuffled
and Phase Changed Vector (SPCV).

SPCV[i] = (SPV[i] + PRV[i])%256 V¥ i€ {1,...,Z} @)

The SPCV is reordered to recover a matrix of size M x N, which will be the ciphertext
to be sent to a receiver.

SSL random number
generator

v

Fisher-Yates algorithm

.png file
{ciphertext)

CGH phase h 4 ‘ ‘

matrix on .png Convert CGH Trunk RSV via > Unsorting vector
file Trunk RSV via matrix to Z mod(256) elements
1 mod(256) vector (MxN) 1
Convert CGH CGH Phase
matrix to Z vector 4 Vector (CGH-PV)
(MxN) soning Shuffled and ¥ {
S ‘ Phase Changed ==» substract SPV-PRV Convert 7 vector
—. Add SPV+PRV && Vzeler (RS to CGH matrix
mod 256 (MxN)
CGH Phase * v
es
Vector (CGH-PV) SRR ATE 1
Shuffled and Phase ;
Shuffled Changed Vect CGH ph
Pha ng &r Add mod (256) phase
=€ (SPCV) No matrix on .png
Vector ' file
(sPV)
Convert vector to a
matrix (MxN) Shuffled
Phase
' Vector
.png file (ciphertext) (V)
(a) Encryption workflow. (b) Decryption workflow.

Figure 3. Flowcharts of the CGH encryption and decryption process. In orange, the files that can
be visualized on an SLM are indicated; in red, the keys generated for shuffling and creating the
phase mask; in blue, the algorithms or procedures used; and in green, the vectors generated from the
previous files and algorithms.

The result of the encrypted CGH obtained (the ciphertext) is shown in Figure 4a, and
the image obtained with an incorrect key is shown in Figure 4b. As we will see in Section 4,
the histogram of Figure 4b is nearly uniform.

(a) Encrypted CGH. (b) Image decrypted with wrong key.

Figure 4. Encrypted CGH. (a) shows the phase distribution after the encryption operations have been
performed. (b) is the image obtained from the CGH without using a key or with a wrong key.
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3.3. Decryption and Visualization of the Scene Stored in the CGH

Decryption (Figures 1d and 3b) involves undoing the steps from the previous section.
In the decryption process, this random phase contribution is subtracted from the SPCV to
recover the SPV, as follows:

SPV[i] = SPVC|i] — PRV[i] V ie{l,...,Z} 3)

The original order is then restored to obtain the CGH-PV using the indices stored in
the RSV (Figure 3b). Negative values resulting from this subtraction are adjusted by adding
the modulo to ensure that they remain within the allowed range of phase values.

From this vector, the phase matrix of the CGH is obtained to recover an image file
(png format). With the correctly decrypted CGH, the original scene can be recovered. This
step corresponds to Figure le. Figure 5 shows the results for phase holograms encoded
with integer values [0-255] corresponding to images in PNG format. In our case, since the
phase information is encoded with integer numbers, no information is lost.

3.4. Visualization

The original scene can be recovered either by simulation (using convolution algorithms
such as the angular spectrum [1]) (see Figure 5a) or in the laboratory (Figure 5b).

The experimental setup for obtaining the reconstructed scene in the laboratory is
shown in Figure 6. The CGH was computed for a HeNe laser source (A = 0.633 um). The
SLM used is a Pluto from Holoeye [40]. The plane where the camera’s CCD is located must
coincide with one of the planes in which the real image of the scene was computed. In the
case of Figure 5b, this corresponds to the position of the dragon’s head.

In both cases (simulation and lab), the behavior of a plane wavefront disturbed by
the phase information of the CGH at each pixel is visualized in a specific plane (which
coincides with the position of the dragon’s head in the 3D scene). To obtain the image in
Figure 5b, a CCD from a lensless camera is placed in this plane.

(a) Simulation. (b) Lab.

Figure 5. Decrypted image from the phase information of the CGH using the right key: (a) results
obtained by simulation (propagation using the angular spectrum convolution technique); (b) image
obtained in the laboratory. The plane of focus coincides with the dragon’s head, so the teapot is out
of focus.



Appl. Sci. 2025, 15, 4120

8 of 16

? Computer

Plane wave ¢
>

Beam

Collimating
optics —

Object wave ; —

A N Camera (without optics)

5 cco
camera calmera O
displacement on | plane

the Z-axis

¥ Real scene from
SLM

Figure 6. Basic scheme for capturing the scene in the laboratory.

4. Results Discussion and Performance Analysis

The generation of a 3D scene and its subsequent storage, encryption, and later retrieval
through simulation or in the laboratory allow us to conduct the following general analysis.
To ensure the robustness of an encryption algorithm, it must be capable of transforming
the image into an unrecognizable form equivalent to random noise [43]. Therefore, the
proposed procedure is robust to different types of attacks owing to the following:

*  CGH Storage: The 3D scene is stored within a CGH. Vulnerability to Statistical Analy-
sis is avoided since methods such as intensity histograms cannot reveal patterns or
facilitate partial image reconstruction. It is also resistant to partial transformations,
as modifying a subset of pixels in the CGH does not compromise the integrity of the
stored information.

e Pixel Shuffling: As will be shown next, pixel shuffling can be robust against brute
force attacks when the number of possible pixel permutations is sufficiently large.

* Random Phase Modification: This adds an additional layer of complexity to the
encryption, as it modifies the phase disturbance that each pixel of the CGH presents
to the reconstruction wavefront. It also alters the phase histogram of the ciphertext,
further complicating attacks using statistical tools.

4.1. Visual Assessment

Our method enables the storage, encryption, and decryption of multichannel scenes
and images. Computer graphics allows for the generation of any multichannel image,
which can be stored in a color CGH [44]. This study presents results for a single wavelength.
To achieve this, we converted Figure 2a to luminance values to facilitate the comparison be-
tween simulation and laboratory results. Nevertheless, the obtained results are extrapolable
to color CGHs generated from the multichannel scene.

The quality of the final image is usually affected by several factors: Working with
only the phase and encoding it with integer numbers within the allowed range impacts the
final scene quality. The dynamic range or the pixel size of the SLM (real or simulated) also
directly affects the final quality. Additionally, speckle phenomena always appear, which are
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not attributable to the encryption technique. To improve the final image, the process can be
iterated by generating multiple CGHs and applying statistical filtering techniques [45,46].

4.2. Key Space

Currently, a key space must contain at least 22!® elements [47] to ensure that an
encryption algorithm can withstand brute force attacks with a certain level of security. Our
approach offers two options: a single key or two independent keys.

4.2.1. Remarks on Pixel Shuffling

The data size to be managed in this work is a matrix of Z = N x M integer values,
which can be within the range [0-255], that is, 256 different values.

Let us assume that each pixel value appears a certain number of times, denoted as R;;
thatis, (Ry, Ry, R3, ..., Rosg), where R; can take a value within the interval [1-Z], with the
restriction that the sum of all values R; will equal Z.

Let us assume that we start with the Z pixels placed in a bag, and we extract them one
by one without replacement to place them into a matrix of size N x M pixels. Therefore, Z
extractions must be performed. The extractions are assumed to be statistically independent.

*  Probability that the first selected pixel matches the first pixel of the image: Suppose
the first pixel has the value j within the range [0-255], and it appears R; times; then

R; )

P:
I NxM

*  Probability that the second extraction matches the second pixel of the image: Suppose
the second pixel has the value k within the range [0-255], and it appears R times; then

Ry

Pp=—oo—
2T (NxM)—1 ©)
However, it is also possible that it has the value j, in which case, the probability
would be
P, Rj—1 ©)
2T (NxM)—1

¢  Pollowing this reasoning, the probability that the L-th extraction matches the L-th
pixel of the image: Suppose the L-th pixel has the value m within the range [0-255],
and it appears R;; times but has already appeared 7 times previously; then

Ry, —n
(NxM)—(L-1)

Py = )
Iterating this process, the final probability of successfully reconstructing the image by
extraction would be given by the probability of matching all the pixels of the CGH; that is,

HiZ:1 Ri!
|

P =
Z!

i

b= 8)

z
=1

The combinatorial explosion depends on the range of values that can be taken and
the size of the matrix. In our case, the range is [0-255] and the size is 1920 x 1080. To
make an estimation, we know that the histograms of the phases encoded in a png file
are practically uniform; that is, the frequency values in these histograms tend to satisfy
the following equality: Ry = Ry = ... = Rps¢ = Z/256. In this case, we can make the
following estimation:
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Z/256)12%  8100!12°°
Z! ~ 2073600!

The factorial is an extraordinarily large number. Using Stirling’s approximation [48],

o

©)

an estimation can be made as follows:
n! =~ v2mn(=)" (10)
To determine the size of this number, we can calculate the number of digits it has.
log,,(n!) = nlog,y(n) —n (11)

A quantitative approximation for the images we are using would yield the follow-

ing result:
b~ (1023558256 1()6030848 1

1011024760 — 711024760 — 7104993912 (12)

The denominator contains nearly 5 million digits, making the probability of recon-
structing the N x M matrix practically zero. If a processing machine required 10~'2 s per
possibility, it would take 104993912 x 10712 5, an extraordinarily long period compared with
any human or even geological time scale (for reference, the age of the universe is in the
order of 107 s).

This pixel shuffling method of a scene, in which a mathematical transformation
operation has been previously applied (the synthesis of a CGH can be likened to this
operator), already provides a fairly robust encryption against statistical analysis (the phase
distribution in a histogram is practically flat) or brute force attacks.

4.2.2. Key Size Issues

The proposed key is a vector of N x M integer values whose size increases as a function
of the CGH resolution, which may result in keys of considerable size. One should consider
the option of compressing this information using arithmetic encoding techniques [49] that
guarantee to avoid loss of information in order to have a shorter key. Other options to
consider involve the use of chaotic functions [18,21] to rearrange the pixels of the CGH.

4.2.3. Remarks on DRPE Phase Mask

Let us recall that we have the key, which is a vector containing the permutations of
the pixels, and a vector in which the permuted phases are stored. Now we will modify
these values as follows: Another vector will be constructed to store the modifications of the
phase values, based on the vector containing the pixel permutations. Since Z is a number
greater than the phase range encoded in the CGH [0-255], the proposed procedure is to
truncate (modulo 256) each component of the pixel shuffling vector (the key) and add it to
the phase in the same position in the phase vector. In this way, for each pixel in the CGH, a
new phase value is obtained, which can be within the range [0-255]. A brute force attack
would involve modifying the positions and values of the pixels.

Following a similar approach to the previous subsection, we assume that we have Z
elements of a matrix with values in the range [0-255]. Adding a random phase implies that
each of these Z elements can have any value within the mentioned range. The probability
of recovering the original phase of pixel i in the CGH is

1
P phase; = 256
Since each pixel is an independent case, the probability of correctly recovering all the

(13)

phases would be
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1 1

Z
PphasesLM = prhase,- = 256Z = 256/(1920x1080) (14)

The probability of finding the correct phase match is also very small (the denominator
has nearly 5 million digits) and adds another layer of security to the CGH encryption,
breaking any pattern that could have existed in the phase histogram.

4.3. Key Sensitivity

Key sensitivity is a crucial property in image encryption algorithms, as it quantifies
how small variations in the key can lead to significantly different results. This study has not
focused on this characteristic, as phase masks or pixel shuffling vectors can be generated
using algorithms described in the literature that inherently possess this property [18,21].

4.4. Sensitivity vs. Robustness of Information

The very nature of CGHs makes them highly robust to attacks that aim to partially
modify the stored information. In other words, small variations in the 3D scene (understood
as plaintext) do not significantly disturb the result stored in the CGH. Likewise, small
modifications in the CGH do not lead to the loss of substantial information.

Processes that partially modify the number of shuffled pixels in which their phases
have been altered can provide insights into how the CGH behaves under progressively
larger disturbances.

A method to quantify this statement is by using the Pearson Correlation Coefficient to
measure the similarity between images. In Figure 7a, this coefficient is shown as a function
of the percentage of shuffled pixels, pixels with modified phase, and pixels where both
phase and position are modified, between the original reconstructed image (Figure 5a) and
those obtained with different percentages. Only when all pixels are shuffled is the absence
of correlation guaranteed. For the calculation of the Correlation Coefficient (CC) shown in
Figure 7a, the reference image is Figure 5a. In the case of 0% shuffled pixels, it is compared
with itself (CC = 1). This value decreases, reaching (CC = 0) when 100% of the pixels are
modified (Figure 7a).

Since all points in the scene contribute to all pixels in the CGH, a nearly complete
shuffle is necessary to completely hide the recorded information. The same is true for an
encryption process where only the phase mask is used to hide the information.

4.5. Pixel Correlation

One of the characteristics of conventional images is that they exhibit high correlation
between adjacent pixels. In CGHs, this correlation is very small or practically absent, since,
currently, the pixel size is much larger than the wavelength used to calculate the stored
phases (8 pm vs. 0.633 um). These phases are calculated with the contribution of millions
of points, resulting in completely different values between pixels (see Figure 2b).

4.6. Pixel Distribution

Another property of the phase information stored in holograms is that it has a pixel
distribution in which it is difficult to identify structures, correlations, or patterns (much
more so than in images obtained directly from scenes). The reason, once again, is that the
sum of multiple contributions from the scene to each pixel makes it virtually impossible
to predict the value of adjacent pixels based on the value of any specific pixel. Figure 7b
shows the histogram of the encrypted CGH, where it is observed that the phase value
distribution is nearly flat, which helps to hinder statistical analysis-based hacking attempts.
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4.6.1. Information Entropy

The entropy of a grayscale image p for all elements of an image x; can be calculated as

=

H(X) = =) _ p(xi)log, p(xi) (15)
i=1

The entropy values obtained for the images involved in this work can be found in
Table 1. These data confirm that the entropy of the information stored in the CGH is higher
than in the images and does not change during the encryption process. The difference in
entropy between the original image and the recovered images is due to the limitations
imposed by diffraction (speckle, pixel sizes, etc.).

Table 1. Entropy calculated for the images shown in this work (using the “entropy” function in
MATLAB).

Description Figure Entropy H(X)
Image from 3D scene ! Figure 2a 7.067178
CGH Figure 2b 7.994257
Encrypted CGH Figure 4a 7.994281
Image from recovered scene (simulation) Figure 5a 5.389448
Image from recovered scene (lab) ! Figure 5b 6.072168

! Using only grayscale values.

The entropy values between the CGH and the encrypted CGH are virtually the same
because integer values are used to shuffle or apply phase masks to the PNG file of the CGH,
preserving the same information throughout the encryption and decryption process.

4.6.2. Efficiency Analysis

The complete generation process shown in Figure 1 is computationally demanding,
with the CGH calculation being the most time-consuming part. The specifications of our
computer are as follows: CPU Intel i9-9900K (Intel Corp., Portland, OR, USA) (16 cores)
GPU NVIDIA GeForce RTX 2060 (NVIDIA, Taipei, Taiwan.) (1920 CUDA cores), and 32 GB
of RAM. The characteristics of the scene in Figure 2a are as follows: 116,090 triangles,
4 light sources, and 1920 x 1080 px. For this scene, the computation times (using CUDA
for amplitude and phase calculation) are as follows: For 240,000 points, 295 s with double
precision and 101 s with single precision. For 1.1 M points, 1600 s and 600 s, respectively.
The calculations were performed using a code implemented in C++23. Table 2 summarizes
the computation times for each part of the process described in this work.

For the encryption process (to add random phase and pixel shuffling), the same
computer and Matlab R2024b were used. The encryption and decryption times do not
exceed 1 s in any case, so the bottleneck in performance lies in the generation of the CGH.

Table 2. Computation times in seconds for the steps of Figure 1 using 10 samples per pixel for the
generation of the scene. Data for 1920 x 1080 pixels for both the scene and the CGH size.

Process t(s.)

(a) Scene synthesis 26.55
(b) CGH synthesis 1600.37 1

(c) Encryption 0.32

(d) Decryption 0.32

(e) Scene simulation 0.78

1 Using double precision for coding amplitude and phase.
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Since the computation of the CGH is a linear process, the computational cost is
proportional to the number of pixels used for its synthesis. Table 3 presents the computation
times that confirm this behavior. It is important to emphasize that these times are indicative
and depend on both the hardware used and the programming languages employed to
implement each part of the process.

Table 3. CGH computation times in seconds vs. CGH resolution using double precision for coding
amplitude and phase.

CGH Size (in Pixels) t(s.)
1920 x 1080 1600.37
1024 x 1024 809.08

512 x 512 204.27
256 x 256 56.06
64 x 64 16.27

1 T T T T T T T T T 18000

—&— masking

. —+— shuffling 16000 |

08 —#—shuffling and masking |
g, 14000 |

\\
06 \hli 1 12000 -
\\\ 10000 |
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(a) (b)

Figure 7. (a): Pearson Correlation Coefficient (PCC) as a function of the percentage of shuffled pixels
(orange line) or when only the phases are modified (light blue). The behavior of both graphs is
identical. PCC when both are used (dark blue line). (b): Distribution of grayscale levels (phases) of
the encrypted CGH in Figure 4a.

These graphs can aid in managing the trade-off between encryption computation time
and the required level of security. Additionally, other factors complicate the process of
unauthorized decryption, such as the wavelength used for CGH synthesis or the geometry
of the recording process (the distance between the scene and the CGH plane). In a trial-
and-error process, the computation time should also account for the cost of calculating the
convolution integral to reconstruct the scene from CGH.

5. Conclusions

Encoding information using CGH and random phases (DRPE) has proven to be a
robust technique for information encryption in the past. However, the time required to
find the decryption key with brute force attacks decreases as the available computing
power increases.

We present an evolution of DRPE that adds the random permutation of pixels. This
proposal allows the use of a single key to generate the CGH that serves as ciphertext or the
use of two independent keys: one for the permutation and another for the synthesis of the
random phase mask.

The entire process can be simulated on a computer or demonstrated in a laboratory.
The permutation possibilities add a new layer of complexity against attacks.



Appl. Sci. 2025, 15, 4120 14 0f 16

We have analyzed the performance of this proposal through a visual assessment. We
have significantly increased the size of the key space compared with the DRPE proposals,
while preserving the robustness of the information by storing it using CGH. In this context,
variables such as pixel correlation and image entropy show substantial improvement in the
field of encryption.

From a weakness perspective, our proposal offers a key size larger than those in
previous approaches; however, it remains compatible with using some of these proposals
for key generation. This presents an area for future work, particularly with encryption
algorithms based on chaotic systems. Additionally, another potential direction involves
applying this process to color CGH, which would essentially triple the information size.

Encoding the information in CGH makes the generated ciphertext robust to localized
modifications, the random phase modification makes the phase histogram distribution more
resilient to statistical attacks, and the shuffling of already-encrypted pixels significantly
increases the combinatorial possibilities to explore, rendering a brute force attack unfeasible.
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