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1. Motivation and significance

Security analysts need to understand the behavior of malicious
programs for improving the detection of attacks, developing stronger
defense mechanisms, and enhancing the incident response manage-
ment. The observation of this behavior involves identifying certain
relevant insights during the execution of programs, for example: which
critical system functions are invoked, what files, registry and OS-related
configurations are modified, what communication flows are created, or
what persistence mechanisms are employed. Malicious programs that
exhibit similar execution behavior are typically grouped into malware
families and/or types. These classifications play an important role in
the programming of antiviruses and in the development of malware
recognition systems [1].
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Static and dynamic analysis are two different approaches for dis-
covering relevant behavioral insights of malicious programs [2]. Static
analysis techniques examine code without executing it, whereas dy-
namic analysis involves running the code, typically in a controlled
environment, and observing its execution behavior. The main advan-
tages of dynamic approaches are their ability to detect the actual
runtime behavior of a program that static methods might miss (such
as resource usage, system performance, or execution errors), offering
a more comprehensive assessment of program execution and its in-
teraction with the system. These advantages make dynamic analysis
techniques particularly useful for analyzing modern malware, which
is characterized by changing its behavior during execution to evade
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detection systems and hamper forensic analysis. This evasive ability
complicates the identification of suspicious behaviors and the defense
of target systems, keeping the continued need for tools able to ana-
lyze executions and to provide interpretable representations of such
behaviors. Therefore, the discovery, interpretation, and description of
these dynamic behaviors is an ongoing open challenge in the field of
system security, particularly in Microsoft Windows OS systems, which
have become the primary target of malware over the last decade [3].

Most of the dynamic analysis approaches are based on the identifica-
tion of behavioral patterns within execution traces [4]. These patterns
are typically sequences of system calls that involve access to sensitive
resources. The knowledge extracted from this pattern-based analysis
is usually interpreted to be translated into visual representations that
highlight the critical actions involved in the malicious behavior, help-
ing security analysts quickly contextualize what happened during the
execution of the program [5]. Alternatively, the growing interest in
the application of artificial intelligence within the cybersecurity field
has led to the proliferation of visual representations aimed at optimiz-
ing malware classification and recognition methods [6,7]. However,
the representations aimed toward artificial intelligence and hardly
interpretable by a human analyst are beyond the scope of this work.

In the research literature, different tools have been proposed to
visually represent malware behavior in Windows programs. Most of
the examined tools rely on behavioral analysis of execution traces.
These traces typically include detailed records of system activity during
program execution, such as API calls, file operations, registry access,
network connections, and thread or process manipulation. The main
differences among these tools lie in the methods applied to extract
knowledge from traces and in how this knowledge is interpreted and
transformed into visual representations, as discussed in the following
paragraphs. Unfortunately, the reviewed tools are not publicly avail-
able, which would otherwise facilitate a comparative evaluation based
on performance, result interpretability or accuracy.

Most of the tools process execution traces to identify subsequences
of API calls that could be associated with malicious behaviors. These
subsequences are usually expressed as behavioral patterns represented
through different formalisms that are subsequently applied to analyze
traces using pattern-matching techniques. Tools such as KAMAS [8],
RanViz [9] or Eventpad [10] use rules, n-grams, or regular expressions,
respectively, to represent and identify behaviors of interest through
pattern matching. Other tools, such as MalView [11] and the one
introduced in [12], do not explicitly define patterns but behave in a
similar way by directly processing traces to search for specific API
invocations or sequences of invocations. Regarding the interpretation of
results and corresponding visual representations, all these tools usually
display the number of occurrences and frequency of individual API
calls and structured API patterns, and the specific moments at which
those patterns appear in the traces. Some proposals abstract these
visualizations by grouping the results according to API categories rather
than individual API calls [11,12].

Execution traces contain diverse information about the events and
actions that occurred during program execution. In general, the men-
tioned tools analyze this information as a whole. However, some so-
lutions focus on specific aspects of executions. For example, MalView
exclusively analyzes the use of system resources, while Eventpad focuses
on network traffic and communications. MalwareVis [13] is another
tool specialized in analyzing network communications of suspicious
programs. It is not based on pattern-matching techniques, and the
visual results mainly display the number of connections, IP addresses
and domains involved, and traffic statistics such as the number and size
of packets. Finally, SEEM [14] restricts its analysis to detect similarities
across executions by checking the use of system resources, DLL file
imports, or accesses to external IP addresses, among others.
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All the above tools provide a graphical interface to visualize the
analysis results, with the exception of [12], which directly gener-
ates static images to be downloaded. Tools such as KAMAS, Event-
pad, MalView, and SEEM provide interactive interfaces, allowing an-
alysts to filter the results displayed and interact with the graphical
representations.

In this work, we present MaLGraprHIQ, a tool for generating vi-
sual behavioral representations from the results of the analysis of
Windows malware execution traces. This analysis is based on graph
pattern-matching techniques. The tool uses a structured and hierar-
chical taxonomy of patterns based on sequences of API calls, called
Windows Behavior Catalog (WBC) [15], to identify suspicious behaviors.
This taxonomy enables the description of behaviors at different levels of
abstraction, offering the possibility to interpret them in terms of high-
level malware objectives or low-level system-call invocations. These
interpretations are then represented using a variety of formats, includ-
ing different types of graphs, radar chart, and bar plots. MALGRAPHIQ
applies this taxonomy-driven analysis approach to collections of traces,
revealing behavioral similarities and differences among them. It is
particularly useful for the comparative analysis of malware families and
types, as will be described.

MaLGrapHIQ provides several interesting contributions compared to
prior tools. First, it organizes its behavioral patterns into a hierarchical
taxonomy inspired by MITRE’s Malware Behavior Catalog, a widely
recognized knowledge base in the field of cybersecurity. Thanks to this
taxonomy, the tool interprets and visually represents malware behavior
at different abstraction levels, beyond API invocations or API sequence
levels as in most existing tools. This second contribution allows security
analysts to better understand the objectives of suspicious behaviors
and the specific actions executed to achieve them. Third, the tool
combines a variety of visual representations to enhance the behavioral
knowledge extracted from the execution traces and provides access to
all the intermediate data computed during the analysis process. Finally,
MatGrapHIQ is fully open source and publicly available [16], which
facilitates reproducibility and community-driven extensions.

2. Software description

MAaLGrapHIQ assists security analysts in understanding how malware
operates with the final goal of protecting vulnerable systems against
future similar attacks. This section describes the architectural design
and the functionalities of the tool, as well as the configuration options
for its execution.

2.1. Software architecture

Fig. 1 shows the architecture of MaLGrarPHIQ, designed to generate
visual representations of malware behavior from execution traces. The
input traces contain detailed information about the execution behavior
of malicious samples, for example, invoked system calls, accessed files,
established network connections, registry changes, etc. These samples
were previously executed in a controlled environment, such as in the
MALVADA [17] framework. Once the input traces are processed, the
output is a set of visual representations that illustrate the relative
influence of certain behavior patterns in the executed samples. These
patterns help security analysts understand the nature of threats and the
actions involved in their operations.

MAaLGrAPHIQ is internally programmed as a pipeline to improve
its maintainability and extensibility. It consists of three independent
phases. The first, called Behavioral Data Processing, processes the input
traces and transforms each one into a collection of directed graphs.
Specifically, it generates a behavior graph, which represents the se-
quence of API or syscall invocations of the corresponding sample, and
different category graphs, each representing the sequence of functions
related to a particular Windows category, as defined in our Windows
API and Syscall Categories [18]. This information is essential to build the
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Fig. 1. Architecture of MaLGrAPHIQ.

category graphs. For instance, NtCreateFile and NtWriteFile
belong to “FiLes anp I/0 (LocaL FILE system)”, whereas RegCreateKey
and NtQueryKey are examples of the “Recistry” category. Our classifi-
cation contains a total of 157 categories that comprise the vast majority
of Windows API and system calls.

The second task, Behavior Analysis, aims at identifying behaviors
in the generated graphs, counting the number of occurrences of each
pattern from the Windows Behavior Catalog (WBC), which is based on
MITRE’s Malware Behavior Catalog (MBC) v3.2 [19]. The catalog is a
taxonomy that comprises six malware objectives: FiLe System, COMMUNI-
cATION, MEMORY, ProcEss, OPERATING SysTeM, and CryproGrapHY. This catalog
is the central component of the analysis approach. It is structured in
three hierarchical levels: malware objectives, behavior patterns, and
methods, inspired by the MBC. Each pattern consists of a sequence
of Windows API and syscalls and was implemented using at least
one associated method. For instance, the sequence NtCreateFile —
NtReadFile — NtQueryAttributesFile — NtOpenFile is an example
of a behavior pattern related to the objective of querying the attributes
of a given file. The task applies a loop-free Depth-First Search [20]
backtracking algorithm to compare each of these patterns against the
category graphs. The NetworkX library [21] is also used to make this
matching more flexible, allowing intermediate nodes in the graphs that
are not part of the behavior pattern. The result of counting occurrences
of the patterns is stored in an intermediate JSON file.

The accuracy of this analysis task in detecting behaviors is inher-
ently linked to the coverage of the WBC and the effectiveness of the
underlying pattern-matching process. The tool will reliably detect those
behaviors that are explicitly described in the WBC. Unfortunately, mal-
ware may exhibit behaviors that are not yet included in the taxonomy
and, therefore, these will be wrongly ignored or regarded as absent.
Regarding the application of malware evasion techniques, it is impor-
tant to note that the tool relies on dynamic execution traces. Typical
obfuscation techniques designed to hinder static reverse engineering
(e.g., packing, code obfuscation, or encryption of binaries) do not
prevent detection, since the malware must eventually invoke system
calls to interact with the operating system. However, the analysis of
polymorphic or metamorphic malware is limited to the behavior exhib-
ited in each particular execution, which may result in the recognition
of different patterns across multiple executions (although the same
malicious objectives will be interpreted from them).

Finally, the task Behavior Visualization filters and processes the
results of pattern matching before plotting them to illustrate the rel-
ative influence of each malware objective and the contribution of each
behavior pattern to these objectives. Radar charts and bar plots are
respectively used to represent these behavioral interpretations. Figs. 2
and 3 are examples of data visualizations produced in this task.

2.2. Software functionalities

MarGrapHIQ offers functionality to configure its operational param-
eters and to process execution traces in order to generate different
intermediate results and final visualizations. The configuration includes
the option of executing the entire pipeline of tasks or a part of it, of
defining the directories in which input data and results are stored, and
setting different variables and thresholds involved in the pattern match-
ing and data plotting processes. The processing functionality computes
intermediate data that are probably to be of interest to analysts for
performing various types of behavioral analysis: visual representations
of behavior graphs based on system functions and their categories,
the transition matrix of previous graphs, and statistical data about
malware objectives and patterns from the WBC, which are specially
interesting for alternative analysis approaches based on artificial intelli-
gence techniques. In addition to these intermediate results, MALGRAPHIQ
generates a set of visualizations representing the insights obtained from
the pattern matching processing, as explained in Section 3. Finally, the
tool also provides real-time monitoring of the status and results of each
task in the process.

2.3. Software configuration

MAaLGRAPHIQ is open source and publicly available at [16]. This
section details the steps necessary for a standard execution.

The main input of MALGraPHIQ consists of analysis reports generated
with CAPEv2 Sandbox [22] or execution traces created with MAL-
VADA [17]. From now on, we will refer to either of them as execution
traces. By default, MaLGrapHIQ operates in the all execution mode,
in which all phases are executed sequentially as a pipeline, with the
output of each phase serving as the input for the next one. In this mode,
MaLGrapHIQ parses a set of execution traces and produces the final
visual representations. Alternatively, users may execute each phase
independently by specifying one of the following execution modes:
graphs, occurrences, or plots. This approach is useful when
there is a need to regenerate the output of a specific phase using
custom parameters. For instance, refining the visual representations
requires running only the plots phase with user-defined values for
its associated parameters.

While MaLGrapHIQ offers a high degree of customization, it is
designed to work with minimal user input, as most parameters are
assigned default values. To execute the tool, run the main script
(malgraphiq.py) specifying the execution mode, the directory con-
taining the execution traces to be parsed, and the path to the WBC file,
which is provided with the tool. Table 1 summarizes the most relevant
parameters to the all execution mode. Additional documentation,
along with all necessary files to run MaLGrapHIQ, is available in our
GitHub [16]. Table 2 presents the structure of the repository.
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Table 1
Main configuration parameters of MALGRAPHIQ.
Name Type Description
json_dir string Directory containing one or more execution traces.
-w string Path to winapi_categories. json file. If the file does not exist, the program
will attempt to download it unless —nd is specified. Default:
Current working directory.
-c string Path to the Windows Behavior Catalog (WBC) in JSON format.
--plots_dir string Output directory for the final visual representations. Created if it does not exist.
Default: ./PLOTS/.
-q bool Quiet mode, prints only error and critical messages. Default: False.
-s bool Silent mode, nothing is printed. Default: False.
Table 2 MaLGrapHIQ that represent the behavior objectives of both malware
MaLGrapHIQ’s repository [16] structure. families. The CommunicaTion and CryproGrAPHY Objectives of each family
Folder Contents are clearly different and they correspond with the expected behavior
src MaiGrapuIQ’s source code. ) in each particular case. For the remaining objectives, both families
doc Documentation for developers rendered in HTML.

Set of execution traces of 12 different malware
families (100 e. t. per family), including
GCleaner and Remcos, to test MaLGrapHIQ and
check its execution. The folder also contains the
produced visual representations.

wbc WBC in JSON format.

winapi_categories Our Windows API and Syscalls categorization in
JSON format.

test_reports

3. Illustrative examples

Malware is classified into types and families. A type is a set of
programs that exhibit a common behavior, use similar infection mech-
anisms, and produce the same destructive effects. Examples of well-
known malware types are viruses, worms, ransomware, trojans or
loader. Each type is structured in a collection of families, which share
certain characteristics and behaviors, but have particularities that dif-
ferentiate them from each other [1,23]. For example, Wannacry or
Petya are two different ransomware families. Unfortunately, there is
no agreement on the definition and classification of existing types and
families [24]. Nevertheless, the execution behavior of these programs
is considered the key element that distinguishes them. These behaviors
are typically described using textual representations, which are often
ambiguous and insufficient to capture some of their more relevant
details.

As shown in this example, we have selected execution traces of
GCleaner and Remcos families. These families belong to two differ-
ent types of malware: loader and trojan, respectively. 100 traces
of each family were obtained from the WinMET dataset [25] and
processed and interpreted using MaLGrapuIQ. The tool was executed
in all mode with default parameters on a system equipped with an
Intel i7-10700 @ 2.90 GHz CPU with 32 GB of DDR4 3200 MHz RAM.
Processing GCleaner execution traces took approximately 103 min,
while processing Remcos traces took around 35 min. Due to space
constraints, this section presents results only for the GCleaner and
Remcos families. However, MaLGrarHIQ’s repository [16] also includes
reports and visualizations for 10 additional malware families from the
WiIinMET dataset. Specifically, all the generated visual representations
are publicly accessible in the test_reports folder.

Both GCleaner and Remcos usually exhibit a certain common
behavior. It includes typical malware actions like checking file names,
creating files in order to replicate and disguise themselves, querying
and modifying the registry with persistence purposes, and opening or
enumerating processes looking for specific targets [26,27]. Neverthe-
less, in this example, the focus is on the behavior that differentiates
them from each other, which is the reason they belong to different
malware families and types. GCleaner is characterized by establish-
ing Internet communications in an attempt to download other mal-
ware [26,28,29], whereas Remcos uses specific cryptographic routines
that enable the malware to hide from antivirus [27] and to encrypt
malicious traffic [30]. Fig. 2 shows the radar charts generated by

show activity with higher or lower relative influence. Additionally, if
a particular objective has no matches, this does not necessarily mean
that the samples do not exhibit that behavior. Instead, it may indicate
that the current version of the WBC does not yet consider such behavior
patterns.

As was previously described, MaLGrapHIQ also helps understanding
the relative influence of each behavior pattern in the corresponding
objective. For the sake of space, we discuss here only the behavior of
the two malware families with respect to the Process objective. Both
families exhibited process actions as part of their common behavior,
as shown in the radar charts of Fig. 2. Fig. 3 shows that behaviors like
“Create Mutex” and “Check Mutex” are common to both families due to
their mutant-related activity [31,32]. Both families match “Create Pro-
cess” and ‘“Process Enumeration” since they spawn different processes
and enumerate existing ones in an attempt to profile the environment
and discover possible targets [33,34]. Similarly, “Create Thread” and
“Open Thread” are shared behaviors between both families as these are
activities usually employed for evasive purposes like unpacking within
a new thread or creating encryption-specific threads, just to mention
some. Opening existing threads is a typical behavior malware uses to
hijack or inspect threads attempting to inject and execute malicious
code or evade debugging. The main difference between GCleaner and
Remcos reflected in the figure is that the latter matches the “Resume
Thread” and “Open Process” behaviors, which corresponds to its pro-
cess injection capabilities [35]. GCleaner, on the other hand, focuses
on downloading and directly executing different payloads rather than
masquerading or injecting them. Finally, there are no matches with the
WBC’s behavior patterns corresponding to “Enumerate Threads” and
“Suspend Thread” objectives.

While MalGraphIQ is compatible with execution traces generated
with MALVADA and CAPEv2, in this work we limited the evaluation
to traces from the WinMET dataset. MALVADA itself is designed to
operate with CAPEv2 as its underlying sandbox, and, given its open
source nature, it could be extended to support additional environments.
However, such extensions are not yet implemented, and therefore a
systematic comparison of runtime performance, resource usage, or
detection coverage across different sandboxes is beyond the scope of
this paper.

Finally, in terms of efficiency, the processing time of the trace
set ranges from several minutes to several hours, depending on the
complexity of the execution traces. Complexity is defined by the num-
ber of processes within a trace and the amount of activity performed
by each process. Longer sequences of API and system calls result in
higher complexity. The current pipeline-based design enables flexible
execution deployments to meet specific user requirements, allowing
the analysis of more complex datasets. Furthermore, the open-source
nature of the tool allows customization of its internal mechanisms
to support concurrency, parallelization, cloud deployment, or other
computational paradigms as needed.
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GCleaner
100.0%
90.0%J’ l

30.0%-7 -~

25.0% 24.10%

20.0%
17.84%

15.0% | 14.81% 14.60%>-35%

13.30%

10.0% 4

5.0%

0.00%0.00%0.00%0.00% .

0.0% - T T T T
ET RT ST OP OT PE CM CP ChMm

C

a9

Micro Behaviors

Open Thread (OT)
Process Enumeration (PE)
Create Mutex (CM)
Create Process (CP)
Check Mutex (ChM)

Create Thread (CT)
Enumerate Threads (ET)
Resume Thread (RT)
Suspend Thread (ST)
Open Process (OP)

100.0%

Remcos

90.0%J’ l

30.0%-7

26.09%
25.0%

20.0%

15.40%
15.0% 1 13.88%

12.75%

239 10.78%
10.0% S22

6.14%

5.0% 4.74%

0.0% -

CT ET RT ST OP OT PE CM CP ChMm

Micro Behaviors

Open Thread (OT)
Process Enumeration (PE)
Create Mutex (CM)
Create Process (CP)
Check Mutex (ChM)

Create Thread (CT)
Enumerate Threads (ET)
Resume Thread (RT)
Suspend Thread (ST)
Open Process (OP)

Fig. 3. Process behaviors visual representations.

4. Impact

The number of cyberattacks rises each year despite ongoing im-
provements in organizations’ security prevention, detection and inci-
dent response systems. These attacks are becoming increasingly sophis-
ticated, including advanced techniques able to evade defense mech-
anisms, to remain undetected during long-term periods, or to adapt
their actions in real-time to the conditions of systems to be exploited.
Security analysts need tools that help them understand the innovative
nature and behavior of these attacks, relate the most recent attacks with
other well-known, or identify zero-day exploits [36].

That understanding must be accompanied by novel mechanisms
able to precisely describe how malware behaves. The conceptualization
of all behavioral aspects involved in malware execution remains an
open research challenge. Such conceptualizations are essential for char-
acterizing both similarities and particularities among existing malware
families and types. Advances in these behavioral definitions will be
relevant to improve current malware classification and recognition
systems, many of them based on artificial intelligence techniques, and
therefore to enhance the security of systems and applications [37].

MaLGrapHIQ contributes to these research challenges by provid-
ing advances in the discovery of behavioral insights related to the
execution of malicious programs, the description of those insights
at different abstraction-levels, and the graphical conceptualization of
behaviors that are shared by, or differing across, collections of mal-
ware samples. The MITRE-based taxonomy of patterns plays a central

role in achieving these advances and serves as a foundational refer-
ence for discovering and defining malware behaviors. In contrast to
other malware visualization tools, the taxonomy’s hierarchical struc-
ture allows security analysts to explore relationships among suspicious
behaviors and interpret them in terms of malware objectives, attack
strategies, and malware family/type characteristics. This visual inter-
pretability is particularly valuable for studying malware variants, de-
signing behavior-aware defense mechanisms, and enhancing behavioral
threat intelligence models.

While the tool currently emphasizes high-level summaries through
radar and bar charts, its generation of intermediate data (e.g., graphs,
transition matrices, and pattern occurrences) provides a foundation for
more granular and interactive analyses in future extensions, and for
alternative analysis techniques, including artificial intelligence-based
models. Moreover, the taxonomy not only establishes a baseline of
known patterns but it can be easily extended as new attack behaviors
are reported.

From a technical point of view, MaLGrarHIQ offers a reusable and
extensible analysis pipeline that can be adapted and integrated in
different scenarios and use cases. It enables reproducible experiments,
consistent evaluations across datasets, and parameter tuning for visu-
alization and matching tasks. Besides, MaLGrapHIQ is integrated with
MALVADA [17], a framework for generating large-scale datasets of
malware execution traces. The integration of both applications results
in a value chain that provides a comprehensible solution and facilitate
the analysis of any set of executable programs, in contrast to other
approaches found in the literature.
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Finally, MaLGrarHIQ is open source and publicly available [16],
aligning with the principles of open science and aiming to facilitate
their widespread use by the research community.

5. Limitations

Despite its contributions and impact, MaLGraPHIQ has also some
limitations, which are briefly discussed below.

MaLGrapHIQ depends on the Windows Behavior Catalog (WBC) to
perform behavior matching, so its detection capability is restricted to
the coverage of this taxonomy. Behaviors not yet represented in the
WBC may remain undetected. As malware is continuously evolving, the
WBC should be regularly updated to include new malicious behaviors.
This requirement is inherent for any system designed for malware iden-
tification, recognition, or protection. Aligning these updates with the
evolving MITRE’s Malware Behavior Catalog and incorporating recent
malware techniques would further improve MaLGrapruIQ’s applicability.
Given that both WBC and MaLGrarHIQ are open source, this updating
process can be community-driven, ensuring that the tool adapts to the
changing malware landscape and maintains long-term applicability.

As was described, the tool is currently integrated with MALVADA,
which relies on CAPEv2 as its sandbox environment for malware execu-
tion. The integration of alternative sandboxes constitutes a promising
future improvement, with the objective of enhancing the functionality
of MaLGraraIQ. This enhancement is facilitated by its modular design
and open-source nature, and would primarily involve extending the
initial task of input trace interpretation to support the processing
of alternative trace formats. Additionally, it would compare different
sandboxes in terms of computational performance and resource usage
associated with execution trace generation, and select the best option
for executing other available malware datasets.

The integration of MaLGrarHIQ into real-world analysis and pre-
vention systems, including Security Operations Centers (SOCs), is an
open challenge, as it implies transferring the research results into an
adaptable final product. This process will involve making usability
evaluations with analysts and case studies of interest and adapting or
adding new visual representations that synthesize the knowledge re-
quired in each particular context. Nevertheless, currently, MaLGRaPHIQ
represents a commitment to open science, providing the community a
flexible and open solution that can be easily adapted it according to
their needs.

Another limitation we identified, not only in MaLGrapHIQ but also
in all tools from the related work, is the absence of a comparative
evaluation of result interpretability and reliability in the context of
real malware analysis, as well as their practical usefulness for analysts.
Ideally, such an evaluation would rely on a generic interpretability
benchmark and the participation of analysts with varying levels of
expertise, who could provide feedback on the usefulness of the results
and visualizations. Although this is an interesting direction for future
research, this type of comparison is unfortunately not feasible since no
such benchmark exists and we do not have access to the tools from
the related work. Given this difficulty, as future work, we will consider
the design of an individual evaluation of MaLGrapHIQ, analyzing the
analysts’ usage context, conceptualizing their requirements, defining
an evaluation methodology, and completing a significant number of
evaluation tests.

6. Conclusions

In this paper, we presented MALGRAPHIQ, an open-source tool for
behavioral analysis and visualization of malware execution traces.
The tool parses execution traces, applies graph-based pattern-matching
using the Windows Behavior Catalog (WBC) and generates different
visual representations, enabling analysts to identify and interpret the
behavioral strategies employed by malware samples in a structured and
reproducible way.
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Unlike existing tools, MaLGrapHIQ emphasizes semantic clarity and
human interpretability. It produces high-level visual summaries that
represent the presence and relative influence of behaviors across six
major malware objectives and their underlying patterns. These vi-
sual representations support malware triage, comparison across fami-
lies, and the generation of ground truth for future Al-based detection
systems.

The tool is fully open source and designed to be extensible. It has
been tested on real-world malware execution traces from the WinMET
dataset, demonstrating its practical utility for research and analysis.
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