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Abstract

This paper presents the first systematic benchmark evaluating Large Language Models
(LLMs), specifically GPT-2, GPT-Neo-125M, and LLaMA-3.2-1B, as standalone classi-
fiers for intrusion detection, covering both binary and multiclass classification tasks, using
structured Zeek logs derived from the CIC IoT 2023 dataset. We compare their perfor-
mance against established and widely used Machine Learning (XGBoost, Random Forest,
Decision Tree) and Deep Learning models (MLP, GRU, LeNet-5) across key evaluation
metrics: detection effectiveness (precision, recall and Fl1-score), inference speed, and re-
source consumption. All models are consistently trained and rigorously evaluated on the
CIC IoT 2023 dataset, ensuring fair, reproducible, and transparent comparisons. Our find-
ings indicate that while LLMs achieve strong F1-score exceeding 95%, and do not fully
utilize available GPU resources, they still do not outperform top-performing ML models.
Notably XGBoost achieves a higher Fl-score of 96.96%, using only 4% of the available
CPU. These results emphasize the practical trade-offs between detection capability, infer-
ence efficiency, and hardware requirements when applying LLMs in flow-based IDS con-
texts, particularly in resource-constrained environments such as IoT or edge deployments.

Keywords Intrusion detection - Large language models - Internet of things - Machine
learning - Deep learning

Lorena Mehavilla, Maria Rodriguez, José¢ Garcia and Alvaro Alesanco have contributed equally to this
work.

P< Lorena Mehavilla
Imehavilla@unizar.es

Maria Rodriguez
maria.rodriguezg@unizar.es

José Garcia
jogarmo(@unizar.es

Alvaro Alesanco
alesanco@unizar.es

Aragon Institute of Engineering Research (I3A), University of Zaragoza, C/ Mariano Esquillor
Gomez, 50018 Zaragoza, Spain

@ Springer


https://doi.org/10.1007/s10462-025-11432-2
http://crossmark.crossref.org/dialog/?doi=10.1007/s10462-025-11432-2&domain=pdf&date_stamp=2025-10-30

_#i#t##_ Page 2 of 38 L. Mehavilla et al.

1 Introduction

The frequency and sophistication of cyberattacks have surged in recent years. According to
Exploding Topics, a cyberattack occurs approximately every 11 seconds (Martin 2024), and
Cisco estimates that information-stealing malware alone has cost victims over $3 billion
in 2024 (Cisco 2024). With cybercrime projected to cost the global economy $10.5 trillion
annually by 2025 (Fox 2023), there is an urgent need for robust and scalable solutions in
threat detection and response. Among the most promising advancements in artificial intel-
ligence is the emergence of Large Language Models (LLMs), which have demonstrated
transformative capabilities in natural language processing, code generation, and reasoning.
As such, researchers have begun exploring their applicability beyond text, including cyber-
security tasks such as intrusion detection.

While many studies have investigated traditional Machine Learning (ML) and Deep
Learning (DL) techniques for intrusion detection systems (IDS) (Saran and Kesswani
2023; Liu et al. 2024), few have extended this analysis to modern Generative Al models,
particularly Large Language Models (LLMs) (Azzam et al. 2023; Bhandari et al. 2022,
Wangsa et al. 2024; Diaf et al. 2024). Existing research on LLMs in cybersecurity has
largely emphasized prompt-based interaction or post-detection reasoning, with limited
attention to their use as direct classifiers of structured flow data like Zeek logs. To our
knowledge, this is the first study to rigorously evaluate fine-tuned LLMs as standalone clas-
sifiers on Zeek-based intrusion detection tasks, benchmarked against traditional ML and
DL models. This addresses a crucial gap in the literature: the classification capabilities of
LLMs remain underexplored, especially when compared to well-established ML baselines.
In real-world IDS deployments, LLMs must first classify network flows accurately before
offering human-readable explanations. If this foundational task fails, any downstream capa-
bilities, such as summarization or interpretability, risk becoming irrelevant or even mislead-
ing. Therefore, ensuring strong foundational classification performance is a necessary step
before leveraging their advanced interpretability features. Despite their impressive general
language understanding and reasoning capabilities, LLMs may not be inherently optimized
for structured classification tasks such as network flow analysis, where traditional models
often achieve superior performance.

In this study, we aim to fill this gap by evaluating the capability of LLMs, specifically
GPT-2, GPT-Neo-125M, and LLaMA-3.2-1B, as direct classifiers of encrypted network
flows for intrusion detection. We compare their performance with several widely used
ML and DL models, including XGBoost, Random Forest, Decision Tree, MLP, GRU, and
LeNet-5. Our experiments are conducted on the CIC IoT 2023 dataset (Neto et al. 2023),
a realistic and diverse [oT attack dataset that includes both benign and malicious network
behaviours. We provide a fair and balanced comparison across multiple dimensions: detec-
tion effectiveness, inference speed, and resource consumption.

This work makes the following key contributions:

e First, we present a systematic comparison between LLMs, Transformers and traditional
ML/DL models in the context of intrusion detection using structured Zeek flows.

e Second, we evaluate performance not only in terms of detection effectiveness but also
through inference time and compute resource usage, making our findings more applica-
ble to real-world deployment.
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o Third, we conduct a set of supporting analyses using t-SNE and SHAP (Naif Alatawi
2025; Khediri et al. 2024) to enhance understanding of the dataset structure and the
decision-making processes of baseline ML models. Although these techniques do not
directly provide explainability for LLMs, they establish a foundation for future research
on explainable LLM-based IDS systems.

The remainder of the paper is structured as follows: Sect. 2 reviews related work; Sect. 3
describes the dataset and modelling approach; Sect. 4 presents experimental results and per-
formance comparisons; Sect. 5 provides explainability analysis for ML models; and Sect. 6
concludes with key takeaways and directions for future research.

2 Literature review
2.1 Large language models in cybersecurity

Generative Al, particularly Large Language Models (LLMs), has recently emerged as a
tool for automating both offensive and defensive cybersecurity tasks, including attack
simulation, threat intelligence extraction, and rule generation. For example, (Babaey and
Ravindran 2025) developed a framework that leverages GPT-40 to generate realistic SQL
injection (SQLi) payloads and create Web Application Firewall (WAF) rules. However, the
LLM in this setup is used exclusively for content generation, while the classification and
clustering are handled by a separate ML model. Similarly, (Fieblinger et al. 2024) explored
the use of LLMs like LLaMA and Mistral for extracting Cyber Threat Intelligence (CTI) and
building knowledge graphs. Yet, their work focused only on malicious CTI reports, omitting
the analysis of benign behaviours necessary for whitelisting or trust modelling.

While these studies show the growing interest in LLMs for cybersecurity, they fall short
in several key areas: they rarely assess classification performance in IDS tasks, often rely
on handcrafted prompts or biased features (e.g., IPs, ports), and typically omit comparisons
with ML or DL baselines, limiting both rigor and generalizability.

2.2 LLMs for intrusion detection systems (IDS)

Several recent studies have applied LLMs directly to intrusion detection tasks, yielding
promising results but also exposing critical limitations. For example, (Hassanin et al. 2025)
evaluated a pre-trained LLM for cyber threat detection in satellite networks using datasets
like UNSW-NB15 and TON-IoT. Despite reporting near-perfect accuracy, the model relied
heavily on IP addresses and timestamps, likely introducing bias and overfitting. (Gutiérrez-
Galeano et al. 2025) presented a cyberattack detection approach using fine-tuned pre-trained
T5 model. While their method achieved near-perfect detection performance across the CIC
IDS 2017, CSE CIC IDS 2018 and BCCC CIC IDS 2017 datasets, it still relied on bias-
inducing features like destination ports. Moreover, the study did not include comparisons
with other LLMs that share similar model sizes, training procedures, or computational foot-
prints, limiting the robustness of its evaluation.

Similarly, Zhang et al. (2023) integrated GPT-2 with cybersecurity tooling such as Suri-
cata and the ELK stack for real-time threat detection. However, the fine-tuning prompts
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included timestamps, IPs and ports, again risking overfitting. Mahmoodi and Jameii (2024)
proposed a fine-tuned LLaMA2 model for DDoS detection using the CIC IDS 2017 dataset.
Despite high reported metrics (>98%), the study lacked comparison with ML baselines and
did not specify the feature selection process. Zhang et al. (2024) evaluated two pre-trained
LLMs (GPT-3.5 and GPT-4) in three distinct in-context learning methods. The results
showed that GPT-4 could achieve an F1-score above 95% with only 10 in-context learning
examples. Nonetheless, the study relied on the LLM to select the most important features,
which included the IP addresses, previously mentioned for introducing bias. As with earlier
works, this study did not include comparisons with ML and DL baselines, and the evaluation
was limited to models from the GPT family.

Some comparative studies have begun to evaluate LLMs against traditional techniques.
For instance, Guastalla et al. (2024) compared GPT-3.5 and GPT-4 against a simple MLP,
finding that the LLMs significantly outperformed the baseline. Nonetheless, the MLP’s poor
performance (< 75% F1) weakened the comparative value. A more rigorous comparison in
Houssel et al. (2024) evaluated GPT-4 and LLaMA against Random Forests and Decision
Trees using NetFlow datasets, yet classification accuracy hovered around 50%, suggest-
ing suboptimal modelling or dataset issues. Nwafor et al. (2024) fine-tuned GPT-3.5 base
model and developed an embedding similarity technique from GPT-3.5 using both balance
and imbalance versions of the CIC IoT 2023 dataset. The study evaluated the performance
on binary and multiclass classification tasks. While the embedding similarity technique
achieved an Fl-score of 98.8%, the baseline ML models (Random Forest and Gradient
Boosting) outperformed it. Although the study correctly selected non-bias-inducing fea-
tures, it did not report all the obtained results, limiting the transparency and reproducibility
of the evaluation. Bui et al. (2024) investigated whether LLM can detect malicious pat-
tern directly within raw packets. The study explored three approaches: (i) an end-to-end
method where the LLM provides the full solution in a single step with few-shot prompting;
(i) a RAG strategy where the LLM has access to a database of exemplary ray payloads
of previous attacks; and (iii) a task-specific fine-tuned LLM designed to classify attack
types. This third approach achieves over a 95% accuracy, outperforming state-of-the-art
ML baselines. Nevertheless, the accuracy was the only performance metric reported; more
informative metrics such as F1-score, precision, recall and confusion matrices should have
been included to enable a more robust evaluation and comparison.

In general, most existing LLM-based IDS studies suffer from one or more of the follow-
ing limitations:

Use of bias-prone features (e.g., IPs, ports, timestamps).

Lack of standard ML or DL baselines for comparison.
Overreliance on accuracy without deeper performance metrics.
Limited reproducibility or insufficient model detail.

2.3 Transformers-based models for IDS

Transformers, a main component of LLMs, have also been explored as based models
for IDS, leveraging their ability to capture complex dependencies in sequential data. For
instance, Zhou and Wang (2024) developed a network intrusion system using a transformer
model with a softmax classifier as its detection model. To evaluate its performance, NSL-
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KDD and UNSW-NB15 datasets were employed. However, the method relied on bias-prone
features and was only compared against OSVM, BiGRU-SL, and Res-TranBiLSTM. Simi-
larly, Nguyen and Watabe (2022) employed a BERT-based model that treated network flows
as sequences of words, achieving strong binary classification results on the CIDDS datasets.
Nevertheless, this work also used potentially bias-inducing features and did not extend to
multiclass classification.

In a more robust attempt, Adjewa et al. (2024) fine-tuned BERT for multiclass IDS tasks
on the Edge IIoT dataset while avoiding timestamp-based features. They even demonstrated
deployment on edge hardware like Raspberry Pi 4, showing accuracy above 96%. Nonethe-
less, their evaluation focused solely on accuracy, omitting precision, recall, and F1-score,
which are more informative in imbalanced scenarios. Wang et al. (2023) proposed an intru-
sion detection model combining ResNet, Transformer and BILSTM architectures to capture
both spatial and temporal characteristics of network traffic. The model was evaluated on
the NSL-KDD, CIC IDS 2017, and MQTT datasets. Nonetheless, the comparative studies
lacked key performance metrics, making proper benchmarking difficult. Li et al. (2022)
proposed for encrypted malicious traffic classification a hybrid deep learning model using
a softmax classifier fed by two subnetworks: T-net (Transformer) and C-net (Convolutional
Neural Network). This model tried to avoid statistic features that can introduce biases and
for evaluation it used MTA, STRA and USTC datasets. However, the comparison was lim-
ited to models such as TCMal-WT, M1-CNN, M2-CNN, MalDIST, and PERT, with limited
insight into broader baselines.

Beyond individual methods, systematics reviews have begun to systematize this research
landscape. For instance, Kheddar (2025) conducted a comprehensive survey of Trans-
former and LLM-based approaches for cyber-threat detection, including IDS. Their analy-
sis included architectures ranging from attention-based models and BERT/GPT variants
to CNN/LSTM-Transformer hybrids and emerging designs. The survey also highlighted
diverse application domains, while identifying persistent challenges such as interpretability,
scalability, and adaptability to evolving threats. This broader perspective underscores both
the versatility of Transformers in cybersecurity and the need for more standardized evalua-
tion practices in IDS research.

2.4 Machine learning and deep learning for IDS

In contrast, traditional ML and DL approaches for intrusion detection are well established
and extensively validated. For instance, Rodriguez et al. (2022) evaluated ML classifiers
like Decision Trees, SVM, and XGBoost on the CIC IDS 2017 dataset, demonstrating strong
performance with low computational requirements. Garcia and Entrena (2024) studied fea-
ture selection and classifier combinations across several loT-focused datasets, achieving
F1-scores above 0.99 while reducing feature sets by over 60%.

More complex DL models have also been explored. Saran and Kesswani (2023) pro-
posed an ML-based IDS for MQTT traffic using classifiers like KNN, Naive Bayes, Random
Forest, and SGD. Udurume et al. (2024) compared CNN and CNN-BiLSTM architectures
against ML models on the UNSW-NB15 and NSL-KDD datasets. Although DL models
achieved competitive results (up to 97% F1-score), details on feature selection and model
configurations were often lacking, limiting reproducibility. A similar issue was observed in
Ahmad et al. (2022), which analysed several datasets using both individual (MLP, CNN,
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LSTM and TCN) and hybrid (autoencoder + TCN/LSTM/BRNN/BLSTM and CNN +
LSTM) Deep Learning classifiers, achieving impressive results but failing to specify the
selected features for each dataset.

In addition to individual evaluations, some works have provided systematic benchmarks
of ML and DL approaches for IDS. Ahmad et al. (2021) conducted a systematic review of
journal articles focusing on ML and DL based network intrusion detection systems (NIDS).
Each study was analysed in terms of proposed methodology, strength, weakness, evaluation
metrics and the datasets used in both binary and multiclass scenarios. A et al. (2024) aimed
to analyse an IA-based NIDS design and compare the performance achieved by different
ML models (Decision Tree, Random Forest and Support Vector Machines) and DL models
(CNN and RNN) across three merged datasets (KDD Cup 99, NLS-KDD and CIC IDS
2017) along with real-time traffic captures.

These studies reinforce that classical ML models often provide a strong balance between
effectiveness, simplicity, and efficiency, especially in structured datasets like those derived
from network traffic.

2.5 Summary and gap

While LLMs show emerging potential for intrusion detection, prior studies rarely provide
rigorous, side-by-side comparisons with traditional ML or DL models under consistent
experimental conditions. This paper fills that gap by evaluating LLMs not as post-hoc rea-
soning tools, but as direct classifiers, using standardized datasets and baselines for a fair and
reproducible comparison. Many also rely on features that can bias results or use insufficient
performance metrics. Meanwhile, ML and DL techniques have been thoroughly bench-
marked, are lightweight, and often achieve excellent performance with minimal resources.

Transformer-based models, which serve as the architectural foundation for LLMs, have
also been explored independently for IDS tasks. While they offer strong sequence model-
ling capabilities and have shown promise in capturing temporal and spatial patterns in net-
work traffic, many studies suffer from similar limitations as LLM-based approaches. These
include reliance on bias-prone features, lack of detailed baseline comparisons, and limited
use of robust evaluation metrics.

To address this gap, our study conducts a systematic, side-by-side evaluation of LLMs,
Machine Learning, and Deep Learning models for both binary and multiclass intrusion
detection. While two of the evaluated LLMs are built on Transformer architectures, we do
not separately assess standalone Transformer-based models. Instead, our focus is on evalu-
ating LLMs as end-to-end classifiers in comparison with traditional techniques. Using the
CIC ToT 2023 dataset, we assess not only detection effectiveness but also inference time,
resource consumption, and explainability (on ML models) to provide a holistic analysis of
these approaches.

Table 1 presents a summary of prior LLM-based IDS studies.
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Table 1 Summary of prior LLM-based IDS studies

References  Study LLM Used Dataset(s) Bias-prone  Evaluation ML/DL
features type baseline
(e.g., IPs,
Ports)
Hassanin Has- Custom UNSW-NBI15, TON-IoT  Yes (IPs, Binary RF, ETC,
etal. (2025) sanin LLM timestamps) class. XGB,
etal. (PLLM-CS) CNN,
(2025) LSTM,
BILSTM,
FNN, GRU
Gutiérrez- Gutier- TS5 CICIDS 2017, CSE CIC  Yes (dst Multiclass Models
Galeano rez at al. IDS 2018, BCC CICIDS  port) class. from other
etal. (2025) (2025) 2017 studies
Zhang etal. Zhang GPT-2 Custom dataset Yes (IPs, Threat No
(2023) et al. ports, detection
(2023) timestamps)
Mahmoodi  Mah- LLaMA?2 CIC-IDS-2017 Unclear DDoS DNN,
and Jameii  moodi detection CNN,
(2024) and LSTM
Jameii
(2024)
Zhangetal. Zhang GPT-3.5, DTL-IDS 5G dataset 2023 Yes (IPs) Binary No
(2024) et al. GPT-4 class.
(2024)
Guastalla Guastal- GPT-3.5, CIC-IDS-2017, Urban IoT Yes (dst Binary MLP
etal. (2024) laetal. GPT-4,Ada port) class.
(2024)
Houssel Houssel GPT-4, NF-UNSW-NB15-v2, Unclear Binary RF, DT,
etal. (2024) etal. LLaMA 3 NF-CSE-CIC-IDS2018-v2 class. LSTM NN,
(2024) 8B Instruct DANN
Nwafor Nwafor GPT-3.5 CIC IoT 2023 No Binary and RF, GB
etal. (2024) etal. Multiclass
(2024) class.
Bui et al. Bui LLaMA2-  Custom Dataset Yes (IPs) Multiclass XGB,
(2024) etal. 7/13B, class. RF, CNB,
(2024)  Mistral-7B, SVM,
GPT-3.5, Ridge
GPT-4 Class.,
Logistic
Regr.

3 Materials and methods

Figure 1 illustrates the benchmark workflow, which outlines the step-by-step application
and evaluation of the selected AI methods described in Sect. 3.4, for both binary and multi-
class intrusion detection.

3.1 Dataset description

This study employs the CIC IoT 2023 dataset (Neto et al. 2023), a realistic and publicly

available dataset designed for intrusion detection in IoT and smart home environments. It
contains traffic generated by 105 real IoT devices, including cameras, sensors, microcon-
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Fig. 1 Benchmark workflow

Zeek Preprocessing

CICloT2023 conn.log

ML LLM
XG-Boost )
DecisionTree ) @ GPT-NEO '
Random Forest )
DL @ GPT-2 ' :
MLP
i TP | 1 X ) LLaMA32
LetNet5 )

trollers, and smart speakers, operating under both normal and attack conditions. The data
was collected using a port mirroring setup, with PCAP and CSV files preserving the traf-
fic for offline processing and analysis. The dataset covers 33 distinct attack types grouped
into seven categories: Distributed Denial-of-Service (DDoS), reconnaissance, web-based
exploits, spoofing, brute-force, Denial-of-Service (DoS), and Mirai-based botnet attacks.
Benign traffic was generated from natural device interactions, such as sensor data report-
ing, streaming, or issuing voice commands. Although the study is limited to this single
dataset, its diversity of attack scenarios, and inclusion of real-world IoT device behaviour
make it a strong representative benchmark for evaluating intrusion detection systems in
resource-constrained environments. As such, it provides a focused and realistic context for
analysing LLM-based approaches, with broader generalization left for future multi-dataset
evaluations.

Given the size of the dataset, we applied a downsizing strategy to enable efficient model
training while maintaining behavioural diversity. We selected a representative subset of
PCAP files that included the main attack families along with benign traffic:

Benign - regular IoT device behaviour without malicious activity;

DDoS - large-scale flooding attacks, including HTTP floods and TCP PSH-ACK floods;
Mirai - botnet-based attacks leveraging GRE or UDP payloads;

Scanning - reconnaissance behaviour such as OS fingerprinting and port probing.

Table 2 summarizes the total number of PCAP files available in the dataset, their combined
size, and the details of the subset chosen for this study. This subset preserves a balanced
representation of traffic types while making the training process computationally feasible.

3.1.1 Exploratory analysis of traffic characteristics

A detailed exploratory analysis using Zeek (Zeek Network 2025) was performed to better
understand the structural and behavioural patterns present in the dataset. These patterns
played a key role in guiding both preprocessing and the evaluation of model performance.

Key observations include:

e Protocol usage varied significantly by class:
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Table 2 Total number of PCAP files available in CIC IoT 2023 dataset, their combined sizes, and the details
of the selected subset for this study

Label Number  Size of Selected files Size of
of avail-  available selected
able file files files

Benign 4 6.51GB BenignTraffic.pcap, BenignTrafficl.pcap, BenignTraf-  6.51GB

fic2.pcap, BenignTraffic3.pcap

DDoS 176 322.74GB  DDoS-PSHACK Flood.pcap, DDoS-PSHACK Floodl. 4.38GB

pcap, DDoS-HTTP_Flood.pcap

Mirai 76 142.07GB  Mirai-udpplain.pcap, Mirai-udpplainl.pcap, Mirai- 4.383GB

greip_flood.pcap, Mirai-greip_flood1.pcap, Mirai-
greeth flood.pcap, Mirai-greeth _flood1.pcap
Scanning 76 142.07GB  Recon-OSScan.pcap, Recon-PortScan.pcap 11.4GB

Mirai traffic was transmitted exclusively over UDP, with no TCP or ICMP present.
DDosS traffic occurred primarily over TCP.
Scanning and Benign traffic were the only types using I[CMP.

This clear separation suggests that protocol (proto) can be a strong feature for classification,
particularly in distinguishing Mirai from the rest.

e Service fields from Zeek logs revealed useful insights:

In Benign traffic, DNS was the most common service (over 40%), followed by
unknown/empty services (30%), and smaller amounts of NTP, SSL, and HTTP.
DDoS flows lacked identified services in 88% of the cases, while the remaining
10% used HTTP.

Mirai traffic was even more anonymized: over 99.8% of flows had no associated
service label.

Scanning flows were mostly undefined (84%) but still showed some usage of DNS
(10%) and HTTP (2%).

These distributions indicate that benign traffic tends to be more service-rich and structured,
while attack traffic often appears protocol-only or ambiguous.

e Connection states (conn_state) also revealed clear differences:

SO (connection attempt seen, no reply) was dominant in Mirai (99.8%) and frequent
in other classes (34% in DDoS, 26% in Benign, 24% in Scanning).

Other common states such as SF (normal TCP session) were more prevalent in
benign flows, reflecting stable, completed connections.

REJ (rejected connections), RSTR, and OTH states were more frequently observed
in Scanning and DDoS traffic, likely indicating probing or aggressive attack
behaviour.

e History field patterns (Zeek’s encoding of TCP flag sequences) also offered interesting

indi

cators:
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— Common benign patterns included regular handshakes and data exchange (Dd, D,
~dD).

— Attack traffic, especially DDoS and Mirai, showed erratic patterns such as repeated
SYN or RST packets (S, Sr, ~hadf).

—  Scanning traffic was more varied but included aggressive probe signatures such as
R, Dd, and ~dD.

e Data volume and packet size observations:

— DDoS traffic showed high variability in the number of origin bytes, but generally
low compared to benign flows.

— Mirai exhibited consistently small numbers of response bytes.

— Benign and Scanning flows included significantly more packets and bytes in both
directions.

e Connection duration:

— Although exact averages were not quantified in the original version, it was quali-
tatively noted that Mirai flows had the shortest durations, followed by DDoS. In
contrast, Benign and Scanning flows typically lasted longer.

This suggests that duration may serve as a useful feature in identifying high-speed or bursty
attacks like Mirai.

Together, these observations underscore that the dataset contains rich structural distinc-
tions between traffic classes. These distinctions motivated the selection and normalization
of features, helped design the input encoding strategies for different models, and informed
our interpretation of model errors, particularly when benign traffic was misclassified as
scanning, or vice versa.

3.2 Zeek-based preprocessing and feature selection

The original PCAP files selected for this study were processed using Zeek, an open-source
network traffic analyser, to extract structured flow-level information (Zeek Network 2025).
Specifically, we focused on Zeek’s conn.log file, which summarizes each network connec-
tion with a set of descriptive features.

The following key preprocessing steps were applied to prepare the flows in conn.log for
modelling:

e Removal of Potentially Biasing Identifiers: To ensure models focus on behavioural pat-
terns rather than memorizing specific endpoints or artifacts, the following fields were
removed:

— ts (timestamp),

— uid (unique connection ID),
— id fields (IP addresses and ports).
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e Handling Missing Values: Missing numerical values were replaced with zeros, and
missing categorical values were filled with appropriate placeholders.
e Filtering Flows with Packet Loss: A portion of the dataset showed packet loss, identified
via the missed_bytes field in Zeek logs. To reduce noise and improve data quality, all
flows with over 1%-byte loss were removed, resulting in the exclusion of 63833 flows.

After preprocessing, a curated set of features was retained for training Machine Learning,
Deep Learning, and Large Language Models. Table 3 summarizes the fields extracted from
Zeek’s conn.log, indicating which features were selected for modelling.

We retained only the fields marked with a checkmark, which were selected based on
their behavioural relevance. Fields excluded (marked with a cross) were removed to prevent
potential bias or information leakage from static or environment-specific attributes. This
curated and normalized feature set provided a solid foundation for training all the models
evaluated in this study, balancing behavioural richness with generalizability.

Table 3 Features extracted from Feature Description Used for
Zeek conn.log and their usage modelling

ts Timestamp of the first packet in the X
connection

uid Unique identifier assigned to each X
connection

id 4-tuple of IP addresses and ports X

proto Transport layer protocol (e.g., TCP, v
UDP)

service Application-layer service detected v

duration Duration of the connection (in v
seconds)

orig_bytes Payload bytes sent by the originator v

resp_bytes Payload bytes sent by the responder v

conn_state Final connection state (e.g., SF, v
REJ)

local_orig Whether the connection was initi- v
ated locally (T/F)

local_resp Whether the responder is local (T/F) v

missed_bytes Number of bytes missed during con-
nection capture

history Encoded TCP flag transitions ob- v
served during connection

orig_pkts Number of packets sent by the v
originator

orig_ip bytes IP-layer bytes sent by the originator

resp_pkts Number of packets sent by the v
responder

resp_ip_bytes IP-layer bytes sent by the responder

tunnel_parents UID(s) of encapsulating tunnel con- v

nections (if any)
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Table 4 Example input formats Model type  Input example
for ML/DL and LLM models ML/DL [1, 18,0.398803,0,0,2, 1, 1,0, 6817, 1, 60, 1, 40, 0]
LLM tep - 0.398803 0 0 REJ T T 0 Sr 1 60 1 40 (empty)

{"proto": "tcp", "service": "-", "duration": "0.398803",
"orig_bytes": "O0", "resp_bytes": "0", "conn_state": "REJ",
"local_orig": "T", "local_resp": "T", "missed_bytes": "O",
"history": "Sr", "orig_pkts": "1", "orig_ip_bytes": "60",
"resp_pkts": "1", "resp_ip_bytes": "40", "tunnel_parents':
"(empty)"}

Listing 1 Example of alternative prompt format in JSON.

3.3 Input representation strategies

Following preprocessing and feature selection, two input formats were prepared to accom-
modate the architectural differences between traditional models and Large Language Models
(LLMs). While both formats preserved the same semantic information about each network
flow, their structure was adapted to suit each model family (see Table 4).

For Machine Learning (ML) and Deep Learning (DL) models, flows were encoded as
fixed-length numerical vectors. Categorical features (e.g., proto, service, conn_state, local
orig, local_resp) were mapped to integers, and numerical features were normalized where
needed.

The choice of label encoding was a pragmatic decision to mitigate the issue of dimen-
sional explosion. Several features, particularly proto, service, conn_state and history, have
a high number of unique values. Using one-hot encoding would have created a very high
number of new, highly sparse features.

For LLMs, each flow was formatted as a tokenized text prompt, combining stringified
categorical and numerical feature values in a space-separated sequence. This allowed the
model to process structured flows similarly to natural language inputs, enabling contex-
tual pattern recognition through attention mechanisms. This textual representation allowed
LLMs to process structured flows as sequential inputs, capturing contextual dependencies
through attention mechanisms.

This dual-representation strategy ensured that all models, regardless of architecture,
received consistent and semantically rich input tailored to their learning mechanisms.

Additionally, an alternative prompt format was tested in which each flow was encoded as
a JSON object prior to tokenization. As it is displayed in Listing 1 categorical and numerical
fields were formatted as key-value pairs. However, while this approach preserved seman-
tic structure, it consistently led to a performance degradation of approximately 1% across
recall, precision, and F1-score compared to the concatenated format. Given this drawback,
the JSON-based representation was excluded from the final evaluation benchmark.
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3.4 Model architectures

In this study, three model families were evaluated for the task of intrusion detection:
Machine Learning models, Deep Learning models, and Large Language Models. This sec-
tion describes the architectures and selection rationale for each group.

3.4.1 Machine learning and deep learning baselines

Traditional ML and DL models served as strong performance baselines, providing a refer-
ence point for evaluating the effectiveness of Large Language Models.

e Decision Tree (DT): A simple, interpretable model that recursively partitions the feature
space based on feature values. It provides fast inference and easy visualization but it is
prone to overfitting on complex datasets.

e Random Forest (RF): An ensemble of Decision Trees trained via bootstrap aggregation
(bagging). Random Forests improve generalization and reduce variance. They are par-
ticularly effective in noisy or high-dimensional spaces.

e XGBoost (XGB): A powerful gradient boosting algorithm that builds additive models
in a forward stage-wise fashion. XGBoost is known for its efficiency, ability to handle
missing data, and strong performance in structured data tasks like intrusion detection.

e Multilayer Perceptron (MLP): A fully connected feedforward neural network with three
hidden layers of decreasing size. MLPs are capable of modelling nonlinear relationships
between features but they may struggle with temporal or sequential dependencies.

e (Gated Recurrent Unit (GRU): A recurrent neural network variant designed to model
sequential patterns efficiently. GRUs introduce gating mechanisms to manage long-term
dependencies and they are less computationally intensive than LSTMs. Although GRUs
are typically designed for sequential data, we included this model for comparative con-
sistency with prior IDS research and to explore whether recurrent architectures could
still extract implicit temporal-like patterns (e.g., packet timing statistics or burstiness)
from flow-level feature vectors, even though flows represent aggregated snapshots rath-
er than raw packet sequences.

® [eNet-5: A classical Convolutional Neural Network (CNN) architecture, adapted here
for intrusion detection by reshaping flow features into 2D matrices. While originally de-
signed for image recognition, LeNet-5 can capture local feature patterns even in struc-
tured flow data.

All ML models were implemented using the scikit-learn and XGBoost libraries, and DL
models were implemented using TensorFlow/Keras.

3.4.2 Large language models (LLMs)

The core innovation of this study lies in applying Large Language Models (LLMs) to struc-
tured flow-based intrusion detection tasks. Three LLMs were selected based on their open
availability, architecture diversity, and computational feasibility, with the IoT-oriented
nature of the dataset also guiding this selection. While traditional NIDS typically oper-
ate at centralized points within the network, recent efforts have explored flow-based IDS
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deployments on edge devices such as Raspberry Pi (Bhandari et al. 2023; Huda et al. 202;
Mehavilla et al. 2022). These scenarios benefit from lightweight, self-contained models
capable of local inference without cloud reliance, thereby enabling low-latency detection,
enhancing data privacy, and supporting operation in bandwidth-constrained environments.
In this context, our study examines whether compact LLMs can satisfy these constraints
while still delivering competitive performance.

o GPT-2 (Radford et al. 2019): A 117M parameter decoder-only Transformer model de-
veloped by OpenAl. GPT-2 introduces strong language generation capabilities through
large-scale unsupervised pretraining. Its moderate size makes it suitable for fine-tuning
on structured prompts without excessive computational requirements.

o GPT-Neo-125M (Black et al. 2021): An open-source Transformer model developed by
EleutherAl, intended as an alternative to GPT-3. GPT-Neo uses architectural enhance-
ments to improve efficiency and flexibility. Its relatively small footprint (125 million
parameters) enables efficient experimentation across training strategies.

e L[LaMA-3.2-1B (LLaMA 2025): A lightweight version of Meta Al’s LLaMA family,
consisting of approximately 1.3 billion parameters. Designed for efficiency and broader
accessibility, LLaMA models combine strong performance with manageable resource
demands, making them attractive for intrusion detection tasks on structured data.

These LLMs were either fine-tuned from existing pretrained models, trained from scratch,
or domain-adapted using unlabeled network traffic before fine-tuning, as detailed in Sect.
3.5. All LLMs were obtained from Hugging Face (Hugging Face 2025).

While all models in this study, including ML, DL, and LLMs, operate on structured flow
records composed of a fixed set of fields, the representation and processing approach differ.
Traditional ML and DL models ingest fixed-length feature vectors directly, whereas LLMs
process the same information as a serialized sequence of tokens. This token-based formula-
tion enables the use of attention mechanisms, which may allow LLMs to model interactions
between flow attributes in a more flexible manner. While this does not change the under-
lying structure of the data, it introduces a different inductive bias that may support richer
feature interactions or patterns not easily captured by traditional models.

3.5 LLM training strategies

To fully explore the potential of Large Language Models (LLMs) for flow-based intrusion
detection, three distinct training strategies were employed. These strategies aimed to assess
how different levels of prior knowledge, pretraining, and adaptation affect model perfor-
mance on the classification task.

3.5.1 Fine-tuning pretrained LLMs (Experiment 1)

In the first strategy, publicly available pretrained LLMs were fine-tuned directly on the
structured flow data. Each LLM was initialized with weights learned during large-scale,

general-domain text pretraining and then adapted to the intrusion detection task.

e The LLMs were trained to classify each flow as either benign or one of the attack class-

@ Springer



Evaluating large language models effectiveness for flow-based intrusion... Page 15 of 38 _####_

es, based on the tokenized input representation described in Sect. 3.3.

e Fine-tuning was performed using parameter-efficient adaptation techniques to optimize
resource usage while preserving general linguistic knowledge.

® Models fine-tuned under this approach included GPT-2, GPT-Neo-125M, and LLa-
MA-3.2-1B.

This strategy allowed the models to leverage their pretrained contextual reasoning abilities
and adapt them to the specific semantics of network traffic flows.

3.5.2 Training LLMs from scratch (Experiment 2)

The second strategy involved training LLMs from randomly initialized weights, without
relying on any prior general-domain knowledge.

o The model architecture remained the same as in the fine-tuning scenario, but all weights
were randomly initialized at the start of training.

o Only GPT-2 and GPT-Neo-125M were used for this experiment, due to the larger com-
putational demands associated with training bigger models like LLaMA-3.2-1B from
scratch.

e The goal was to evaluate whether the inductive biases of Transformer architectures
alone, without external pretraining, could support effective flow classification.

Training from scratch allowed a direct assessment of the intrinsic suitability of LLM archi-
tectures for structured cybersecurity tasks.

3.5.3 Domain-specific pretraining and fine-tuning (Experiment 3)

The third strategy introduced an intermediate pretraining phase on domain-specific, unla-
belled flow data before fine-tuning for classification.

e A corpus of Zeek conn.log entries, accumulated from years of network monitoring, was
used for unsupervised next-token prediction pretraining.

o Models first learned flow-specific token patterns (e.g., relationships between protocol,
byte counts, and connection states) without access to any labels.

e After this domain-specific pretraining, the models were fine-tuned on the labelled intru-
sion detection dataset for binary and multiclass classification tasks.

o Only GPT-2 and GPT-Neo-125M were employed in this strategy, as domain-specific
pretraining followed by fine-tuning was computationally intensive.

This approach tested whether exposing the models to unlabelled but domain-relevant traffic
prior to supervised learning could enhance classification accuracy and generalization.

Table 5 presents the summary of the explained LLM Training Strategies.

Each of these training strategies provided complementary insights into the role of pre-
training, domain adaptation, and architectural biases in the performance of LLMs for intru-
sion detection. Details regarding training hyperparameters, optimization procedures, and
computational setup are provided in Sect. 3.6.

@ Springer



_##t##_ Page 16 of 38

L. Mehavilla et al.

Table 5 Summary of LLM train-
ing strategies

Experiment

Description

Models used

Experiment 1

Fine-tuning pretrained
LLMs

GPT-2, GPT-Neo-
125M, LLaMA-3.2-1B

Experiment 2 Training LLMs from GPT-2,
scratch GPT-Neo-125M
Experiment 3  Domain-specific pretrain-  GPT-2,

ing + fine-tuning GPT-Neo-125M

Table 6 Number of flow in-

iblo i the selected Label Instances

stances available 1n the selecte X

PCAP files detailed in Table 2~ o8I0 294952
DDoS 4495277
Mirai 13362549
Scanning 390072

3.6 Experimental setup

This section describes the dataset partitioning, hardware and software environment, and the
evaluation metrics used in the experiments. Consistency across models and experiments
was prioritized to ensure fair comparisons.

3.6.1 Dataset splitting and class balance

To enable both binary and multiclass classification experiments, the dataset was carefully
partitioned:

e A balanced subset was constructed by selecting an equal number of flows from each
traffic class (Benign, DDoS, Mirai, Scanning) after preprocessing.
o Two different training scenarios were considered:

— 10,000 flows per class for initial experiments.
— 50,000 flows per class to evaluate performance scaling with more data.

e For each scenario, 10000 flows per class were held out as a test set, ensuring no overlap
with the training datasets.

This sampling ensured class balance across both binary and multiclass tasks and allowed
evaluation of model robustness with varying training set sizes. All models, including ML,
DL, and LLMs, were trained and tested on the same splits to ensure comparability.

Table 6 summarizes the total number of available flow instances extracted from the
selected PCAP files (detailed in Table 2). As shown, the dataset contained a sufficient num-
ber of flows in each category, and therefore no oversampling or data augmentation was
required to achieve class balance in either the training or test sets.
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3.6.2 Model training configurations

To ensure fairness and comparability across model families, specific training configurations
and hyperparameters were used for each group of models.

For Machine Learning and Deep Learning models, widely accepted standard settings
were used, as summarized in Table 7.

For the Deep Learning baseline, the scikit-learn MLPClassifier was configured with
three hidden layers containing 128, 64, and 32 neurons, respectively. A Rectified Linear
Unit (ReLU) activation function was applied to all hidden layers to introduce non-linearity.
The output layer, implicitly managed by the MLPClassifier, consisted of one neuron per
class and employed a softmax function to generate a probability distribution across the
classes. Model training was performed using the multinomial cross-entropy loss function,
which is a standard choice for multi-class classification tasks.

The LeNet-5 architecture was adapted to handle one-dimensional tabular data. In this
configuration, the network input was a single-dimensional feature vector. Each data record,
after completing the preprocessing pipeline, was represented as a vector of shape (F, ),
where F denotes the total number of features.

All LLMs were trained for a maximum of 10 epochs using QLoRA (Dettmers et al. 2023)
due to computational constraints and to ensure fairness across model families. Our main
objective was not to maximize performance per model, but to evaluate relative performance
under equal training budgets. This constraint is realistic in edge settings and highlights each
model’s efficiency in low-data, low-compute regimes. The configuration is summarized in
Table 8.

These settings were selected to balance training efficiency with model performance
across the different architectures.

3.6.3 Hardware and software environment

All experiments were conducted using a controlled virtualized infrastructure to guarantee
consistency:

CPU: Intel®Xeon®Silver 4210 (40 cores).
RAM: 62.5 GB.

GPU: NVIDIA RTX 2060 with 6 GB VRAM.
Operating System: Ubuntu Server 22.04 LTS.

The software stack included:

Table 7 Hyperparameters used Model Hyperparameters
for ML and DL baseline models

XGBoost Objective: multi:softmax, Estimator: Decision Tree

Decision Tree ~ Default parameters (scikit-learn) max_depth=None,
min_samples_split=2, min_samples_leaf=1

Random Forest Number of estimators: 100, Random state: 0

MLP Max iterations: 1000, Random state: 42, Hidden
layers: (128, 64, 32)

GRU Epochs: 50, Validation split: 20%

LeNet-5 Epochs: 50, Validation split: 20%
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Table 8 LLM training and
QLOoRA configuration

Python 3.10 .

Category Parameter Value
Training Epochs 10
Train batch size 8
Evaluation batch size 16
Learning rate 2e—4
Optimizer paged_adamw_32bit
Gradient accumulation 2
steps
Scheduler Constant
LoRA Rank 4
Alpha 32
Dropout 0.01
LoRA GPT-2 c_attn, ¢c_proj, c_fc
Targets GPT-Neo-125M q_proj, k_proj, v_proj,

LLaMA-3.2-1B

out_proj, c_fc, c_proj

q_proj, k_proj, v_proj, o
proj, gate_proj, up_proj

scikit-learn 1.3.0 (for ML models).
XGBoost 1.7.6 (for gradient boosting models).
TensorFlow 2.12 / Keras 2.12 (for DL models).
Hugging Face Transformers 4.36, PEFT 0.6.0, and BitsAndBytes 0.41 (for LLM train-
ing and fine-tuning).

Random seeds were fixed where applicable to promote reproducibility. All model training
and inference were executed on the same hardware.

3.6.4 Evaluation metrics

Model performance was evaluated using a combination of classification, efficiency, and

resource usage metrics:

e Precision: The proportion of true positive predictions among all positive predictions

made by the model.

Recall: The proportion of true positives identified among all actual positives.
F1-Score: The harmonic mean of precision and recall, balancing false positives and

false negatives.

Inference Time: Measured in flows per second processed, to assess real-time suitability.

Resource Consumption:

— RAM usage,

— CPU utilization,
— GPU utilization and memory usage (for DL and LLMs),

— Disk size of the trained model.
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In addition to overall metrics, confusion matrices were analysed to better understand per-
class behaviour, particularly to assess misclassification tendencies between similar classes
like Benign and Scanning.

All metrics were computed separately for:

e Binary classification (Benign vs. Malicious),
o Multiclass classification (Benign, DDoS, Mirai, Scanning).

Macro-averaged scores were reported to ensure that each class contributed equally to the
overall evaluation, providing a balanced view of per-class performance even when class
sizes were equal in the sampled subsets.

4 Results and discussion
4.1 Classification performance

The classification performance of all evaluated models is reported for both binary (Benign
vs. Malicious) and multiclass (Benign, DDoS, Mirai, Scanning) intrusion detection tasks.
Performance metrics include raw precision (Prec.), recall (Rec.), and F1-score, consistent
with prior IDS benchmarking studies. Results are presented in Table 9 (training set: 10,000
samples per class) and Table 10 (training set: 50,000 samples per class). The best-performing
model in each group (ML, DL, and LLMSs), determined by the highest F1-score, is shown in
italics, with the top ML/DL model and the top LLM experiment additionally shown in bold.

4.1.1 Analysis

Across both training sizes and classification models, LLMs outperform DL models and
approach the performance of ML baselines. The best LLM setup, for multiclass classifica-
tion, GPT-Neo under Experiment 1 (fine-tuning pretrained), achieves an F1-score above
0.96. Meanwhile for binary classification, in training with 50000 samples per class, GPT-2
under Experiment 1 is preferred, but in training with 10000 samples per class GPT-Neo
under Experiment 1 is still the best option. Notably, LLMs exhibit low sensitivity to task
complexity. Unlike DL models, their performance remains stable across both binary and
multiclass classification, even with moderated-sized training data (the original 612 GB data-
set was reduced by more than 450 GB). This suggests a robust ability to address specific
classification challenges, particularly the partial overlap between benign and scanning traf-
fic, as further illustrated in the t-SNE visualizations (Sect. 5.1).

In contrast, Deep Learning models, particularly GRU and LeNet-5, show a notable drop
in multiclass performance, with Fl-scores falling below 0.85, even when trained on larger
datasets. This suggests difficulty in modelling nuanced distinctions between similar traffic
types like benign and scanning. This suggests that while they are effective in binary clas-
sification, they struggle with the increased complexity of distinguishing similar attacks.

ML models, particularly XGBoost, retain the best overall performance and stability
across both classification tasks, achieving over 0.96 F1-score in all cases.
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Finally, as an illustrative example, Fig. 2 presents the evolution of training and evalua-
tion loss across epochs of model GPT-Neo during its fine-tuning process (under Experiment
1) with 10000 samples per class for multiclass classification. The figure also displays the
progression of evaluation metrics across epochs. It can be observed that the model effec-
tively adapts to the new data, with the highest F1-score achieved at epoch 7.

4.1.2 Key insight

Pretrained LLMs, especially GPT-Neo under Experiment 1 (Pretrained Fine-Tuning) achiev-
ing the highest F1-score among all LLM configurations, provide robust and highly accurate
performance across both binary and multiclass classification tasks. They consistently out-
perform DL models and closely trail ML baselines. Their stable performance across both
binary and multiclass tasks indicates that LLMs are well suited for structured classification,
even with limited data size. This suggests promising potential in future research for leverag-
ing LLMs in downstream tasks, such as generating natural language explanations or sum-
marizing threats within attack detection pipelines.

4.2 Data size sensitivity

To assess how training dataset size affects model performance, we compared results from
two training regimes: 10,000 samples per class (Table 9) vs 50,000 samples per class (Table
10).

4.2.1 Analysis

As expected, most models benefited from increased training data, with improvements more
visible in multiclass classification. However, the magnitude of gain varied based on the
model architecture and, in the case of LLMs, the training strategy employed.

o ML models showed marginal improvements. For instance, XGBoost F1-score in multi-
class classification increased from 0.9632 to 0.9696.

o DL models showed mixed results. GRU achieved a notable but less stable gain, with
its F1-score rising from 0.7804 to 0.8430 in multiclass classification. In contrast, MLP
and LeNet-5 remained relatively unchanged, suggesting limited capacity to benefit from
larger datasets.

o [LMs responded differently depending on the training strategy:

— Experiment 1 (fine-tuning pretrained) showed marginal improvement, with GPT-
Neo in multiclass classification increasing from 0.9598 to 0.9618, demonstrating
solid consistency across dataset sizes.

— Experiment 2 (trained from scratch) showed minimal gains, suggesting that trained
from scratch models can achieve near-optimal performance with fewer training
samples. For instance, GPT-2 in binary classification increase from a 0.9584 to a
0.9614 F1-score. Displaying that empty models get better results with more data.
Figures 3 and 4 illustrate the training and evaluation loss, as well as the evaluation
metrics, across epochs for GPT-2 under Experiment 2 with 10000 samples per class
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and 50000 samples per class, respectively. In both cases the training and evaluation
loss decrease consistently with each epoch, while the evaluation metrics show cor-
responding improvements.

— Experiment 3 (domain-pretrained then fine-tuned) showed different evolution
between binary and multiclass classification. As multiclass classification increases
its performance with the amount of data, binary classification of GPT-2 decreases.

4.2.2 Key insight

These results indicate that pretrained LLMs generalize effectively, even with limited train-
ing data. Their architecture, particularly the use of token-level contextual modelling, allows
them to extract meaningful representations even when trained on moderate-size datasets
(10000 flows per class), while maintaining stable performance at larger scales (50000 flows
per class). In contrast, non-pretrained DL models require larger volumes of data to approach
comparable performance, and even then, they continue to struggle in multiclass classifica-
tion tasks.

4.3 Confusion matrix analysis

While aggregate metrics such as Fl-score provide an overview of model performance,
confusion matrices allow for deeper inspection of misclassification patterns, especially in
multiclass settings. Figure 5 presents the confusion matrices for the best performing among
ML/DL models (XGBoost) in binary and multiclass classification when trained with 10000
samples per class. Figure 6 presents the confusion matrices for the best performing LLM
experiments (GPT-Neo, Experiment 1), under the same conditions. Both models were
selected based on their highest F1-scores, as reported in Table 9.

4.3.1 Analysis

o XGBoost demonstrates near-perfect classification in multiclass classification, with all
four classes sharply separated with very minimal confusion, particularly between Mirai
and other attack types. Nonetheless, a small number of Scanning flows are misclassi-
fied as Benign, representing the primary source of error. Although scanning attacks are
less damaging in isolation, their misclassification is significant because it can allow
adversaries to probe a network without detection, creating opportunities for subsequent
exploitation. In binary classification the 3.3% of the Malicious traces are misclassified
as Benign, while just over 1.7% of the Benign traces are misclassified as Malicious.

o GPT-Neo under Experiment 1 exhibits the cleanest diagonal among the LLM-based
confusion matrices. Like the ML models, it achieves high accuracy across attack class-
es; nevertheless, it tends to confuse Benign traffic with Scanning and vice versa. In
binary classification the amount of error is higher than with XGBoost as the metrics
have previously shown, the 3.8% of the Malicious traces and the 2.6% Benign traces
are misclassified. This highlights a specific vulnerability in LLM classification of mali-
cious flows.
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Training and Evaluation Loss Evaluation Metrics
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Fig. 2 Training and evaluation loss and evaluation metrics during the epochs when fine-tuning GPT-Neo
with 10,000 classes per label in multiclass classification (Experiment 1)
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Fig. 3 Training and evaluation loss and evaluation metrics during the epochs when training from scratch
GPT-2 in binary classification with 10,000 samples per class (Experiment 2)
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Fig. 4 Training and evaluation loss and evaluation metrics during the epochs when training from scratch
GPT-2 in binary classification with 50,000 samples per class (Experiment 2)
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The confusion matrices reveal a clear pattern: both ML and LLM models produce false
negatives where malicious traffic is labeled as Benign, but the rate is lower for XGBoost
than for GPT-Neo. This distinction underscores a critical trade-off between sensitivity and
specificity across model families.

4.3.2 Key insight

While XGBoost achieves the highest overall F1-scores, GPT-Neo performs competitively,
particularly in binary classification, underscoring the effectiveness of token-sequence mod-
elling in LLMs.

4.4 Inference speed and real-time feasibility

To evaluate whether the tested models are viable for real-time or near-real-time intrusion
detection, we analysed their inference throughput, measured in flows per second (fps). The
results are presented in Table 11 (training set: 10,000 samples per class) and Table 12 (train-
ing set: 50,000 samples per class).

4.4.1 Analysis

o ML models demonstrated exceptionally high throughput, with Decision Tree reaching
up to 6.25 million fps and XGBoost exceeding 1.5 million fps in binary classification
with 10000 training samples per class. These rates significantly surpass those of all other
model families, reinforcing the suitability of ML for high-throughput environments.

o DL models exhibited mid-level throughput, with MLP reaching over 200000 fps and
GRU operating at approximately 12000 fps.

e LLMs were significantly slower but remain viable for inference in constrained use cases.
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— The largest model in terms of parameter count (LLaMA) achieved between 104 and
105 fps.

— The most efficient LLM configuration, GPT-Neo under Experiment 2, reached up
to 517 fps.

— Experiment 1 and 3 resulted in higher latency, with inference times increasing by
approximately 50% with respect Experiment 2, indicating a performance trade-off
introduced by pretraining.

Although LLMs are 10,000 times slower than ML models, their inference speeds can still be
adequate for applications that process only tens to hundreds of flows per second. Such set-
tings include post-processing detection, triage systems for suspicious traffic, or deployments
in low-traffic and edge computing environments. Nonetheless, for high-volume production
networks, ML models remain the optimal choice, as combine superior accuracy with the
ability to process millions of flows per second.

These results highlight a clear trade-off: ML models remain the most cost-effective solu-
tion for large-scale real-time IDS, while LLMs may play a complementary role in spe-
cialized settings where computational overhead is acceptable and extended capabilities are
desirable.

4.4.2 Key insight

Despite their complexity, LLMs can achieve inference speeds of up 517 to flows per second.
Although they are 4 orders of magnitude slower than ML baselines, in future studies their
semantic richness may justify their potential use in layered or filtered deployment strategies,
where a rationale for classification decisions could be provided.

4.5 Resource usage

While detection performance is essential, practical deployment requires careful attention to
resource consumption. In the experimental environment presented in Sect. 3.6.3 we evalu-
ated each model’s disk size (MB), RAM usage (GB), CPU and GPU utilization (%), and
GPU memory (MB) demand during both loading and inference. These measurements are
summarized in Table 13. For Experiments 1 and 3, the reported disk space includes both the
original pre-trained model size and the additional storage required by the QLoRA fine-tuned
adapters, separated by a plus symbol, reflecting the complete storage footprint needed for
deployment.

4.5.1 Analysis

e ML models exhibited the smallest resource footprint, with disk usage of less than IMB
and RAM consumption under 0.6 GB. Additionally, they demonstrated minimal CPU
usage (less than 2%) and did not require GPU memory.

e DL models required up to 0.5 MB of disk space and used up to 1.75 GB of RAM dur-
ing model upload. During inference, DL models maintained steady RAM usage and
required up to 25% of CPU usage (in case of MLP) and 4.8 GB of GPU memory (for
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GRU and LeNet-5).
o [LMs exhibited varying resource usage based on the training strategy employed:

— Experiment 1 consumed the most disk space due to fine-tuning the pretrained model
with additional data.

— Experiment 3 proved to be the most efficient, with GPT-2 and GPT-Neo requiring
less than 2 GB of disk space.

— RAM usage for LLMs ranged between 1.74 to 2.49 GB during model upload,
increasing to 2.74 GB during inference.

— GPU memory consumption varied between 667 MB and 3.8 GB, with LLaMA
under Experiment 1 requiring the most. Notably, GPT-2 under Experiment 1 main-
tained the lowest GPU usage among LLMs, with a GPU load ranging from 12% to
33% during inference. In contrast, LLaMA under Experiment 1 reached up to 96%
GPU usage.

4.5.2 Key insight

As shown in Table 13, most LLMs in the experimental environment (see Sect. 3.6.3) did not
fully utilize available resources during inference. While they are not as lightweight as ML
models, their GPU usage is lower than expected and, in some cases, even lower than that
of DL models. This suggests that edge devices such as NVIDIA Jetson Orin Nano can be
used to deploy these models locally, without relying on external communication, ideal for
IoT deployments. Moreover, this supports the relevance of the dataset used, which contains
information pertinent to IoT environments and scenarios where resource-constrained edge
computing is critical.

4.6 Summary

1. LLMs show promising classification capabilities for flow-based intrusion detection,
although their deployment may be constrained by performance and resource demands.
Pretrained LLMs, particularly GPT-Neo under Experiment 1, demonstrated F1-scores
exceeding 0.95, outperforming DL baselines and approaching the performance of
robust ML models such as XGBoost. Their ability to generalize across both binary and
multiclass tasks, coupled with their strong performance on moderated-size data (the
original 612 GB dataset was reduced by more than 450 GB), positions LLMs as com-
petitive alternatives for flow-based intrusion detection systems (IDS).

2. ML models still dominate in performance and efficiency, achieving F1-scores of up
to 0.9696. They excel in real-time inference and are highly suitable for lightweight
deployment.

3. LLMs introduce a unique trade-off between throughput and resource usage. While
they are less efficient than ML models, their semantic depth could in the future offer
advantages in more complex tasks requiring contextual understanding. In contrast, ML
models such as XGBoost remain the most efficient choice for large-scale deployments,
capable of handling millions of flows per second. LLMs are therefore less suitable
for real-time, high-volume scenarios due to higher inference costs, but their potential
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strengths lie in cross-dataset generalization and zero-shot transfer to unseen environ-
ments, highlighting a key direction for future research.

4.6.1 Practical implications

Building on the performance and efficiency comparisons summarized above, Table 14 high-
lights not only the performance of different model families but also their practical trade-
offs in real-world deployment scenarios. By considering factors such as inference speed,
resource requirements, and scalability, practitioners can make informed decisions when
selecting a model for specific intrusion detection scenarios. Deep learning (DL) models are
generally suboptimal, as they neither achieve the highest performance nor efficient resource
usage, requiring substantial CPU and GPU memory. In contrast, traditional ML models offer
the best trade-off, delivering high performance and fast inference without the need for GPU
acceleration, making them suitable for high-throughput scenarios. LLMs occupy an inter-
mediate position between ML and DL models. They achieve competitive performance, and
although they require GPU and disk resources, their overall resource consumption remains
low. However, their inference time is approximately four orders of magnitude slower than
ML models, limiting their applicability to scenarios where the network flow rate does not
exceed the LLM’s processing capacity.

5 Analysis of feature influences

As has been shown in the previous section, traditional Machine Learning methods outper-
form more complex Deep Learning and LLM-based approaches in the classification task.
The simplicity and transparency of ML not only yields excellent results but also makes
it easier to trace decision boundaries and interpret outcomes. To better understand why
traditional ML models outperform more complex architectures in this task, we apply two
explainability techniques: t-distributed stochastic neighbour embedding (t-SNE) for feature
space visualization and SHapley Additive exPlanations (SHAP) for feature-level attribution
analysis. These techniques help us visualize feature space separability and understand the
specific input attributes that drive predictions, further justifying the effectiveness of ML for
this task.

5.1 t-SNE analysis of feature space

To gain deeper insight into the discriminative patterns that make Machine Learning so effec-
tive in this context, we conducted a t-SNE analysis of the feature space. This non-linear
dimensionality reduction technique helps visualize how well-separated the classes are, even
before modelling.

Figures 7 and 8 show the t-SNE projections of the traffic flows, derived from the same
features used by both ML and DL models, and based on the test dataset comprising 10000
samples per class. This ensures that the projections directly reflect the data used in the
evaluation and are consistent with the experimental setup. The 2D t-SNE projection (Fig. 7)
reveals distinct clusters for DDoS, Mirai, and Benign traffic, while Scanning flows are heav-
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Table 14 Comparative table of ML DL LLM
the three model families (ML, - - -
DL and LLM) Performance High Medium High
Inference time Fast Medium Slow
Disk Low Low High
RAM usage (inference) Over 0.5GB  Over 1.5GB Over
2GB
CPU usage (%) Order of units ~ Order of tens Order
of units
GPU requirement No needed High memory Partial
level usage
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Fig. 8 3D Plot T-SNE of Scanning and Benign

ily overlapped with Benign. This explains the frequent misclassifications observed between

these two classes in confusion matrices (see Figs. 5b and 6b).

Interestingly, the 3D t-SNE projection (Fig. 8) reveals a more nuanced separation: Scan-
ning flows occupy a distinct region that is not discernible in two dimensions. This suggests
that models capable of learning high-dimensional, non-linear relationships can offer advan-

tages when feature overlap is more subtle or complex.
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Fig. 10 SHAP waterfalls

5.2 SHAP-based explainability and feature importance

To further explain why Machine Learning excels in this classification task, we applied
SHAP (SHapley Additive exPlanations) to one of our tree-based models, XGBoost. SHAP
provides both global and local interpretability, showing which features most influence pre-
dictions and how individual samples are classified.

Figure 9 presents a global SHAP summary plot for the XGBoost model. Features such
as tunnel parents, orig_bytes, and proto show high impact on model outputs. For example,
tunnel_parents is strongly associated with Mirai traffic, which includes tunnelling behaviour
in some variants. These results confirm that a small subset of features carries most of the
predictive signal, enabling lightweight models to perform robustly without requiring deeper
architectures.

To illustrate how individual predictions are influenced by specific features, we generated
SHAP waterfall plots for correctly and incorrectly classified samples across different mod-
els. Figure 10a illustrates a correctly classified Mirai instance, where the presence of tun-
nel_parents pushed the prediction toward the correct class. Meanwhile Fig. 10b highlights
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a benign sample misclassified as Scanning due to an atypical combination of features like
proto being equal to UDP, low resp_bytes, and unusual history value. These insights confirm
that while models can generally differentiate well, edge cases remain.

SHAP results across the multiclass setup reveal consistent trends: orig_ip_bytes and his-
tory are critical for DDoS detection, tunnel parents identifies Mirai traffic, and a mix of
proto, conn_state, and service helps distinguish Benign from Scanning. These insights align
with earlier feature ranking results, reinforcing confidence in the ML pipeline.

5.3 Implications

These SHAP and t-SNE results reinforce that tree-based models like XGBoost not only
deliver strong predictive performance but also provide high interpretability through a small
set of consistently influential features. While scanning traffic remains the most ambiguous
class, this highlights an opportunity to test hybrid pipelines, combining ML for efficient
classification with LLMs for deeper semantic interpretation when ambiguity arises. Never-
theless, this is outside the scope of this paper.

6 Conclusions

This study explored the application of Large Language Models (LLMs) to the task of intru-
sion detection in smart home and IoT network environments, using structured flow-level
data. By framing network flows as tokenized prompts, we enabled LLMs, traditionally
designed for natural language understanding, to process and classify structured security
data.

Our findings show that fine-tuned LLMs achieve strong classification accuracy, outper-
forming DL models and approaching, but not surpassing, the performance of top ML base-
lines such as XGBoost. Notably, LLMs proved to be robust to both task complexity and
training data volume, making them suitable for use cases where labelled data is limited or
attack diversity is high.

While LLMs remain less efficient than lightweight ML models in terms of inference
speed and resource usage, in future research they may offer valuable advantages in scenarios
where interpretability, adaptability, or semantic reasoning are important. Their architectural
capacity for modelling feature interactions suggests they could be useful components in
hybrid or layered IDS frameworks, particularly where interpretability is valued.

Limitations and Future Work While this study presents one of the first systematic
comparisons between LLMs and traditional models on structured Zeek flows, it has some
limitations:

e Only three relatively small LLMs (GPT-2, GPT-Neo-125M, and LLaMA-3.2-1B) were
evaluated. These models were chosen because they are openly available and reproduc-
ible, and their modest resource requirements make them feasible for evaluation in IoT
and edge scenarios. However, recent high-performing models such as GPT-4, Mistral
7B, and LLaMA-2-7B may yield better performance.

e This study reported single-run results for each model, in line with standard practice in
IDS benchmarks. As such, statistical visualizations (such as critical difference diagrams,
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Wilcoxon or Friedman Test) could not be generated reliably.

e Due to architectural constraints, SHAP-based interpretation was limited to tree-based
models, leaving LLM decision pathways opaque and preventing analysing of whether
their predictions align with the most salient ground-truth features.

o The CIC IoT 2023 dataset focuses on known attack types, limiting generalizability to
novel threats.

e This study relied on a stratified train/test split with a held-out test set, which is consistent
with common practice in IDS benchmarking. Nonetheless, k-fold or repeated cross-
validation was not applied due to the computational cost of training all models across
multiple folds.

Future research should investigate:

o Advanced prompt engineering techniques to improve LLM precision, particularly for
ambiguous traffic classes like Scanning.

e Continual and online learning frameworks that allow LLMs to adapt to evolving threat
landscapes.

e Larger LLM architectures to better understand the trade-offs between classification per-
formance, computational efficiency, and deployment feasibility across the full spectrum
of LLMs.

e Hybrid detection pipelines where ML performs fast triage and LLMs serve as secondary
classifiers or explainability engines.

e (Cross-dataset generalization and zero-shot transfer to assess LLM robustness in unseen
environments.

e Integration of attention visualization or token-level attribution methods to bring LLM
explainability closer to SHAP-level transparency in ML.

As LLM architectures and fine-tuning techniques continue to evolve, their integration into
the cybersecurity domain holds promise for more intelligent, interpretable, and adaptable
network defence systems. By rigorously benchmarking LLMs alongside traditional tech-
niques, this work provides an initial step toward evaluating how generative Al models may
be integrated into intrusion detection pipelines.
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