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 a b s t r a c t

Encrypted instant messaging (IM) traffic conceals message content but still exposes communication patterns that 
can reveal user behaviour. This paper presents a unified framework for inferring user activities across multiple 
IM platforms by analysing encrypted traffic using machine learning techniques. The proposed approach inte-
grates empirical traffic characterisation, transaction-centric segmentation, and lightweight classifiers to detect 
user actions, such as sending or receiving text and multimedia messages, in real time. Using Zeek as the core 
analysis engine, the framework performs packet inspection, transaction segmentation, connection classification, 
and feature extraction. The framework was evaluated on traffic from nine major IM platforms (Discord, Facebook 
Messenger, Instagram, Snapchat, Microsoft Teams, Telegram, WeChat, WhatsApp, and X), achieving F1 scores 
ranging from 0.62 for X up to 0.98 for WhatsApp. Unlike prior studies limited to single applications or synthetic 
datasets, our work employs realistic, user-driven traffic and explicitly distinguishes message type and direction, 
improving comparison and cross-platform generalization. Beyond methodological advancements, this study ex-
poses privacy risks inherent in encrypted communication and outlines ethical safeguards and countermeasures 
to mitigate activity fingerprinting. The findings demonstrate that accurate, real-time inference of encrypted mes-
saging activities is feasible under responsible, consent-based conditions, offering valuable insights for network 
forensics and privacy-aware communication design.

1.  Introduction

Instant messaging (IM) platforms have become integral to mod-
ern communication, enabling real-time interactions across geographi-
cal boundaries and time zones. Their widespread adoption underscores 
their importance in both personal and professional settings, making 
them a critical focus for understanding contemporary social dynamics 
and the technological challenges associated with secure communication.

Instant messaging applications such as WhatsApp, WeChat, Face-
book Messenger, Telegram and Snapchat are among the most widely 
used communication tools today [1,2]. WhatsApp leads the rankings 
with approximately 2 billion active users worldwide, followed by 
WeChat and Facebook Messenger, each exceeding one billion users. Al-
though social networks are not primarily designed for instant messag-
ing, many, such as Instagram, Discord, X, and Teams, have integrated 
messaging services due to their popularity and extensive use.

These applications support a wide range of user actions, including 
text messaging, voice and video calls, file transfers, and signalling ac-
tivities such as typing notifications. To protect user privacy, IM plat-
forms employ various encryption methods, but their level of security 
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and privacy varies significantly. While transport layer encryption (TLS) 
is commonly used across all platforms to secure messages during tran-
sit, the implementation of end-to-end encryption (E2EE), which ensures 
that only the communicating users can access message content, is not 
universally adopted. For example, WhatsApp and Facebook Messenger 
provide E2EE by default for all communications, offering a high level of 
privacy. In contrast, platforms like Telegram only offer E2EE as an op-
tional feature, requiring users to enable it manually for specific chats. 
Other platforms, such as WeChat, Discord and Teams, do not provide 
E2EE for messaging exchange, leaving message content accessible to the 
service provider.

Despite encryption, prior work has demonstrated that encrypted traf-
fic still leaks information through side-channel features such as packet 
sizes, timings, and flow statistics [3–5]. Thus, while end-to-end encryp-
tion secures message content from eavesdroppers, it does not entirely 
protect user privacy, remaining a critical concern in the use of IM plat-
forms. The activity associated with messaging (e.g. as sending and re-
ceiving texts or media) could still be inferred through traffic analysis. 
This type of analysis (referred to as activity fingerprinting), which uses 
observable traffic features to infer user actions or application states, can 
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Table 1 
Instant message platforms studied.
 Platform  Users/ million  Transport Encryption  End-to-End Encryption (E2EE)  E2EE Availability
 Discord [11]  563  TLS  Partial (available for audio and video calls)  Messages are accessible to the provider
 Facebook Messenger [1]  1010  TLS  Default for all communications  Available by default
 Instagram [12]  1400  TLS  Partial (testing E2EE for direct messages)  Not fully available yet
 Snapchat [1]  800  TLS  Partial (snaps are E2EE, but text messages are not)  Not available for all communication types
 Teams (Microsoft Teams) [13]  320  TLS  Partial (available for one-on-one VoIP calls)  Not available for all messaging features
 Telegram [1]  900  MTProto  Optional (via ’Secretes Chats’)  Must be manually enabled for individual chats
 WeChat [1]  1343  MMTLS  No E2EE  Messages are accessible to the provider
 WhatsApp [1]  2000  TLS  Default for all communications  Available by default
 X (formerly Twitter) [14]  540  TLS  Partial (testing E2EE for direct messages)  Not fully available yet

expose sensitive information about a user’s behaviour, communication 
habits, and interaction patterns.

Given the complexity of these patterns, machine learning (ML) tech-
niques are particularly well suited for uncovering and analysing them, 
enabling more accurate identification of specific activities despite the 
encryption in place. They have proven to be powerful tools across vari-
ous domains, particularly in the automatic classification of actions and 
behaviours based on data patterns present in encrypted network traffic 
[6]. This effectiveness is due to machine learning’s ability to process 
vast amounts of data and uncover hidden insights, as demonstrated by 
its high accuracy rates in applications such as intrusion detection in 
IoT systems [4] and fingerprinting in encrypted network traffic [7–9]. 
However, as highlighted in [10], achieving satisfactory results with ma-
chine learning requires a systematic approach, including data collection, 
feature extraction, feature reduction and selection, algorithm selection, 
model construction, and validation.

Existing approaches to IM traffic analysis still present important lim-
itations. Many are tested on a single platform, which limits their ability 
to generalize across heterogeneous ecosystems. Others depend on long 
observation windows and offline processing, making them unsuitable 
for real-time scenarios. In addition, models that achieve high accuracy 
often do so at the cost of computational complexity, hindering their 
deployment in latency-sensitive or resource-constrained environments. 
Together, these factors highlight the need for lightweight and adaptable 
ML-based solutions capable of operating real time while maintaining 
cross-platform generalization.

We hypothesize that employing short transaction windows aligned 
with activity boundaries, selective enrichment with features from con-
current secondary connections, and platform-aware feature selection 
collectively yield a stable and highly discriminative representation 
of IM traffic. Using this representation, lightweight ML classifiers, 
specifically, tree-based models, can accurately map encrypted trans-
actions to user actions with both high precision and low latency. 
To support this study and future research, we also created a novel 
dataset of IM traffic spanning nine major platforms and multiple user
actions.

Thus, this work pursues three main objectives. First, it aims to deter-
mine whether user activities can be accurately characterized from short, 
transaction-aligned fragments of encrypted IM traffic using lightweight 
ML models. Each burst of packets associated with a specific user action is 
treated as a transaction, capturing the temporal and volumetric features 
most representative of that activity while minimizing background noise. 
Second, the study explores whether such transaction-aligned represen-
tations, selectively enriched with concurrent-connection context and 
platform-aware features, can enable accurate and low-latency recogni-
tion of user actions. To this end, we formalize a segmentation strategy 
aligned with user activity boundaries and enrich each transaction with 
features extracted from concurrent secondary connections. Finally, the 
third objective is to design lightweight ML classifiers suitable for real 
time operation. For this purpose, we implement and test models op-
timized for efficiency and adaptability using traffic captured from IM 
platforms.

The nine IM platforms analysed in this study (Discord, Facebook 
Messenger, Instagram, Snapchat, Microsoft Teams, Telegram, WeChat, 
WhatsApp, and X) present diverse connection topologies and back-
ground behaviours. Table 1 summarizes their main communication 
characteristics, highlighting the diversity and representativeness of the 
dataset used. The selection of platforms covers differences in encryption 
schemes, ensuring that the proposed method is evaluated under realistic 
and heterogeneous conditions that reflect the challenges of modern IM 
ecosystems.

The main contributions of this paper are:

• Transaction-centric segmentation for real time action recogni-
tion. We introduce a segmentation strategy that aligns short trans-
actions with user activities, enabling real-time classification without 
the drawbacks of fixed-window aggregation.

• Secondary-transaction enrichment. We demonstrate how concur-
rent connections can provide complementary evidence and selec-
tively integrate them to improve robustness in some platforms.

• ML-based classification of transaction patterns. We demonstrate 
that lightweight tree-based classifiers effectively map encrypted 
transaction features to user actions, balancing accuracy, and effi-
ciency.

• Cross-platform evaluation. We conduct a large-scale study on 
nine IM platforms, validating the generality and robustness of our 
pipeline.

• Dataset creation. We contribute a new dataset of IM traffic traces, 
covering multiple platforms and action types.

• Platform-aware feature selection. Using information gain, we de-
rive compact feature sets that retain discriminative power while re-
ducing computational overhead.

• Comprehensive analysis and ethical discussion. We analyze per-
platform results, investigate limitations in challenging cases, and dis-
cuss ethical implications and threats to validity for real-world use.

The rest of the paper is organised as follows. In Section 2 a review 
of the literature on the topic is made. In Section 3 the materials and 
methods that were used are presented. In Section 4 the results obtained 
are shown and discussed. Finally, in Section 5 the ethical and privacy 
concerns are addressed and in Section 6 the conclusions of our research 
are enumerated.

2.  Literature review

The identification of user activities from encrypted instant messag-
ing traffic has evolved through several methodological stages, reflecting 
different assumptions about data accessibility, privacy, and scalability. 
Early research primarily relied on direct access to application databases 
stored on user devices, while later studies shifted toward analysing ob-
servable network traffic to infer user behaviour without decrypting con-
tent. More recent work has incorporated machine learning to enhance 
recognition accuracy and automation. This section provides a critical 
and structured review of these approaches.
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2.1.  Database-based analysis of messaging activity

Early attempts to supervise messaging activity relied on examining 
local application databases stored on smartphones. For instance, [15] 
and [16] demonstrated that WhatsApp’s database contains a wealth of 
information, including details about messages, recipients, and contact 
list modifications, among other data. While this approach allows recon-
struction of user activity timelines, as shown in [16], it suffers from 
severe ethical and practical limitations. Participants must physically
surrender their devices for inspection, which disrupts natural usage pat-
terns, provides only a temporary snapshot of behaviour, and exposes 
message content in plaintext. These privacy and consent concerns make 
database inspection intrusive, non-scalable, and ethically questionable, 
limiting its feasibility for continuous or remote analysis.

2.2.  Network-traffic-based approaches

In response to the limitations of database inspection, research at-
tention shifted toward network-traffic analysis, where observable flow 
features are used to infer user activity without accessing content. This 
research stream can be categorized into four main methodological lines: 
(i) early flow characterization, (ii) post-connection and offline analysis, 
(iii) flow segmentation and event-based methods, and (iv) fine-grained 
activity fingerprinting frameworks.

2.2.1.  Early flow characterization
Initial network-based studies examined general traffic behaviour 

rather than specific user actions. For instance, Fiadino et al. [17] anal-
ysed WhatsApp network connections to extract Quality of Service (QoS) 
indicators, while [5] studied WeChat’s MMTLS traffic to observe how 
flow characteristics vary with user activity. Although [5] employed ma-
chine learning for traffic flow classification, the considered activities 
(e.g., payments, browsing, subscripting) were not related to typical mes-
saging. These studies confirmed that encrypted flows carry identifiable 
statistical patterns, but they were restricted in scope and did not explore 
user-level activity recognition.

2.2.2.  Post-connection and offline analysis
Another research line examined traffic only after sessions concluded, 

limiting real-time applicability. For example, Ramraj and Usha[18] 
classified normal versus malicious WhatsApp traffic using SSL packet 
lengths and ML models, while [19] attempted to infer activities from 
post-connection traffic traces of WhatsApp and Telegram through man-
ual inspection and predefined rules. This offline, rule-based method 
demonstrated feasibility but lacked scalability, automation, and respon-
siveness, preventing real-time or large-scale deployment.

2.2.3.  Flow segmentation and event-based methods
Later works introduced segmentation to isolate bursts or events 

within network flows. In [3], packet bursts were grouped into events 
when inter-packet delays were below a threshold, filtering out protocol 
noise. While effective for detecting general activity periods, this method 
was focused on identifying channel members, not on discerning actions 
occurring on those events.

Similarly, Conti et al. [20] introduced a framework for analysing en-
crypted network traffic from seven mobile applications (Gmail, Face-
book, Twitter, Tumblr, Dropbox, Google+, and Evernote), applying 
timeout-based segmentation and time-series byte counts to classify user-
initiated actions with ML models. Nevertheless, the approach focused on 
actions initiated by the user, such as sending messages, posting or open-
ing a page, and ignored received messages and notifications, prevent-
ing symmetrical modelling of communication. The framework in [21] 
identified user actions in WeChat and WhatsApp, extending segmenta-
tion by introducing hierarchical structures (flow → session → dialog) 
for WeChat and WhatsApp. Yet it did not handle multiple simultaneous 

connections and required full connection observation. Moreover, each 
detected usage combined both the sending and reception of messages.

Likewise, Li et al. [22] proposed a systematic solution for identify-
ing app activity and the actions occurring within Android applications. 
It used combinatorial optimization to segment flows into bursts, but 
only after full session completion, precluding real-time identification. 
Additionally, the study is primarily focused on app recognition, pro-
viding limited explanation of how the activity detection results were 
obtained and demonstrating only a small proof of concept based on
user-generated Twitter activities. Collectively, these methods advanced 
temporal segmentation but remained dependent on complete flow ob-
servation, hindering real-time inference, and limited cross-platform 
comparison.

2.2.4.  Activity fingerprinting and multi-application frameworks
More recent research adopted ML pipelines for fine-grained activity 

identification. PacketPrint [8] combined sequential XGBoost segmen-
tation with hierarchical Bag-of-Words models and binary classifiers to 
identify app activities from 802.11 frames. Although innovative, this ap-
proach was limited to a predefined set of user-generated actions (e.g., 
browsing, calling) derived from UI components, not encompassing all 
possible activities.

Similarly, NetScope [23] used short 5 ms capture windows, extracted 
statistical features from IP headers, and applied a two-step pipeline (K-
means + SVM) to classify activities. While capable of detecting broad 
app usage, NetScope was restricted to coarse-grained categories such 
as “chat activity” and lacked resolution for distinguishing specific mes-
saging operations. These frameworks illustrate progress in applying ML 
to encrypted traffic but remain computationally demanding, cover sent 
actions only, and restrict real-time operation and cross-platform com-
parison.

2.3.  Summary and research gap

Table 2 presents a comparative summary of the related work on 
encrypted traffic analysis for instant messaging activity fingerprinting, 
alongside our study. It enables comparison of methods, real-time per-
formance, labelling consistency, and main limitations.

Across the literature, several consistent gaps remain unaddressed:

• Dependence on long or complete connection traces, which prevents 
real-time detection.

• Lack of consistent labelling, arising from the use of differing labels or 
activity definitions across platforms, thereby limiting cross-platform 
comparability.

• Heavy, opaque ML models that impede deployment in low-latency 
or resource-constrained environments.

• Neglect of concurrent connections and background traffic, which 
characterize modern IM platforms.

• Limited ethical safeguards and reproducibility, with many datasets 
and parameters unavailable or based on intrusive data collection.

The present work addresses these shortcomings by introducing a uni-
fied, real-time framework that identifies user actions (including both 
sending and receiving messages) from encrypted traffic across nine IM 
platforms. Our method combines transaction-centric segmentation, se-
lective enrichment of secondary connections, and lightweight ML mod-
els, offering a scalable and generalizable approach that overcomes the 
practical and ethical limitations of prior research.

Unlike most studies, which focus on security-related tasks [6] or 
rely on heterogeneous activity labels across applications, this study ad-
dresses the underexplored problem of routine user-action recognition. 
Moreover, the framework supports real-time detection, overcoming the 
common challenge of processing latency in conventional methods [24], 
and extends the application of machine learning beyond traditional uses 
such as intrusion or anomaly detection [25,26].
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Table 2 
Comparative summary of related work in encrypted traffic analysis for instant messaging activity fingerprinting. Note: “Real time” refers to the 
capability of a method to identify network activity as it occurs and “Consistent Labelling” indicates whether the methodology maintains uniform 
class labels across different platforms or applications. 

 Ref. Platform(s) Method / Approach  Real-Time  Consistent Labelling Main Limitation(s)
 [15],[16] WhatsApp Local database inspection on 

smartphones; extraction of user 
activity timelines

 7  Not applicable Requires physical access to de-
vices; intrusive and non-scalable; 
exposes plaintext messages and 
metadata.

 [17] WhatsApp Flow-level QoS analysis (bytes ex-
changed, durations, patterns).

 7  Not applicable Descriptive analysis only; does not 
infer specific user actions.

 [5] WeChat Statistical analysis of MMTLS traf-
fic with ML classification of app 
activities.

 7  3 Focused on non-messaging ac-
tions (payments, ads) and classi-
fied traffic flows.

 [18] WhatsApp SSL packet-length analysis to dis-
tinguish normal vs. malicious traf-
fic using ML models.

 7  3 Aimed at malicious detection 
rather than user activity infer-
ence; post-connection only.

 [19] WhatsApp, Telegram Manual post-connection inspec-
tion; rule-based association of 
packet patterns with actions.

 7  3 Manual, heuristic, and non-
automated; requires full session 
capture; low scalability.

 [3] IM apps Event extraction via packet-burst 
detection based on inter-packet 
delay threshold.

 Partial  Not applicable Identifies bursts but not specific 
actions within them.

 [20] Gmail, Facebook, Twit-
ter, Tumblr, Dropbox, 
Google+, Evernote

Timeout-based segmentation; ML 
classification of user-initiated ac-
tions.

 7  7 Considers only sent actions; no re-
ceived message handling; limited 
cross-app comparability.

 [21] WeChat, WhatsApp Hierarchical segmentation (flow 
→ session → dialogue) combined 
with ML classification.

 7  3 Requires full flow observation; 
merges send/receive actions.

 [22] Android apps (e.g., Twit-
ter)

Flow division into bursts via com-
binatorial optimization and deci-
sion logic.

 7  7 Needs complete flow capture; 
limited proof of concept; weak 
methodological explanation.

 [8] 802.11 frames PacketPrint: Sequential XGBoost 
segmentation + Hierarchical Bag-
of-Words + Binary classifiers for 
activity fingerprinting.

 Partial  7 Considers only user-generated ac-
tions derive from UI components; 
computationally heavy.

 [23] Multiple smartphone 
apps (e.g., Snapchat, 
WhatsApp)

NetScope: short 5 ms windows, 
26 statistical features, K-means + 
SVM two-stage classification.

 7  3 Detects broad app usage only; 
lacks fine-grained action distinc-
tion; resource-intensive.

 This work 9 IM platforms (Discord, 
Facebook Messenger, In-
stagram, Snapchat, Mi-
crosoft Teams, Telegram, 
WeChat, WhatsApp, and 
X)

transaction-centric segmentation, 
secondary-connection enrich-
ment, and lightweight tree-based 
ML classifiers

 3  3 Residual challenges with highly 
dynamic background traffic (e.g., 
Instagram, X); otherwise robust, 
generalizable and consistent la-
belling across platforms.

3.  Materials and methods

3.1.  Characterization

This subsection presents an exploratory characterization of en-
crypted instant messaging traffic to understand the structure, type, and 
temporal dynamics of the network connections involved. The insights 
obtained here form the empirical foundation for the segmentation and 
classification framework. All key parameters and thresholds were de-
rived from measured traffic statistics obtained during the manual char-
acterization stage, ensuring reproducibility, transparency, and cross-
platform robustness.

3.1.1.  Exploratory analysis and data acquisition
To conduct a preliminary characterization of the traffic generated 

by these messaging platforms, we captured and visually inspected 50 
real connections for each platform, each lasting 10 s and encompassing 
various types of message exchanges. All captures were performed in con-
trolled environments without intercepting third-party communications, 
ensuring full ethical compliance.

Recognizing that messaging platforms employ different transmission 
mechanisms depending on the device or environment, we established 
connections using a variety of software, including mobile apps, web in-
terfaces accessed via different browsers, and desktop applications run-
ning on multiple operating systems. For each connection, we derived a 
packet timeline, with each packet represented by a column whose height 

was proportional to its size (see Figs. 1 and 2 for examples from What-
sApp and X, respectively).

3.1.2.  Connection taxonomy and behavioural patterns
After careful inspection, several key conclusions were reached. As 

anticipated, no significant variations in behaviour were observed when 
sending or receiving messages across different software environments. 
The connections remained consistent regardless of the underlying oper-
ating system, mobile app, web environment, or desktop version used. 
Additionally, we identified three distinct types of connections that ap-
peared consistently across all platforms.

Principal Connection: This connection initiates as soon as a user ac-
cesses the platform and persists until the user exits. It includes 
signalling data associated with the transmission of messages, 
both sent and received. Typically, it is characterised by a low 
data rate and long duration.

Secondary Connection: Triggered exclusively when a file is being up-
loaded to or downloaded from the server, such as audio files, 
media content, or documents. It is generally marked by heavy 
data flows and short duration.

Control Connection: Responsible for facilitating the exchange of 
statistics and application-specific information, including the 
transmission of short-lived, temporary private keys. These con-
nections are short-lived and involve the exchange of small pack-
ets.
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Fig. 1. Example of message signalling in a WhatsApp principal connection (Plotting packets with more than 100 bytes).

Fig. 2. Example of message signalling in an X principal connection (Plotting packets with more than 100 bytes).

It was particularly intriguing to observe that message transmission 
patterns could often be visually inferred along principal connections, 
though this was not equally straightforward across all platforms. What-
sApp exhibited the most discernible and structured patterns, making it 
the most suitable for visual analysis, whereas X proved to be the most 
challenging platform for pattern identification. Figs. 1 and 2 illustrate 
these visual patterns for different message types on WhatsApp and X, 
respectively. The remaining platforms fell between these two extremes.

3.1.3.  Temporal behaviour and transaction segmentation
It was observed that within the packet timeline (traffic flow) that 

periods of activity and inactivity were alternated. All connections could 
therefore be divided into discrete transactions based on the time interval 
between consecutive packets. A transaction is defined as a period during 
which a single message is either transmitted or received, or a period 
of inactivity during which no information is exchanged. Consequently, 
when the time interval between two packets exceeds a certain threshold, 
it marks the end of one transaction and the start of a new one. This 
segmentation approach is particularly advantageous because it enables 
real-time processing of encrypted traffic.

Determining the optimal threshold for segmentation was crucial. Set-
ting the threshold too high would result in multiple independent mes-
sages being grouped into a single transaction [20], reducing accuracy in 
message type discrimination and message count estimation. Conversely, 
setting it too low could cause packets belonging to the same message to 
be split across separate transactions [3], complicating correct message 
identification.

To ensure that the selected time threshold was not arbitrary, we anal-
ysed the temporal statistics obtained from the 50 inspected connections 
(see Section 3.1.1). Specifically, we calculated two metrics: (i) the max-
imum inter-packet interval observed within transactions (max(Δ𝑡intra)), 
and (ii) the minimum inter-packet interval between consecutive transac-
tions (min(Δ𝑡inter)). These two quantities define a separation window in 
which packets belonging to the same message remain temporally corre-
lated, while packets beyond this range indicate the start of a new trans-
action. Additionally, the mean intra-transaction and inter-transaction 
intervals (Δ𝑡intra and Δ𝑡inter) were computed to evaluate the overall com-
pactness and periodicity of message transmissions.

Across the inspected samples, the values of max(Δ𝑡intra) and 
min(Δ𝑡inter) were found to be 0.97 s and 1.04 s, respectively, resulting 
in an extremely narrow separation window of only 0.07 s. The mean 
intra-transaction interval (Δ𝑡intra = 0.0166 s) and mean inter-transaction 
interval (Δ𝑡inter = 5.8441 s) further confirm the strong temporal con-

Fig. 3. Example of a WhatsApp principal connection segmented into transac-
tions. Each coloured stripe represents a transaction labelled with identifier t* 
(from t0 to t8).

trast between message bursts and distinct transactions. Although the 
boundary between the maximum intra- and minimum inter-intervals 
is tight, the large difference in their mean values indicates that intra-
transaction activity remains highly compact and well separated in time 
from subsequent transactions. Consequently, a threshold of 1 s was 
adopted as a robust and representative value, balancing segmentation 
precision with temporal consistency across platforms. This result rein-
forces the statistical separability of intra- and inter-transaction timings, 
supporting the validity of a global time threshold for real-time message
segmentation.

Fig. 3 presents an example of a WhatsApp principal connection seg-
mented into eight transactions according to this criterion. The connec-
tion was captured in a real-world scenario involving three transmitted 
messages. Each coloured stripe represents a transaction labelled with the 
identifier t*. The figure shows that inter-packet intervals within a trans-
action are consistently less than one second, while transaction bound-
aries occur when the interval exceeds this threshold.

The analysis further revealed two distinct types of transactions: those 
corresponding to periods of inactivity (t0, t1, t2, t4, t6, and t8) and those 
linked to user actions (t3, t5, and t7). Interestingly, during active user 
conversations, the number of inactivity transactions (hereafter referred 
to as StandBy) often exceeded those representing user actions. The 
magnitude of this imbalance varied between platforms, an observation 
that later guided the design of our datasets to replicate this behaviour
accurately.
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3.1.4.  Summary of observations and design implications
The characterization presented in this subsection established the 

foundation for our subsequent segmentation and classification frame-
work. By identifying the structural and temporal properties of encrypted 
IM traffic, we confirmed that such traffic can be effectively represented 
as a series of short, well-defined transactions distributed across multiple 
concurrent connections. These findings directly motivated the empirical 
classification and feature-extraction strategy detailed in Section 3.2, en-
suring that the design of our framework is data-driven and grounded in 
measurable traffic behaviour.

3.2.  Feature extraction and transaction classification

This subsection describes the extraction of transaction-level features 
used as input to the machine learning algorithm responsible for identify-
ing user actions within each transaction. The process was implemented 
using the Zeek scripting language and involved the segmentation of con-
nections into transactions, extraction of statistical features, and classifi-
cation of connection types. These procedures collectively form the basis 
of our data-driven representation of encrypted instant messaging traffic.

3.2.1.  Transaction-level data collection with zeek
Zeek is a powerful network security analysis framework capable 

of monitoring network traffic and generating detailed connection logs 
[27]. By default, it produces the conn.log file, which records detailed 
metadata for all concluded connections, including IP addresses and 
ports, transport protocol, connection state and history, duration, and 
bytes or packets transmitted and received.

However, analysing entire connections is insufficient for our pur-
pose, as complete connection-level data does not allow for distinguish-
ing individual user messages. To address this limitation, we developed a 
custom Zeek script that segments connections into the individual trans-
actions defined in Section 3.1. This segmentation allows for fine-grained 
representation of traffic bursts corresponding to discrete user actions.

3.2.2.  Identification of platform connections
To accurately associate network connections with their correspond-

ing IM platforms, a reference database was constructed linking known 
server IP addresses to each service. This database serves as a dynamic 
mapping resource that enables consistent identification of platform-
related traffic even as infrastructures evolve. Given that messaging 
providers frequently modify or expand their server networks, due to 
content delivery optimizations, regional deployments, or version up-
dates, the database is designed to be regularly maintained and updated 
to incorporate newly observed IP addresses and to remove deprecated 
ones. This continuous update process ensures that platform attribu-
tion remains accurate and reliable over time. During capture, our Zeek 
script continuously inspects incoming packets, filtering those belong-
ing to these identified IPs and tracking relevant statistics in real time. 
The script also determines when a transaction ends and a new one be-
gins, using the one-second inter-packet threshold defined in the previous 
section. Once a transaction concludes, Zeek automatically extracts and 
stores its statistical features.

3.2.3.  Feature definition and classification of connection types
For each transaction, we recorded the duration, total bytes and pack-

ets sent or received, and other attributes derived from Zeek’s connection 
metadata. Some information typically found in conn.log, such as IP ad-
dresses, port numbers, or connection state, was excluded, as these are 
not discriminative for transaction-level analysis and, in many cases, in-
complete (since connections may not be terminated).

To enhance model performance, we extended Zeek’s standard fields 
by computing additional statistical descriptors within our custom script. 
Table 3 lists the complete set of parameters extracted per transaction. 
These features capture both the intensity and variability of packet ex-
changes within a transaction, providing a compact yet expressive nu-
merical representation suitable for machine learning classification.

The extraction process was applied across all transactions from prin-
cipal, secondary, and control connections. Transactions are classified 
as new when they are the first identified within a connection or estab-
lished when related to an already active connection. To associate each 
new transaction with a connection type, we employed a straightforward 
yet robust rule grounded in the behavioural analysis of Section 3.1.

We continuously track active connections and allow only one princi-
pal connection per communication session with a messaging platform. If 
no principal connection is active, the next new transaction is classified 
as belonging to the principal connection and marked as active. If a prin-
cipal connection is active, all subsequent new transactions are treated as 
secondary connections unless the transaction’s total byte sum is below 
the empirically derived threshold of 20 kB, in which case it is classified 
as a control connection.

To calculate the threshold, we analysed the byte statistics obtained 
from the 50 inspected connections. Specifically, we calculated two ref-
erence metrics: (i) the maximum total bytes observed within control 
connections (max(𝐵control)), and (ii) the minimum total bytes observed 
within secondary connections (min(𝐵secondary)). These quantities define 
a separation window that reflects the natural discontinuity in data vol-
ume between both connection types. Across the inspected samples, 
max(𝐵control) and min(𝐵secondary) were found to be 14.9 kB and 25.1 kB, 
respectively, resulting in a non-overlapping gap of approximately 10 kB. 
The threshold was then calculated as the midpoint between these two 
empirical boundaries:

𝐵threshold =
max(𝐵control) + min(𝐵secondary)

2
≈ 20 kB

This approach yields a representative and robust value of 20 kB, 
ensuring consistent separation between control and secondary connec-
tions. The mean values within each group further support this differ-
entiation: control connections average less than 5.3 kB per transaction, 
whereas secondary connections exhibit average data exchanges exceed-
ing 10.6MB. Consequently, the selected threshold reflects an intrinsic 
statistical property of the traffic rather than an arbitrary configuration. 
As with the time-based segmentation criterion, this empirical procedure 
can be repeated whenever platform behaviour evolves, ensuring adapt-
ability and reproducibility across future studies.

Thus, secondary transactions can provide complementary evidence 
when occurring concurrently with principal ones, particularly during 
multimedia exchanges. For example, when an image is transmitted, sig-
nalling data travel over the principal connection while the media file 
itself is transferred through a secondary connection. To capture this in-
teraction, we enrich the principal transaction with information from 
any secondary transaction occurring within 2.5 s of it. No secondary 
connection was observed beyond this value. This enrichment rule was 
derived empirically from the temporal characterisation described in
Section 3.1.

3.2.4.  Robustness and generalizability of the approach
To support reproducibility, a reference database linking known 

server IP addresses to their respective IM platforms was constructed 
and is periodically updated, ensuring accurate identification of plat-
form endpoints despite ongoing infrastructure or deployment changes. 
However, the distinction between connection types does not rely on 
IP-based identification. Instead, the classification process is governed 
exclusively by a set of behavioural and statistical rules derived from 
message dynamics and traffic patterns. This rule-based design guaran-
tees that the method remains robust even when IP addresses or port 
numbers are reassigned. For instance, when a server previously used 
for a principal connection later hosts a secondary one. Consequently, 
the approach is both interpretable and platform-agnostic, offering long-
term reliability and adaptability across diverse and evolving IM envi-
ronments, while addressing one of the key limitations identified in prior
literature.
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Table 3 
Transaction parameters extracted per transaction.
 ID  Name  Description
 1  meanByteSent  Mean payload bytes per packet sent (excluding packets with a payload of 0).
 2  meanByteRx  Mean payload bytes per packet received (excluding packets with a payload of 0).
 3  stdByteSent  Standard deviation of payload bytes per packet sent (excluding packets with a payload of 0).
 4  stdByteRx  Standard deviation of payload bytes per packet received (excluding packets with a payload of 0).
 5  pktSent  Total number of packets sent with non-zero payload.
 6  pktRx  Total number of packets received with non-zero payload.
 7  meanTime  Mean interval time between packets.
 8  stdTime  Standard deviation of interval time between packets.
 9  time  Duration (in seconds) during which the packets were transmitted.

3.3.  Data collection

Constructing a dataset for training and testing machine learning al-
gorithms is essential to determining the most effective approach for in-
stant messaging detection. To achieve this, we meticulously created ded-
icated datasets for each platform studied, as outlined in Table 4. The 
data generation process was comprehensively designed to replicate typ-
ical user behaviour, including typing messages and exchanging common 
multimedia content like audio and images.

3.3.1.  Traffic generation and capture setup
The data generation process began with two Android Studio phone 

emulators accessing the respective platforms, while a dedicated Python 
script controlled their keyboard and touch inputs. The script was care-
fully developed to emulate realistic user actions, including varying typ-
ing speeds and the specific steps required to send multimedia messages 
in real time. This approach allows the generation of labelled traffic 
from real instant messaging platforms, reflecting authentic network pat-
terns without requiring real users. Although the user actions are simu-
lated, the resulting traffic captures real-world network behaviours and 
interactions, providing a realistic and representative dataset. To further
demonstrate the realism of the generated dataset, the best-performing 
WhatsApp model was evaluated using traffic captured from an actual 
conversation between two users exchanging 30 text messages.

3.3.2.  Transaction capture and feature enrichment
The encrypted network traffic from both emulated phones was cap-

tured and analysed using Zeek. The features of each transaction were 
categorised based on the connection they belonged to (as explained in 
Section 3.2.3). If a transaction was identified as part of the principal con-
nection, it was further enriched with information from a secondary con-
nection transaction, provided the secondary transaction occurred within 
2.5 s of the principal transaction, as previously explained. Thus, the 
feature vector contains both arrays of features if enriched, or only the 
principal transaction features expanded with zeros.

3.3.3.  Automatic labelling and dataset composition
These transactions were compiled into a dataset and automatically 

labelled according to predefined classes, as shown in Table 4. The 
Python script facilitated this labelling process by tracking the timestamp 
of each sent message. The SB label (StandBy) was assigned to transac-
tions with no activity, while other labels indicated whether a message 
was received (ending in R) or sent (ending in S). Messages were cate-
gorised as either text messages (T) or multimedia messages (MI), with 
multimedia messages typically generating a secondary connection.

This procedure allowed us to create realistic datasets, as the plat-
forms generated traffic flows representative of typical user behaviour 
during message exchanges. As noted in Section 3.1, StandBy transac-
tions (SB) are more prevalent than other types, although their frequency 
varies depending on the platform.

Table 4 
Datasets instances for each tested platform.
 Platform  Label  Instances  Platform  Label  Instances

 MIR  881  MIR  982
 MIS  999  MIS  1008

 Discord  SB  3930  Facebook  SB  3421
 TR  678  Messenger  TR  967
 TS  1033  TS  1005
 MIR  980  MIR  1095
 MIS  1047  MIS  1110

 Instagram  SB  3925  Snapchat  SB  8355
 TR  1044  TR  1005
 TS  926  TS  1005
 MIR  992  MIR  1104
 MIS  948  MIS  1112

 Teams  SB  4724  Telegram  SB  14910
 TR  1003  TR  1003
 TS  1005  TS  1031
 MIR  879  MIR  1075
 MIS  875  MIS  1111

 WeChat  SB  2030  WhatsApp  SB  8889
 TR  916  TR  1072
 TS  878  TS  1047
 MIR  1251  MIR  Multimedia Reception
 MIS  1245  MIS  Multimedia Sending

 X  SB  7670  SB  StandBy
 TR  929  TR  Text Reception
 TS  593  TS  Text Sending

3.4.  Feature selection

3.4.1.  Information gain and feature ranking methodology
In the context of classifying datasets, entropy measures the degree 

of information among the classes within the data. Information gain, on 
the other hand, quantifies how much a specific feature reduces this en-
tropy when the data is split based on that feature. A higher information 
gain suggests that the feature is more valuable for decision-making in a 
classification model. Mathematically, information gain is calculated as 
follows:

𝐼𝐺(𝐶𝑙𝑎𝑠𝑠, 𝐹 𝑒𝑎𝑡𝑢𝑟𝑒) = 𝐻(𝐶𝑙𝑎𝑠𝑠) −𝐻(𝐶𝑙𝑎𝑠𝑠|𝐹𝑒𝑎𝑡𝑢𝑟𝑒)

Where:
𝐻(𝐶𝑙𝑎𝑠𝑠) represents the entropy of the dataset with respect to the 

class variable.
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𝐻(𝐶𝑙𝑎𝑠𝑠|𝐹𝑒𝑎𝑡𝑢𝑟𝑒) represents the conditional entropy of the dataset 
after it has been split based on the value of the feature, essentially mea-
suring the remaining disorder.

To understand the factors influencing multi-class classification 
within each platform’s dataset, we conducted a feature ranking anal-
ysis based on information gain, using the datasets outlined in Table 4. 
This analysis allowed us to identify which features have the most signif-
icant impact on classification outcomes and to detect any discrepancies 
among the platforms. The feature rankings, determined by the informa-
tion gain for each feature across platforms, are presented in Table 5. 
A feature name ending in _conn2 belongs to an associated secondary 
transaction. Otherwise, it is associated with a principal transaction.

3.4.2.  Platform-specific feature relevance and analysis
As shown in Table 5a and c, in Discord and Instagram, the features 

from secondary transactions are not relevant, with information gains 
close to zero, whereas features from principal transactions exhibit in-
formation gains exceeding 0.3. Similarly, in Facebook Messenger and 
WhatsApp (see Table 5b and h, respectively), there is a modest infor-
mation gain gap of 0.05 between features from principal and secondary 
connections. Conversely, Snapchat and Teams (see Table 5d and e, re-
spectively) display a larger gap of 0.13 points, indicating a greater dis-
crepancy between the significance of these features.

In contrast, secondary connection features in Telegram (see Table 5f) 
are notably relevant, with most features showing information gains 
above 0.15, indicating their significant role alongside principal trans-
action features in the rankings. A similar pattern is observed in X (see 
Table 5i), where secondary transaction features are intermingled with 
those from principal transactions, though their information gains are 
lower than in Telegram, which explains poorer classification perfor-
mance. Moreover, in WeChat (see Table 5g), all features, including those 
from secondary transactions, are highly relevant, with even higher infor-
mation gains, indicating their substantial usefulness in the classification 
task.

In conclusion, the results demonstrate that in Telegram, X, and 
WeChat, considering features from associated secondary transactions for 
training the machine learning algorithms is crucial. In contrast, for the 
other platforms, secondary transaction features may not be as relevant 
to distinguish different classes. Therefore, for Telegram, X, and WeChat, 
our machine learning models will incorporate both principal and sec-
ondary associated transactions, while for the other platforms, models 
will be built using only principal transaction features.

3.5.  Algorithm selection and model construction

Each machine learning algorithm offers its unique strengths, and the 
selection of the most suitable algorithm depends on the specific nature 
of the data and the balance between predictive accuracy and compu-
tational complexity. To determine the optimal algorithm for the mes-
sage detection task, a detailed evaluation was conducted, considering 
the metrics outlined in Table 6.

Prior to training and testing all machine learning algorithms, an 
experiment was performed to assess the appropriate amount of data 
needed to train and test a model effectively. This experiment involved 
training a Random Forest model with 100 decision trees, varying the 
proportion of training data between 30% and 80% (in 10% increments) 
of the dataset, with the remaining data used for testing. The results sug-
gested that a 50/50 split between training and testing data provided the 
most efficient balance, only the 50% and 80% options are reported in 
the results section for clarity.

Subsequently, various algorithms were trained and tested (Support 
Vector Machine, Stochastic Gradient Descent, Nearest Neighbour, Near-
est Centroid, Gaussian Naïve Bayes, Bernoulli Naïve Bayes, Decision 
Tree, Boosting with Decision Trees, Bagging with Decision Trees, Ran-
dom Forest and Multilayer Perceptron). Therefore, for each platform, 
the three algorithms that present the best results were further trained 

and optimised by adjusting hyperparameters such as tree depth, the 
number of trees, and the number of nodes. This optimisation process 
ensured that each model was finely tuned to achieve the highest possi-
ble performance. By carefully calibrating these parameters, the models 
were able to effectively capture complex patterns in the data while min-
imising overfitting.

The experiments in this section were implemented using the scikit-
learn package in Python, and the code was developed and executed in 
a Google Colab Python 3 environment.

4.  Results and discussion

The following subsections present our results in four parts: (i) train-
ing size optimization and model selection, (ii) cross-platform perfor-
mance evaluation, (iii) feature relevance and real-time capabilities, and 
(iv) comparative analysis with existing works.

4.1.  Training size optimization and model selection

Table 7 shows the results for training size optimisation. It presents 
the performance metrics for the Random Forest model, configured with 
100 Decision Trees and trained using 50% and 80% of the dataset. As 
observed, the variation in results across different platforms when ad-
justing the amount of training data is minimal, with a deviation of less 
than 1%. However, a notable difference is observed in the test time per 
transaction, measured in milliseconds, which increases as the amount 
of training data grows.

The results in Table 7 demonstrate that training the algorithms with 
50% of the total dataset is optimal. This balance provides sufficient in-
formation for the models to learn patterns while ensuring the training 
data represents all possible cases. Training with a larger portion, such 
as 80%, can lead to overfitting, as evidenced by the lower F1-score, re-
call, and precision metrics. Additionally, the time required to predict a 
new instance, increases with more training data due to the complexity 
of the model, which takes longer to make decisions. Therefore, a 50%-
50% training-test split ensures that the models generalise well to new 
data, optimising performance without overfitting and providing reliable 
predictions across various scenarios.

4.2.  Performance evaluation across platforms

The performance metrics for the MLP model and the top three tech-
niques, Random Forest, Bagging, and Boosting with Decision Trees, op-
timised using the Random Search method and trained on 50% of the 
dataset, with the remaining portion reserved for testing, are shown in 
Table 8, with the best model highlighted in bold. All platforms demon-
strate satisfactory results, achieving over 79% in their performance met-
rics, with the exceptions of Instagram and X, which do not exceed 65%. 
In this Table 8 the performance results obtained for an optimised MLP 
classifier are also included. Lastly, Table 9 displays the confusion matri-
ces for the best-performing model on each platform.

As illustrated in Table 8, it is clear that Decision Tree-based algo-
rithms (Bagging, Boosting, and Random Forest) consistently deliver the 
best results for detecting user activity on instant messaging platforms. 
While other algorithms also perform well, their training and testing 
times are considerably longer. These three models, except those asso-
ciated with Instagram and X, achieve promising results, with F1-scores 
exceeding 79% and accuracy rates above 82%. Notably, the number 
of trees/estimators and their depth vary significantly depending on the 
platform, suggesting that a single model would not be effective across 
all platforms.

Furthermore, as shown in Table 9, the most common errors occur 
when the model misinterprets periods of inactivity as periods of activ-
ity and vice versa, though the latter is less frequent. This indicates that 
while the models may sometimes fail to detect a message exchange, they 
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Table 5 
Feature ranking generated by the information gain.
 (a) Discord
Feature IG

meanByteSent 0.8289
meanByteRx 0.7689
stdByteSent 0.7002
pktSent 0.6099
time 0.5937
stdByteRx 0.5530
pktRx 0.5504
meanTime 0.4067
desvTime 0.3526
meanTime_conn2 0.0372
time_conn2 0.0291
pktRx_conn2 0.0265
meanByteSent_conn2 0.0254
pktSent_conn2 0.0244
meanByteRx_conn2 0.0243
desvTime_conn2 0.0163
stdByteSent_conn2 0.0083
stdByteRx_conn2 0.0050

 (b) Facebook Messenger
Feature IG
meanByteSent 0.8386
meanByteRx 0.8303
stdByteRx 0.7402
stdByteSent 0.5639
time 0.5252
pktSent 0.4476
meanByteRx_conn2 0.4383
pktRx 0.4272
meanByteSent_conn2 0.4035
desvTime 0.3949
meanTime 0.3821
pktSent_conn2 0.3301
time_conn2 0.2976
meanTime_conn2 0.2733
stdByteRx_conn2 0.2553
stdByteSent_conn2 0.2403
pktRx_conn2 0.2401
desvTime_conn2 0.2208

 (c) Instagram
Feature IG
meanByteRx 0.6223
meanByteSent 0.5766
meanTime 0.5076
stdByteRx 0.4317
desvTime 0.4193
time 0.3935
stdByteSent 0.3366
pktSent 0.3185
pktRx 0.3177
time_conn2 0.0992
desvTime_conn2 0.0909
meanTime_conn2 0.0822
meanByteSent_conn2 0.0819
meanByteRx_conn2 0.0750
pktSent_conn2 0.0748
pktRx_conn2 0.07141
stdByteSent_conn2 0.0482
stdByteRx_conn2 0.0362

 (d) Snapchat
Feature IG
meanByteSent 0.6868
meanByteRx 0.5987
stdByteRx 0.5889
stdByteSent 0.4500
desvTime 0.3653
meanTime 0.2848
pktRx 0.2743
time 0.1842
pktSent 0.1581
meanByteSent_conn2 0.0296
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Table 5 
Continued.

Feature IG

desvTime_conn2 0.0268
meanTime_conn2 0.0240
pktSent_conn2 0.0200
stdByteSent_conn2 0.0175
stdByteRx_conn2 0.0130
pktRx_conn2 0.0111
time_conn2 0.0105
meanByteRx_conn2 0.0102

 (e) Teams
Feature IG
meanByteSent 0.6883
meanByteRx 0.6014
stdByteRx 0.5914
stdByteSent 0.4460
desvTime 0.3653
meanTime 0.2848
pktRx 0.2674
time 0.1843
pktSent 0.1518
meanByteRx_conn2 0.0237
desvTime_conn2 0.0225
pktSent_conn2 0.02141
stdByteSent_conn2 0.0211
meanByteSent_conn2 0.0203
pktRx_conn2 0.0191
meanTime_conn2 0.0165
stdByteRx_conn2 0.0114
time_conn2 0.0073

 (f) Telegram
Feature IG
meanByteRx 0.4889
stdByteRx 0.4228
pktRx 0.2844
pktSent 0.2770
time 0.2709
meanTime_conn2 0.2425
pktSent_conn2 0.2312
meanByteRx_conn2 0.2301
desvTime_conn2 0.2275
meanByteSent_conn2 0.2264
meanByteSent 0.2167
time_conn2 0.2165
meanTime 0.2044
stdByteSent 0.1935
pktRx_conn2 0.1777
stdByteSent_conn2 0.1586
desvTime 0.1502
stdByteRx_conn2 0.0201

 (g) WeChat
Feature IG
meanByteSent 0.8396
meanByteRx 0.7859
stdByteSent 0.7068
time 0.6564
meanByteSent_conn2 0.6238
stdByteRx 0.5815
pktSent 0.5593
pktRx 0.5490
meanTime 0.5318
meanByteRx_conn2 0.5190
desvTime 0.4889
stdByteSent_conn2 0.4680
pktSent_conn2 0.4469
time_conn2 0.4226
stdByteRx_conn2 0.3280
pktRx_conn2 0.3177
meanTime_conn2 0.2976
desvTime_conn2 0.2615

 (h) WhatsApp
Feature IG
meanByteRx 0.8913
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Table 5 
Continued.

Feature IG

stdByteSent 0.8433
meanByteSent 0.8352
stdByteRx 0.5248
pktSent 0.4159
time 0.4011
pktRx 0.3892
desvTime 0.2756
meanTime 0.2580
meanByteRx_conn2 0.1941
pktRx_conn2 0.1852
meanByteSent_conn2 0.1768
pktSent_conn2 0.1738
desvTime_conn2 0.1484
time_conn2 0.1394
meanTime_conn2 0.1324
stdByteRx_conn2 0.1043
stdByteSent_conn2 0.1028

 (i) X
Feature IG
meanByteRx 0.3333
meanByteSent 0.2542
pktSent 0.2011
desvTime 0.1920
meanByteRx_conn2 0.1809
time 0.1763
meanTime 0.1726
time_conn2 0.1682
stdByteRx 0.1667
meanByteSent_conn2 0.1390
stdByteSent 0.1254
pktSent_conn2 0.1225
pktRx_conn2 0.1166
pktRx 0.1161
meanTime_conn2 0.1076
stdByteSent_conn2 0.1035
desvTime_conn2 0.0876
stdByteRx_conn2 0.0752

Table 6 
Performance metrics.
 Metric Description

 Recall Recall measures a model’s ability to correctly identify all relevant instances within a dataset.
 Precision Precision evaluates a model’s accuracy in classifying positive instances among all instances it labels as positive.
 Accuracy Accuracy measures the proportion of correct predictions among the total number of cases examined.
 Error Rate The error rate is the complement of accuracy and quantifies the proportion of incorrect predictions.
 F1 Score The F1 score is a harmonic mean of precision and recall.
 Inference Time Inference time quantifies the time taken by a trained model to make predictions on new, unseen data.
 Confusion matrix A confusion matrix is a table used to evaluate the performance of a classification algorithm. It shows the real versus predicted 

classifications.

correctly identify the type of message when they do. This pattern is con-
sistent across platforms, except for Instagram and X, which produce the 
worst results. On Instagram (see Figure 9c), periods of inactivity are of-
ten mistaken for activity, and the model struggles to identify the message 
type. Conversely, while X correctly identifies message types, it tends to 
predict inactivity even when messages are exchanged (see Figure 9i). 
This discrepancy may be attributed to background processes in these 
platforms, which increase signalling traffic and obscure user-initiated 
actions. Instagram and X offer a broader range of in-app activities be-
yond message exchange, and some of them can generate second-plane 
traffic even when not actively performed by the user. Such second-plane 
activities introduce noise and make it more difficult for the model to ac-
curately discern user behaviour.

Deep learning algorithms are often herald for their ability to han-
dle complex data. However, this analysis demonstrates that tree-based 
methods, particularly Random Forest and Bagging, can outperform deep 
learning models like MLP classifier in this scenario. This is because tree-

based methods are better suited to the nature of the data and the scale 
of this particular problem. When dealing with a dataset which is not 
massive, as it is the case, where the patterns are not particularly hidden 
and the task involves structured data with clear feature relationships, 
deep learning models might be overkill or less effective. The dataset 
may not provide enough complexity or the volume necessary to justify 
their use. Conversely, tree-based models provide a balance accuracy, in-
terpretability, robustness, and computational efficiency, making them a 
practical and effective solution for many classification tasks. Nonethe-
less, continued refinement and platform-specific adaptations could fur-
ther enhance performance, particularly on more challenging platforms 
like Instagram and X.

4.3.  Feature relevance and real-time detection capabilities

The feature ranking analysis based on information gain (see Table 5) 
further clarifies the relationship between machine learning performance 
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Table 7 
Performance metrics obtained by Random Forest with 100 Decision Trees, 
varying the training size between the 50% and 80% of the dataset (the 
remaining data is used to test).
 Platform  Train size  Prec  Recall  F1  Acc  Error  Inference time (ms)
 Discord  0.8  0.90  0.89  0.89  0.90  0.09  0.27

 0.5  0.91  0.89  0.90  0.91  0.08  0.15
 Facebook  0.8  0.91  0.87  0.89  0.89  0.10  0.35
 Messenger  0.5  0.92  0.87  0.89  0.90  0.09  0.28
 Instagram  0.8  0.66  0.62  0.64  0.69  0.30  0.21

 0.5  0.66  0.63  0.64  0.70  0.29  0.15
 Snapchat  0.8  0.87  0.81  0.84  0.89  0.10  0.16

 0.5  0.86  0.80  0.83  0.88  0.11  0.12
 Teams  0.8  0.82  0.76  0.79  0.81  0.18  0.19

 0.5  0.83  0.77  0.80  0.82  0.17  0.13
 Telegram  0.8  0.90  0.78  0.83  0.93  0.06  0.18

 0.5  0.90  0.79  0.84  0.93  0.06  0.14
 WeChat  0.8  0.92  0.90  0.91  0.92  0.07  0.15

 0.5  0.91  0.89  0.90  0.91  0.08  0.12
 WhatsApp  0.8  0.99  0.98  0.98  0.99  0.00  0.12

 0.5  0.98  0.98  0.98  0.98  0.01  0.06
 X  0.8  0.63  0.59  0.61  0.74  0.25  0.25

 0.5  0.65  0.61  0.62  0.75  0.24  0.18

metrics and the features extracted from each platform. For instance, 
WhatsApp, which exhibits superior performance, has features with sig-
nificant information gain that effectively distinguish user activities. In 
contrast, X, which shows poorer results, presents features with low in-
formation gain. This disparity suggests that the effectiveness of machine 
learning models is closely tied to the discriminative power of the fea-
tures on each platform. Understanding these differences can guide future 
efforts in optimising feature extraction and selection strategies tailored 
to specific platforms.

We generated and collected data by simulating the behaviour of 
users exchanging messages on the studied platforms. While this pro-
cess accurately mimics user behaviour, it is important to acknowledge 
that it doesn’t involve real individuals, which may result in slight varia-
tions compared to actual user patterns. In addition, to validate that the 
generated dataset contains real and representative traffic, we evaluated 
the WhatsApp Random Forest model described in Table 7 using traffic 
captured from an actual conversation between two real users who ex-
changed 30 text messages. This evaluation achieved a F1-score of 0.95, 
only 0.03 points lower than the 0.98 obtained on the test portion of 
the generated dataset, demonstrating that the data generation process 
effectively replicates the users’ behaviours.

Lastly, it is interesting to remark that the traffic segmentation ap-
proach based on time threshold criteria enables real-time classification. 
This method allows for classification while packets are being transmit-
ted, rather than waiting for the connections to end, thereby facilitating 
real-time applications.

4.4.  Comparative analysis with related work

To assess the competitiveness and realism of the proposed method, 
we compared its performance against representative studies addressing 
user activity detection in encrypted traffic (see Section 2). Table 10 sum-
marizes the most directly comparable results, showing that our approach 
achieves competitive or superior performance across several platforms, 
despite operating under more diverse and realistic experimental condi-
tions.

In [20], message-sending events on Facebook and Twitter were de-
tected with perfect metrics (1.0 precision, recall, and F1-scores). How-
ever, these results were achieved using labelled packet datasets that
excluded actions not initiated by the observed user (e.g., message re-
ception), and grouped unrecognised activities into a generic “other” cat-
egory. This constrained setup simplifies the classification problem but 
limits realism and generalizability. In contrast, our framework captures 
a broader range of communication events and employs a more repre-
sentative dataset and feature-selection process, yielding slightly lower 
F1-scores for Facebook (0.89 vs. 1.0 in [20]) under substantially more 
realistic conditions.

Similarly, Li et al. [22] reported strong performance when identify-
ing entry point (EP) methods in Twitter traffic, achieving an F1-score of 
0.968 on a small dataset of 1706 flows. Nevertheless, their dataset was 
synthetically generated using the Monkey tool, which produced pseu-
dorandom event sequences rather than actual user interactions. Their 
results, while high, therefore reflect an idealized setting rather than re-
alistic communication patterns. Our work extends this line of research 
by analysing both message sending and reception across nine IM plat-
forms using traffic generated through controlled, user-driven experi-
ments. This design captures genuine behavioural variability and ensures 
reproducibility.

Study [21] classified instant messaging activities based on general 
usage types (e.g., text or image exchange) without distinguishing be-
tween sent and received messages. Their reported performance, esti-
mated from graphical results, showed F1-scores of approximately 0.925 
for WeChat and 0.975 for WhatsApp. In contrast, our approach intro-
duces systematic feature selection and model optimization to explic-
itly discriminate message direction, providing finer granularity and im-
proved interpretability of user actions.

To provide a controlled comparison, we additionally implemented 
the framework described in [21] using our WhatsApp dataset, as it is 
the platform with best performance in both studies. This framework 
was selected because it is the most closely related to our approach, as 
it employs hierarchical traffic segmentation into flow, session, and di-
alogue levels combined with a Random Forest classifier. To implement 
this framework, a Python script was developed to process the PCAP files, 
group packets into connection flows, and subsequently divide them into 
sessions, which were further segmented into dialogs. Both segmentation 
steps followed a time-interval criterion between packets, as described in 
the original work. In addition, dialogs containing a very small number 
of packets were discarded before training and testing a Random Forest 
model with 100 trees.

The evaluation was conducted under the same experimental configu-
ration used in this study, including a 50% training and 50% testing split. 
However, the original work only addressed the detection of general us-
age types and did not distinguish between sent and received messages. 
In our implementation, we used our dataset, which includes distinctions 
between multimedia and text messages as well as between sent and re-
ceived messages (see Table 4).

Under these identical experimental conditions, the reproduced re-
sults achieved precision, recall, and F1-score of 0.87. In comparison, our 
proposed framework achieves precision, recall, and F1-scores of approx-
imately 0.98 on the WhatsApp dataset, demonstrating an improvement 
of 0.1 points thanks to the effectiveness of the proposed transaction-
centric segmentation and feature selection strategy in accurately iden-
tifying user activities in encrypted instant messaging traffic.

In [23], user activity detection was evaluated on multiple applica-
tions, including Snapchat and WhatsApp, with the goal of identifying 
generic chat sessions rather than specific message events. Our method 
extends this scope by identifying message direction and type, offering a 
more detailed behavioural characterization. This refinement translates 
into higher accuracy, with F1-score improvements of approximately 0.3 
points for Snapchat and 0.2 for WhatsApp. Although [23] also analysed 
Facebook activity, none of the events involved message transmission, 
underscoring the narrower scope of their study.
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Table 9 
Confusion matrices.

Table 10 
Comparative performance of user activity detection methods extracted from the literature, alongside our 
corresponding results.
 Ref.  Platform  Event  Prec.  Recall  F1  Our Prec.  Our Recall  Our F1
 [20]  Facebook  Send message  1.00  1.00  1.00  0.92  0.87  0.89

 Twitter  Tweet /message  1.00  0.95  0.97  0.73  0.58  0.62
 [22]  Twitter  EP methods  1.000  0.939  0.968  0.73  0.58  0.62
 [21]  WeChat  Usage  ~0.925  ~0.95  ~0.925  0.92  0.90  0.91

 WhatsApp  Usage  ~0.95  ~0.975  ~0.975  0.98  0.98  0.98
 [23]  WhatsApp  Chat  0.6471  1.00  0.7857  0.98  0.98  0.98

 Snapchat  Chat  0.4706  0.7273  0.5861  0.87  0.80  0.83

Collectively, these results reveal a clear trade-off between dataset re-
alism and reported accuracy. Prior works achieved near-perfect metrics 
under constrained, synthetic, or platform-specific conditions, whereas 
our method attains competitive performance across nine heterogeneous 
IM services under real user-driven traffic. This demonstrates the scala-
bility and robustness of the proposed framework across diverse network 
environments.

In summary, the proposed approach provides higher cross-platform 
generalizability, a transparent feature-engineering pipeline, and the ca-
pacity to distinguish between message sending and receiving with event-
level precision. These characteristics, together with the use of realistic 
datasets, establish it as a more interpretable and practically applicable 
framework for analysing encrypted instant messaging traffic, advanc-
ing the state of the art toward comprehensive and privacy-aware user 
activity detection.

5.  Ethical and privacy considerations

Activity fingerprinting has the potential to reveal behavioural pat-
terns even when message content remains encrypted. For this reason, 
all experiments in this study were conducted under strict ethical and 
privacy safeguards. The dataset was generated entirely within con-
trolled laboratory environments, and no personal or identifiable in-
formation was captured or analysed. Only flow-level metadata such 
as packet size, direction, and timing were processed, while payloads 
were excluded at all times. All traffic was anonymized immediately af-
ter capture, and the experiments complied with institutional research 
ethics guidelines and the principles of the General Data Protection 
Regulation (GDPR). The proposed framework is designed for legit-
imate, consent-based applications, such as network forensics, intru-
sion detection, and system performance analysis, where visibility into
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encrypted traffic patterns can provide valuable diagnostic or security
insights.

We are aware, however, that the same techniques could be misused 
for unauthorized surveillance or profiling. To mitigate this risk, we ex-
plicitly discourage any application of this work outside lawful and eth-
ical boundaries and emphasize the need for transparent oversight and 
informed consent when such analyses are performed. Our results also re-
veal potential side-channel vulnerabilities in the way some instant mes-
saging platforms manage their encrypted traffic. Therefore, we discuss 
possible countermeasures, such as traffic padding, batching, or timing 
randomization, that can be implemented by service providers to reduce 
the information leakage exploited by fingerprinting techniques. By ad-
dressing these aspects, we aim to contribute not only to the technical 
advancement of encrypted traffic analysis but also to its responsible and 
ethical deployment in real-world contexts.

6.  Conclusion

The fingerprinting of message transmissions, both text and multime-
dia, can be achieved with a high degree of precision across most instant 
messaging platforms. Our results demonstrate F1 scores ranging from 
0.98 for WhatsApp to 0.62 for X. Based on these findings, the models 
can be confidently applied to platforms such as WhatsApp, where they 
exhibit near-perfect accuracy, while for platforms like X, their reliability 
may be insufficient for confident deployment.

Overall, the proposed methodology, encompassing empirical data 
generation, connection characterisation, feature extraction and selec-
tion, and machine learning-based classification, proved effective for 
accurate and real-time fingerprinting of encrypted instant messaging
activities. By leveraging transaction-level analysis instead of complete 
connections, the framework supports real-time detection with low la-
tency and high interpretability.

Beyond its technical contribution, this work provides an empirical 
foundation for understanding how encrypted traffic can inadvertently 
expose user activity patterns. The findings highlight both the potential 
of such analysis for legitimate security and forensic applications, and 
the need for responsible, privacy-conscious deployment. To mitigate the 
risks of activity fingerprinting, messaging platforms should consider im-
plementing countermeasures such as traffic padding, batching, or timing 
randomisation to disrupt identifiable patterns. Future work may explore 
adaptive defences and the transferability of trained models across evolv-
ing platform architectures.
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