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 A B S T R A C T

Two critical aspects in IoT are security and resource consumption. Physically Unclonable Functions (PUFs) 
are hardware security primitives that exploit the inherent manufacturing variations of integrated circuits 
to generate unique identifiers. Due to their uniqueness and resistance to cloning, they are widely used for 
IoT device authentication. In this work, a novel approach to enhance the identifiability of compensated 
measurement PUFs is introduced. This method involves applying specific weight masks to the parameters 
extracted from the PUF entropy source before conducting comparisons to determine the output bit. This 
technique has been tested on several types of PUFs constructed using public datasets. As a result, it has 
been observed that the Equal Error Rate (EER) can be greatly improved, up to two orders of magnitude. The 
main advantage of this technique is that it does not modify the architecture of the compensated measurement 
PUF (which is interesting for IoT devices, as it does not require extra resources), while it also has proven 
to be generalizable, i.e., the optimal mask parameters can be found using a small set of devices and, then, 
generalized to a different bigger set of devices. This way, this proposal contributes to the development of novel 
authentication schemes for IoT devices, addressing both security and resource efficiency, critical issues in IoT 
environments.
 
 

 

 
 
 
 

 
 

 

1. Introduction

With the increasing growth of the Internet of Things (IoT), IoT 
networks must face a series of challenges including those resource 
limitations and a vast number of network nodes, making these systems 
vulnerable to security risks. Furthermore, cryptographic methods based 
on sharing secret keys have been proven to be vulnerable particularly in 
terms of protection against physical attacks and secure key generation 
and storage (Shamsoshoara et al., 2020; McGrath et al., 2019; Ning 
et al., 2020; Miah and Hossain, 2025; Kalam and Keshri, 2025). Tra-
ditionally, conventional cryptographic methods rely on storing a secret 
key in the memory of the IoT device, making it possible for an attacker 
who has access to the device to uncover the secret key.

To address this issue, Gassend et al. (2002) introduced for the first 
time the concept of ‘‘Physically Unclonable Function’’ (PUF). A PUF 
is a hardware security primitive that leverages the intrinsic variations 
occurring during the manufacturing process of devices to generate 
a kind of ‘‘digital fingerprint’’ that uniquely authenticates the IoT 
device (Maes, 2013; Lin and Liang, 2021). This key is only generated 
when needed for the authentication process, thus avoiding storing of 
secret information in non-volatile memories, as it is done in conven-
tional cryptographic modules. This fact prevents the key from being 
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exposed to several types of attacks, including invasive, semi-invasive, 
and side-channel attacks (Zerrouki et al., 2022).

A large number of PUFs use the compensated measurement tech-
nique, which consists of comparing parameters extracted from the PUF
entropy source in pairs (Marchand et al., 2018; Li et al., 2020; Yao
et al., 2021). This way, a much more stable response is obtained, as this 
technique contributes to reduce effects that similarly impact all entropy 
sources of the PUF, mainly variations of temperature and supply voltage
changes of the devices (Maiti and Schaumont, 2011).

Among the diverse types of PUFs employed in IoT devices, delay-
based PUFs and memory-based PUFs are the most widely implemented. 
Specifically, these include Arbiter PUF (Hemavathy and Bhaaskaran,
2023; Anandakumar et al., 2022); Ring Oscillator (RO) PUF (Baturone
et al., 2023; Rahman et al., 2016); Latched Ring Oscillator (LRO)
PUF (Della Sala et al., 2022); SRAM PUF (Ni et al., 2024; Shifman
et al., 2019); and Configurable Tristate (CT) PUF (Zhang et al., 2022). 
Since these primitives are commonly used in authentication schemes
for IoT devices (Mall et al., 2022; Farha et al., 2021; Modarres and
Sarbishaei, 2023), the identifiability, which reflects how effectively a 
PUF can uniquely identify a device, is often a key metric to evaluate
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PUF quality. To achieve a strong identifiability, a PUF must exhibit high 
reliability (the ability to consistently generate the same response to a
specific challenge despite environmental or operational variations) and 
high uniqueness (the ability to produce distinct and unique responses 
to a given challenge across different devices).

One major research focus in PUF development has been the design 
and implementation of techniques to improve PUF reliability (Cook 
et al., 2023; Su et al., 2022; Santana-Andreo et al., 2024), especially in 
the face of environmental changes such as temperature or supply volt-
age fluctuations. Recent works have introduced strategies to enhance
the reliability of specific PUF types, such as the Switched-Capacitor 
(SC) PUF (Wang et al., 2024) and PUFs based on Random Telegraph 
Noise (RTN) in transistors (Santos-Prieto et al., 2024). Importantly, 
improvements in reliability must be achieved without compromising 
the uniqueness of PUF, as both properties are essential for IoT device
authentication (Idriss et al., 2021; Qureshi and Munir, 2022). In this 
regard, in Aparicio-Téllez et al. (2024), a novel approach to improve
identifiability of the PUF was proposed. However, this approach re-
quired a significant amount of resources, a critical aspect for IoT 
devices, and its generalizability was not demonstrated.

In this work, we present a novel optimization technique to im-
prove the identifiability of compensated measurement PUFs in IoT 
devices. Existing methods to enhance PUF identifiability often require
significant hardware resources or per-device parameter tuning, which 
is impractical for resource-constrained IoT devices. Our approach ad-
dresses this limitation by optimizing the PUF parameters on a small 
subset of devices and generalizing the results to a larger population, 
eliminating the need for individual device tuning. This strategy not
only improves identifiability — reducing the Equal Error Rate (𝐸𝐸𝑅)
by up to two orders of magnitude in some cases — but also requires no 
additional hardware resources, making it highly suitable for practical 
IoT authentication schemes.

The main contributions of this work are:

• The development of a generalizable optimization technique for 
compensated measurement PUFs, which allows for improved 
identifiability using only a small training set of devices.

• The implementation and evaluation of this technique across mul-
tiple PUF types using public datasets, demonstrating significant
identifiability improvements without additional resource over-
head.

This paper is organized as follows: in Section 2, the compensated 
measurement technique and some important PUF metrics are intro-
duced; in Section 3, the optimization technique is explained as well
as its theoretical justification; Section 4, describes the optimization
process; Section 5, applies the proposed technique to different types of 
PUFs and analyzes the identifiability improvement; finally, conclusions
are drawn in Section 6.

2. Background

2.1. Related work

Regarding hardware architecture modifications, some works pro-
pose physical cell changes to inherently boost reliability. On the one
hand,  Su et al. (2022) designs a custom 8T SRAM cell to improve ra-
diation tolerance and lower the Bit Error Rate (BER) by half compared 
to standard 6T cells. On the other hand,  Wang et al. (2024) exploits 
the configurability of capacitors in an SC-PUF to suppress the offset of
the sense amplifier, which is a major source of instability in advanced 
FinFET processes.

Regarding bit selection, some PUF optimization studies focus on 
identifying the most robust entropy units before PUF deployment. In
particular,  Santana-Andreo et al. (2024) uses Data Retention Voltage
(DRV) as a predictive tool to select SRAM cells that will remain stable 
2 
even after significant aging (considering BTI and the often-overlooked
NC-HCI effects). Other works such as  Aparicio-Téllez et al. (2023b), 
significantly increase the number of possible configurations in a CRO-
PUF, allowing them to select pairs with such high frequency differences
that the PUF achieves 100% reliability, potentially eliminating the need 
for complex Error Correcting Codes (ECC).

Other works like  Santos-Prieto et al. (2024) and  Wang et al. 
(2024) also address environmental stability: mainly temperature and 
voltage fluctuations. The former uses a temperature-aware tuning of 
the harvesting function based on the Arrhenius activation energy of
defects, while the latter ensures that their SC-PUF units remain valid
as anti-invasive attack shields across a wide temperature range. In 
Table  1, the main strategies discussed in all these works are com-
pared, including hardware architecture modifications, bit selection,
and stability techniques against environmental variations. Furthermore, 
together with  Aparicio-Téllez et al. (2024), this is the only work that 
focuses on identifiability while simultaneously improving uniqueness 
and reliability.

Finally, a comparison of this work with  Aparicio-Téllez et al. 
(2024) is shown in Table  2. As can be seen, the proposed method
improves PUF identifiability more effectively, reducing the EER by up 
to two orders of magnitude, whereas the approach in  Aparicio-Téllez
et al. (2024) requires a very specific nonlinear transformation (NLT).
Additionally, the proposed method does not require changes to the PUF 
architecture or extra hardware, unlike the NLTs. The optimization of
mask values and block structure allows for more direct and efficient 
tuning compared to function coefficient optimization.

2.2. Compensated measurement technique

In PUFs that contain multiple identical entropy sources (such as 
an array of identical ring oscillators), a compensated measurement 
technique is often used to ensure reliable and stable PUF responses,
despite potential environmental variations (e.g. temperature, voltage, 
and aging effects). With this technique, which was first introduced 
by Gassend et al. (2002), instead of directly using the raw measured 
values (such as the oscillation frequencies of each ring oscillator) 
to generate the PUF response, a pairwise comparison approach is 
employed.

With this technique, the entropy sources are grouped into pairs. For 
each pair, a binary response is derived by comparing the values of the
parameters within that pair. Specifically, if the parameter (e.g., fre-
quency) of the first source in a pair is higher than the parameter of 
the second source, the output bit 𝑏𝑎𝑏 is set to 1; otherwise, it is set to
0: 

𝑏𝑎𝑏 =
{

1 𝑓𝑎 > 𝑓𝑏
0 𝑓𝑎 ≤ 𝑓𝑏

(1)

This relative comparison between pairs helps to minimize the im-
pact of environmental fluctuations on the response, a critical require-
ment for ensuring reliable performance in IoT devices, where operating
conditions can vary significantly. This makes the output more stable 
and reliable over time and across varying environments. In Fig.  1, the
architecture of a PUF using the compensated measurement technique 
is shown.

2.3. Main PUF properties

To be suitable for IoT device identification and authentication, a
PUF must satisfy two essential properties: reliability and uniqueness.

Reliability measures the ability of a PUF to consistently produce the 
same response to a given challenge under varying environmental con-
ditions, such as temperature fluctuations or supply voltage variations 
in IoT devices. A commonly used metric to quantify PUF reliability 
is the intra-chip Hamming Distance (intra-HD). Given two responses, 
𝑌 (𝑥) and 𝑌 ′(𝑥), generated by the same PUF device 𝑗 under the same
𝑗 𝑗  



R. Aparicio-Téllez et al. Computers & Security 168 (2026) 104958 
Table 1
Comparison of state-of-the-art PUF designs, their strategies, techniques, target metrics, and implementation platforms.
 Work PUF

type
Primary
strategy

Technique Target 
metric

Platform/ 
Process

 

 Su et al. (2022) SRAM Custom 8T
Cell

Adding two cascode pMOS
transistors to standard 6T cells

Reliability 28 nm
FDSOI

 

 Cook et al. (2023) CRO Configuration
Search

Maximizing frequency 
difference through a
massive search space

Reliability FPGA
(Artix-7)

 

 Santana-Andreo 
et al. (2024)

SRAM DRV-based
Bit 
Selection

Identifying stable cells
using Data Retention Voltage 
(DRV) metrics before
deployment

Aging 
Resilience

65 nm 
CMOS

 

 Santos-Prieto et al. 
(2024)

RTN-based Evolutionary
Selection
and Tuning

Genetic algorithms for pairing
and temperature-
aware tuning

Reliability 65 nm 
CMOS

 

 Wang et al. (2024) Switched-
Capacitor 
(SC)

Capacitor
Reconfiguration

Optimal configuration of
four capacitors + LSSA
offset suppression

Reliability 12 nm 
FinFET

 

 Aparicio-Téllez 
et al. (2024)

Different 
PUFs

Nonlinear 
Transformation

Applying polynomial
transformations to parameters
extracted from entropy source

Identifiability Public
databases
and 
FPGA

 

 This
work

Different 
PUFs 
(RO, 
TERO,
etc.)

Weight
Masks

Applying specific additive 
values to parameters before
bit comparison

Identifiability
(Uniqueness 
+ Reliability)

Public
databases
and
FPGA

 

Table 2
Comparison between the approach in Aparicio-Téllez et al. (2024) and the proposed weight mask 
technique for improving PUF identifiability.
 Aspect Aparicio-Téllez et al. (2024) This work  
 Basic idea and
operation

Applies a NLT to each 
extracted parameter before
comparison.

Applies a weight mask that
modifies the parameters
before performing the
comparisons.

 

 Transformation 
approach

Mathematical transformation
applied individually to each
parameter.

Structured modification of 
parameter blocks using a sliding
mask.

 

 Implementation Requires hardware logic to
compute the nonlinear 
function.

Does not modify the PUF
architecture and some 
architectures require no 
additional
hardware resources.

 

 Optimization Optimization of function
coefficients through training.

Optimization of mask values
and dimensions.

 

 Identifiability 
improvement

Improvement depends on the
selected transformation.

Can reduce the EER by up to
two orders of magnitude.

 

 

 

 
 
 

 

 
 
 

challenge 𝑥, the intra-HD is defined as: 𝐻𝐷intra
𝑗 (𝑥) = 𝐻𝐷(𝑌𝑗 (𝑥), 𝑌 ′

𝑗 (𝑥)),
where HD is the ‘‘Hamming Distance’’, which quantifies the number of 
differing bits between two binary sequences 𝑌 , 𝑌 ′ of the same length
𝑁 . Ideally, this value should be 0%.

Uniqueness measures how distinct the responses of the same type 
of PUF are across different devices. The most commonly used metric 
to quantify uniqueness is the inter-chip Hamming Distance (inter-HD).
Given two responses 𝑌𝑖(𝑥) and 𝑌𝑗 (𝑥) generated by the same type of PUF
in two different devices, 𝑖 and 𝑗 (𝑖 ≠ 𝑗), under the same challenge 𝑥, the
inter-HD is defined as: 𝐻𝐷inter

𝑖,𝑗 (𝑥) = 𝐻𝐷(𝑌𝑖(𝑥), 𝑌𝑗 (𝑥)) 𝑖 ≠ 𝑗, Ideally, its 
average value should be 50%.

In a PUF-based authentication scheme, the response is compared 
with a previously saved response from the IoT device. If the distance
between them is less than or equal to a previously established iden-
tification threshold, 𝑡𝑖𝑑 , the device is positively identified. Otherwise,
the response is considered to be from a different device. Typically,
the effectiveness of any authentication system is measured with False
Rejection Rate (FRR) and False Acceptance Rate (FAR). While FRR gives
 

3 
Fig. 1. Conventional compensated measurement PUF architecture.

the probability of an authentication attempt to result in a false rejec-
tion, FAR gives the probability of an authentication attempt to result
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Fig. 2. Proposed PUF identifiability optimization technique.
 

 
 

 

 

 

 

 

 

 

 
 

 

 

 

 

 
 

 
 
 
 

in a false acceptance. Both parameters are mathematically defined: 
𝐹𝑅𝑅(𝑡id) = 1 − 𝐹bino(𝑝̂intra𝑃 ), 𝐹𝐴𝑅(𝑡id) = 𝐹bino(𝑝̂inter𝑃 ), (2)

where 𝐹bino(𝑝̂intra𝑃 ) and 𝐹bino(𝑝̂inter𝑃 ) are the Cumulative Distribution
Function (CDF) of intra-HD and inter-HD respectively.

Both rates should be as low as possible, but they cannot be min-
imized at the same time as when one rate is improved, the other is
worsened and vice-versa. Typically, an identification threshold value
for which both FAR and FRR are approximately equal is selected. This 
threshold is the ‘‘equal error threshold’’ (𝑡𝐸𝐸𝑅). For discrete distribu-
tions, the 𝑡𝐸𝐸𝑅 is defined: 𝑡𝐸𝐸𝑅 = argmin𝑡{max{𝐹𝐴𝑅(𝑡id), 𝐹𝑅𝑅(𝑡id)}},
and the corresponding probability is the ‘‘equal error rate’’ (EER): 
𝐸𝑅 = max{𝐹𝐴𝑅(𝑡𝐸𝐸𝑅), 𝐹𝑅𝑅(𝑡𝐸𝐸𝑅)}, (3)

From a practical point of view, identifiability, measured with the
EER, is the most important property of a PUF as it provides the proba-
bility of an authentication attempt to result in a false rejection and false
acceptance. Furthermore, it simultaneously combines the properties of 
uniqueness and reliability. This way, this work focuses on proposing a
novel strategy specifically designed for IoT devices to improve the EER
without requiring significant additional resources.

3. Proposal

3.1. Description

In this work, the main idea is to add a certain quantity to the pa-
rameters extracted from the PUF entropy source before performing the
comparison to obtain the output bit. This way, given two parameters 
𝑓𝑎, 𝑓𝑏, the novel output bit 𝑏′𝑎𝑏 result of the comparison is given by: 

𝑏′𝑎𝑏 =
{

1 𝑓𝑎 > 𝑓𝑏 + 𝛼
0 𝑓𝑎 ≤ 𝑓𝑏 + 𝛼

(4)

𝛼 does not have to be the same for each parameter. Therefore, the 
value 𝛼 added to each parameter is determined by the so-called created
‘‘weight masks’’.

Given a PUF with 𝑁𝑝 parameters 𝑎𝑖𝑗 , it is possible to arrange them
into a 𝑟 × 𝑡 matrix. As it can be seen in Fig.  2, the proposal consists of 
adding a certain value 𝑤𝑢𝑣 to the parameters 𝑎𝑖𝑗 obtained from the PUF 
entropy source. This way, the transformed parameters 𝑎′𝑖𝑗 are given by
the expression: 
𝑎′𝑖𝑗 = 𝑎𝑖𝑗 +𝑤𝑢𝑣 ∀𝑤𝑢𝑣 ∈ R. (5)

The added values 𝑤𝑢𝑣 are determined from a weight mask of size
𝑝×𝑞 with 𝑝 ≤ 𝑟, 𝑞 ≤ 𝑡 which is displaced around the original parameters
matrix. As it can be seen in the example of Fig.  3(a), the weight mask 
shifts in blocks over the larger matrix, applying a single transformation 
4 
to each parameter at each block position. Furthermore, as it is shown in
Fig.  3(b), depending on the dimensions of the weight mask, when the 
mask is shifted it may extend beyond the bounds of the larger matrix. 
In those cases, the transformation is applied only to the parameters that
remain within the weight mask. Once performed the transformation, all 
𝑎′𝑖𝑗 ’s are compared in pairs to obtain the PUF response. For simplicity, 
in this work, weight masks in the form of a 1× 𝑞 array have been used.

This transformation is equivalent to initializing some of the memo-
ries that store the measured property of the PUF primitive to a certain 
value (e.g. frequency counters in case of the RO-PUF), as it can be seen
in Fig.  4(a). In particular, when 1 × 2 or 2 × 1 masks are used, the 
compensated measurement PUF architecture remains unaltered (Fig. 
4(b)) as only one of the counters is being initialized.

3.2. Theoretical justification

There are different ways to compare the parameters extracted from
the PUF entropy source to obtain the binary response. One of the 
most widely used topologies involves comparing all parameters with 
each other, allowing a response of up to 𝑁𝑝(𝑁𝑝 − 1)∕2 bits from 
𝑁𝑝 parameters. Another topology involves repeating one parameter 
in each comparison, thus obtaining responses of up to 𝑁𝑝 − 1 bits.
However, in both topologies, the resulting bits are not completely
independent (Diez-Senorans et al., 2021). To achieve independent bits, 
a simple strategy is to compare parameters without repeating any in
each comparison, thus obtaining responses of up to 𝑁𝑝∕2 bits. This is
the most common strategy and the one that will be used in this work.
Furthermore, it is worth noting that the properties of inter-HD and
intra-HD are dependent on the comparison topology used to construct 
the PUF.

In Aparicio-Téllez et al. (2023b), two general parameters to mea-
sure the uniqueness and reliability of PUF based on the compensated 
measurement technique were proposed. Unlike intra-HD and inter-HD, 
these parameters were independent on the comparison topology used. 
Let 𝑓𝑖𝑗𝑘 be the parameter obtained from the entropy source of the PUF 
at repetition 𝑖, location 𝑗 and device 𝑘. Furthermore, it is supposed that 
𝑁𝑖 repetitions are performed in 𝑁𝑗 locations of 𝑁𝑘 different devices.

This way, the reliability quality indicator is defined as the percent-
age of bits which meet the condition: 
|

|

|

|

|

|

𝜎𝑗𝑗
′𝑘

dif
𝛥𝐹 𝑗𝑗′𝑘

|

|

|

|

|

|

< 𝑡repr (6)

where 𝐹 𝑗𝑘 = 1
𝑁𝑖

∑𝑁𝑖
𝑖=1 𝑓𝑖𝑗𝑘, 𝜎

𝑗𝑘
rep is the standard deviation of 𝐹 𝑗𝑘, 𝛥𝐹 𝑗𝑗′𝑘 =

𝐹 𝑗𝑘 − 𝐹 𝑗′𝑘, 𝜎𝑗𝑗′𝑘dif =
√

(𝜎𝑗𝑘rep)2 + (𝜎𝑗
′𝑘
rep)2, and 𝑡repr is the threshold used to 

determine if a bit is reliable.
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Fig. 3. Examples of matrix of 6 × 6 parameters using (a) 2 × 2 weight mask and (b) 4 × 4 weight mask.
 
 
 

 

 
 

 

 

 

 

 
 

Similarly, the uniqueness quality indicator was defined as the per-
centage of bits which meet the condition: 
|

|

|

|

|

|

𝜎𝑗𝑗
′

inter

𝛥𝐹 𝑗𝑗′

|

|

|

|

|

|

> 𝑡uniq (7)

where 𝛥𝐹 𝑗𝑗′ = 1
𝑁𝑘

∑𝑁𝑘
𝑘=1 𝛥𝐹

𝑗𝑗′𝑘, 𝜎𝑗𝑗′inter is the standard deviation of 𝛥𝐹 𝑗𝑗′ ,
and 𝑡uniq is the threshold used to determine if a bit is unique or
not. It is evident that a PUF must meet both conditions (6) and (7)
simultaneously.

In this work, it is proposed to add certain values to the parameters
obtained from the entropy source before performing the comparison to 
obtain the PUF response. To determine the effect on uniqueness and 
reliability, parameters in locations 𝑗 remain unchanged 𝑓𝑖𝑗𝑘 → 𝑓𝑖𝑗𝑘
while a certain value 𝛼 is added to parameters in locations 𝑗′ 𝑓𝑖𝑗′𝑘 →

𝑓 𝛼
𝑖𝑗′𝑘 = 𝑓𝑖𝑗′𝑘 +𝛼. This is equivalent to the architecture previously shown
in Fig.  4(b). This way, 𝐹 𝑗′𝑘

𝛼 = 𝐹 𝑗′𝑘+𝛼, 𝜎𝑗′𝑘rep 𝛼 = 𝜎𝑗
′𝑘
rep, 𝛥𝐹 𝑗𝑗′𝑘

𝛼 = 𝛥𝐹 𝑗𝑗′𝑘−𝛼,
𝜎𝑗𝑗

′𝑘
dif 𝛼 = 𝜎𝑗𝑗

′𝑘
dif , and the novel condition of reliability is: 

|

|

|

|

|

|

𝜎𝑗𝑗
′𝑘

dif
𝛥𝐹 𝑗𝑗′𝑘 − 𝛼

|

|

|

|

|

|

< 𝑡𝛼repr. (8)

Similarly, 𝛥𝐹 𝑗𝑗′
𝛼 = 𝛥𝐹 𝑗𝑗′ −𝛼, 𝜎𝑗𝑗′inter 𝛼 = 𝜎𝑗𝑗

′

inter, and the novel condition
of uniqueness is: 
|

|

|

|

|

|

𝜎𝑗𝑗
′

inter

𝛥𝐹 𝑗𝑗′ − 𝛼

|

|

|

|

|

|

> 𝑡𝛼uniq. (9)

As it can be seen in (8) and (9), depending on the value of 𝛼, 
uniqueness or reliability can be enhanced although it is not possible 
to enhance both properties simultaneously. However, one property 
can be improved (e.g. reliability) and the other can be worsened 
(e.g. uniqueness) so that the overall result is an improvement of the 
PUF identifiability.
5 
In Fig.  5, the EER of different pairs of 𝜇intra and 𝜇inter has been 
represented using 128-bit responses and assuming ideal binomial distri-
butions. As it can be seen, it can be found a pair of points (𝐴1, 𝐵1) where
an improvement of the uniqueness and a worsening of the reliability 
results in an improvement of the PUF identifiability, for example: 
𝐴1 = (1.3, 34.0, 1.67 ⋅ 10−9), (10)

𝐵1 = (1.8, 48.5, 2.22 ⋅ 10−14). (11)

Similarly, it can also be found a pair of points (𝐴2, 𝐵2) where
an improvement of the reliability and a worsening of the uniqueness 
results in an improvement of the identifiability, for example: 
𝐴2 = (1.6, 49.5, 2.33 ⋅ 10−15), (12)

𝐵2 = (0.5, 47.0, 1.30 ⋅ 10−17). (13)

Based on this justification, identifiability improvement of different 
PUFs is measured using the so-called ‘‘Enhancement Factor’’ (𝐸𝐹 ),
defined as the division between the EER without applying the transfor-
mation (𝐸𝐸𝑅before) and after applying the transformation (𝐸𝐸𝑅after): 

𝐸𝐹 =
𝐸𝐸𝑅before
𝐸𝐸𝑅after

(14)

A value of 𝐸𝐹 > 1 will mean that the identifiability of the PUF has
been improved while 𝐸𝐹 ≤ 1 will mean that it has remained equal or
worsened.

4. Methodology

4.1. Datasets

To test this proposal, four databases which provide the raw fre-
quencies of different types of oscillators have been used to construct 
different types of PUFs:
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Fig. 4. Proposed PUF architectures based on the Compensated Measurement
Technique. (a) Proposed optimization using constant masks. (b) Proposed op-
imization using constant masks with one parameter is equivalent to initialize 
dd (or even) counters to a certain pre-fixed value.

Fig. 5. EER depending on 𝜇inter and 𝜇intra using 128-bit PUF responses.
6 
1. Maiti et al. database: This database has been obtained from Maiti 
et al. (2010). It contains the frequencies of 5-LUT ring oscil-
lators in 125 different Spartan3E S500 FPGAs. Oscillators are 
distributed in a 16 × 32 matrix and each frequency has been
measured 100 times. Moreover, each ring oscillator is imple-
mented in a single Configurable Logic Block (CLB). This database
will be referred as HOST10 database.

2. Wild et al. database: This database has been obtained from Wild
et al. (2017). It contains the frequencies of three oscillation-
based architectures used to construct different types of PUFs: 
Ring Oscillator PUF (RO-PUF), Transient Effect Ring Oscillator 
PUF (TERO-PUF), and three Loop-PUFs (Loop-Latch, Loop-Wire, 
and Loop-PDL). Each architecture has been implemented in a 
16 × 80 matrix of 100 Artix-7 FPGAs. To analyze random tem-
poral noise, the authors also measured these frequencies twice 
at standard nominal temperature. Furthermore, two more extra 
measurements can be extracted from this database for RO-PUF, 
TERO-PUF and Loop-Latch PUF frequencies. This database will 
be referred as FPL17 database.

3. Hesselbarth et al. database: This database has been obtained 
from Hesselbarth et al. (2018). It contains the frequencies of
6592 3-LUT ring oscillators implemented in 217 Artix-7 FPGAs.
Each frequency has been measured 100 times in four different
parts of the FPGA: Left-Lower (LL), Left-Upper (LU), Right-Lower
(RL) and Right-Upper (RU). In this works, authors mention that
the frequency of oscillators are strongly dependent on their lo-
cation on the FPGA (LL, LU, RL or RU). Therefore, four different 
weak PUFs have been constructed in each part. This database 
will be referred as HOST18 database.

4. Aparicio et al. database: This data have been obtained from
Aparicio-Téllez et al. (2023a). In this work, among other experi-
ments, 200 11-LUT and 3-LUT ring oscillators were implemented
in 40 different Artix-7 FPGAs. The frequency of each oscillator
was measured 100 times. Furthermore, the location and routing
of oscillators were fixed so that all of them were as identical as
possible. This database will be referred as SNS23 database.

4.2. PUF response generation

Given the raw frequencies of the oscillators, the PUF response has 
been obtained for each case using software tools. Oscillators have 
been compared using the non-overlapping comparison topology thus 
ensuring that no correlation exists between consecutive bits of the PUF 
response and obtaining 𝑁p∕2 bit-length responses.

4.3. Optimization

They key idea is to use approximately 20% of FPGAs during the
training process to determine the optimal values of the weight mask
and then use the other 80% of data to validate the results using the
weight mask obtained during the training process. The first dataset 
will be referred as ‘‘training dataset’’ while the second one will be 
the ‘‘validation dataset’’. This way, it can be ensured that the obtained 
optimization parameters using a small set of devices can be generalized 
to other bigger set of devices.

It is worth noting that the optimization stage is performed using 
only a subset of devices because the objective is to determine trans-
formation parameters associated with the PUF architecture rather than 
with individual devices. Since all devices share the same hardware de-
sign and differ only due to manufacturing variability, a representative 
subset is sufficient to estimate parameters that can later be applied 
to the rest of the population. The proposed transformation does not
alter the underlying entropy sources but only applies a deterministic 
mask before generating the response bit, thus preserving the intrinsic
physical behavior of the PUF. This strategy is particularly suitable for 
IoT–cloud scenarios, where a large number of devices manufactured
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Table 3
Number of FPGAs (𝑁FPGA), repetitions (𝑁Meas) and oscillators (𝑁Osc) of the complete, training and validation 
datasets.
 Dataset Data HOST10 (Maiti 

et al., 2010)
FPL17 (Wild 
et al., 2017)

HOST18 
(Hesselbarth 
et al., 2018)

SNS23 
(Aparicio-Téllez et al., 
2023a)

 

 Full dataset 𝑁FPGA 125 100 217 40  
 𝑁meas 100 4/21 100 100  
 𝑁osc 512 1280 6592 200  
 Training 𝑁FPGA 20 20 20 8  
 𝑁meas 100 4/21 100 100  
 𝑁osc 256 256 256 200  
 Validation 𝑁FPGA 100 80 80 32  
 𝑁meas 100 4/21 100 100  
 𝑁osc 256 256 256 200  
1Using available public dataset, four repetitions can be extracted for RO, TERO and Loop-Latch PUFs at 22◦C while only two 
for Loop-Wire and Loop-PDL PUFs.
 

 
 

 

 

 

 

 

 

 
 

 

 

 

 

 

 
 

 

 
 
 
 
 

 

 
 
 

 

 

with the same design must be authenticated by a centralized infrastruc-
ture, allowing the optimization to be performed once during enrollment 
and then generalized across the entire device population.

In Table  3, the number of data used for training and validation is
shown as well as the total number of data of the dataset. As observed, 
for each database and type of PUF, a weak PUF with 256 oscillators
has been constructed (resulting in 128-bit responses), except for the
SNS23 database, where 200 oscillators were used, generating 100-bit 
responses. Although with the HOST10, FPL17, and HOST18 databases, 
longer responses could be generated, the choice to use 128-bit re-
sponses aims to strike a balance: ensuring the response is long enough
to make the PUF secure, while not so long as to significantly increase 
the authentication time. This response length is also a standard practice 
in PUFs.

The optimization target will be the EER. The objective function to
be optimized takes as input an array of length 𝑛: 𝛼⃗ = (𝛼1, 𝛼2,… , 𝛼𝑛) and 
calculates the EER based on the transformed values obtained from the 
entropy source of the PUF. The parameter 𝑛 corresponds to the number
of parameters of the weight mask used in the optimization process. As 
parameters are being compared using the non-overlapping comparison
topology, parameters with odd index remain unalterable. Therefore, a 
1 × 𝑞 weight mask will have 𝑛 = 𝑞∕2 different parameters. In this case, 
optimizations have been carried out with up to 𝑛 = 4 parameters. This
is because it has been observed that using only 𝑛 = 1 is sufficient to 
improve the identifiability of the PUF. Moreover, using a larger number
of parameters complicates the optimization process and significantly 
increases the time required to complete the optimization. In this way, 
for each vector 𝛼⃗, an EER value is obtained.

The optimization process is carried out using the Broyden–Fletcher–
Goldfarb–Shanno (BFGS) method (Fletcher, 2000), implemented in
Python’s ‘‘scipy.optimize’’ library. This method uses the gradient of
the objective function, in this case 𝐸𝐸𝑅(𝛼⃗), to converge more quickly 
to the solution. However, if the gradient is not provided, as in this 
case, the algorithm estimates it using finite differences. Compared
to other algorithms such as the Nelder–Mead Simplex algorithm, the 
BFGS algorithm requires fewer function calls, even when estimating 
the gradient (SciPy, 2024). Additionally, to obtain a better solution, 
the optimization system with multiple starts has been implemented,
generating a random array 𝛼⃗ of size 𝑛 in each start.

One of the aspects that requires special attention in this algorithm 
lies in its sensitivity to initial conditions. For this reason, the values 
of the databases have been scaled down by a certain reduction factor, 
which varies for each case, to ensure that the values are not too
high. Additionally, the initial prediction from which the algorithm 
starts has been carefully selected, taking into account the order of 
magnitude of the differences in oscillator frequencies between FPGAs 
after applying the corresponding reduction factor. Furthermore, the
local optimization algorithm BFGS has been combined with the global 
optimization algorithm ‘‘Basin-hopping’’ in order to reduce sensitivity
to initial conditions and converge faster to an optimal solution.
7 
5. Results

5.1. Identifiability analysis

To estimate identifiability, the average intra-HD (𝜇intra) has been 
calculated for each FPGA and the average inter-HD (𝜇inter) has been
obtained for all FPGAs for both training and validation sets. Then,
the FAR and FRR curves have been derived. Finally, the EER has 
been obtained using (3) and PUF identifiability improvement has been 
analyzed using 𝐸𝐹  factor.

In Table  4, the PUF properties obtained using the training and 
validation datasets respectively have been calculated. This way, the 
average intra-HD (𝜇intra), the average inter-HD (𝜇inter) and the EER
has been obtained for each of the PUFs constructed using the four 
mentioned databases. Furthermore, the enhancement factor (EF ) has 
been calculated using (14). In those cases where a mask has not been 
applied, it is evident that 𝐸𝐹 = 1. As mentioned in the previous section,
the non-overlapping comparison topology has been used to construct 
the PUF response. Using this approach, if we have two oscillators 𝑎 and 
𝑏, adding different values to both oscillators is equivalent to keeping the
parameter of oscillator 𝑎 unchanged while adding a different value to
oscillator 𝑏. For this reason, no transformation has been applied to odd
oscillators. Therefore, for each pair of oscillators (𝑎, 𝑏), there is only one
parameter to optimize. The table also shows the results obtained using
masks with different numbers of parameters 𝑛.

In general, it is observed that, in all cases, the identifiability of 
the PUF can be increased, reducing the EER by up to two orders of 
magnitude for certain types of PUFs and masks. Another observation 
is that, in general, the EF obtained with the training sets tends to be 
higher than those obtained with the validation sets. This aligns with
expectations, as the optimization and search for the optimal parameters 
are carried out with the first set, with the aim of generalizing the 
results to datasets with a larger number of FPGAs. In any case, it 
must be pointed out that significant improvements are obtained in the
validation sets, proving that the optimization is generalizable. Finally,
it is also observed that some masks tend to increase the reliability
of the PUF while worsening the uniqueness, whereas in other cases, 
the uniqueness improves while the reliability decreases, as previously
explained. The results obtained with each of the four datasets are 
analyzed below.

Regarding the HOST10 database, in the training set, the first obser-
vation is that as the number of mask parameters 𝑛 increases, the EF
factor also increases. However, in the validation set, it is also observed 
that for 𝑛 = 1, 𝑛 = 2 and 𝑛 = 4, a similar factor is obtained, 𝐸𝐹 ∼ 2.01. 
This indicates that for this database, using masks with two parameters
(𝑛 = 2) would suffice, as increasing the number of parameters does not 
lead to a lower EER. This is partly due to the fact that the optimization 
problem becomes more complex as the number of parameters increases.
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Table 4
Average intra-HD (𝜇intra) in %, average inter-HD (𝜇inter) in %, equal error rate (EER) and enhancement factor (EF ) for each type of PUF constructed using 
the four databases: HOST10, FPL17, HOST18, SNS23. The parameter 𝑛 refers to the number of parameters used in the optimization mask.

PUF type Property
Training Validation

No 
mask

n=1 n=2 n=3 n=4 No 
mask

n=1 n=2 n=3 n=4

HOST10

RO-PUF

𝜇intra 1.11 1.07 1.19 0.97 1.01 1.29 1.23 1.15 1.19 1.20
𝜇inter 45.94 45.65 46.74 45.89 45.94 46.79 46.79 46.79 46.62 46.79
EER 8.22 ⋅ 10−15 4.95 ⋅ 10−15 4.22 ⋅ 10−15 3.29 ⋅ 10−15 3.02 ⋅ 10−15 7.77 ⋅ 10−15 3.87 ⋅ 10−15 3.87 ⋅ 10−15 5.16 ⋅ 10−15 3.87 ⋅ 10−15

EF 1.00 1.66 1.95 2.50 2.72 1.00 2.01 2.01 1.51 2.01

FPL17

RO-PUF

𝜇intra 1.39 1.39 1.39 1.39 1.86 1.52 1.58 1.55 1.64 1.65
𝜇inter 44.12 46.60 47.21 46.37 47.02 44.75 46.39 46.52 46.31 46.31
EER 3.03 ⋅ 10−13 2.70 ⋅ 10−14 9.96 ⋅ 10−15 2.70 ⋅ 10−14 6.72 ⋅ 10−14 1.29 ⋅ 10−13 3.87 ⋅ 10−14 3.11 ⋅ 10−14 4.45 ⋅ 10−14 4.87 ⋅ 10−14

EF 1.00 11.23 30.44 11.23 4.51 1.00 3.33 4.15 2.90 2.65

TERO-PUF

𝜇intra 3.05 2.53 2.71 2.73 2.73 2.84 2.84 2.84 2.84 2.84
𝜇inter 46.50 46.50 46.50 46.50 46.50 48.28 48.75 48.80 48.78 48.72
EER 8.51 ⋅ 10−12 1.66 ⋅ 10−12 3.02 ⋅ 10−12 3.02 ⋅ 10−12 3.02 ⋅ 10−12 8.19 ⋅ 10−13 3.90 ⋅ 10−13 3.61 ⋅ 10−13 3.72 ⋅ 10−13 4.09 ⋅ 10−13

EF 1.00 5.13 2.81 2.81 2.81 1.00 2.10 2.27 2.20 2.00

Loop-Latch-PUF

𝜇intra 2.88 2.12 2.88 2.37 2.55 2.70 2.60 3.00 2.55 2.50
𝜇inter 24.70 23.24 30.95 23.89 24.22 24.28 23.49 32.16 23.85 23.91
EER 2.74 ⋅ 10−05 1.97 ⋅ 10−05 9.25 ⋅ 10−07 2.11 ⋅ 10−05 2.67 ⋅ 10−05 4.17 ⋅ 10−05 3.29 ⋅ 10−05 3.32 ⋅ 10−07 2.66 ⋅ 10−05 2.16 ⋅ 10−05

EF 1.00 1.39 29.64 1.30 1.03 1.00 1.27 125.60 1.57 1.93

Loop-Wire-PUF

𝜇intra 4.06 4.06 7.62 4.10 4.10 4.32 4.05 7.12 4.10 4.08
𝜇inter 25.53 25.72 40.69 25.69 25.97 25.46 25.46 40.07 25.67 25.88
EER 9.16 ⋅ 10−05 7.60 ⋅ 10−05 1.14 ⋅ 10−06 7.79 ⋅ 10−05 7.59 ⋅ 10−05 1.36 ⋅ 10−04 9.76 ⋅ 10−05 1.08 ⋅ 10−06 9.76 ⋅ 10−05 9.76 ⋅ 10−05

EF 1.00 1.21 80.35 1.18 1.21 1.00 1.39 125.93 1.39 1.39

Loop-PDL-PUF

𝜇intra 6.21 7.58 7.73 7.11 7.77 6.45 7.49 7.83 7.31 7.67
𝜇inter 38.14 43.68 47.87 42.83 46.45 37.46 42.91 47.85 42.86 46.53
EER 1.14 ⋅ 10−06 2.04 ⋅ 10−07 1.08 ⋅ 10−08 1.95 ⋅ 10−07 3.93 ⋅ 10−08 2.17 ⋅ 10−06 2.38 ⋅ 10−07 1.23 ⋅ 10−08 1.89 ⋅ 10−07 2.89 ⋅ 10−08

EF 1.00 5.59 105.56 5.85 29.01 1.00 9.12 176.42 11.48 75.09

HOST18

RO-PUF (LL)
𝜇intra 1.03 0.83 0.71 1.03 0.74 0.98 0.89 0.95 0.91 0.95
𝜇inter 45.07 45.07 45.04 47.34 45.05 46.80 46.79 46.75 47.38 46.77
EER 2.18 ⋅ 10−15 3.33 ⋅ 10−16 8.10 ⋅ 10−17 1.52 ⋅ 10−15 4.26 ⋅ 10−16 6.14 ⋅ 10−16 9.89 ⋅ 10−17 3.28 ⋅ 10−16 2.50 ⋅ 10−16 2.12 ⋅ 10−16

EF 1.00 6.55 26.91 1.44 5.12 1.00 6.21 1.87 2.46 2.90

RO-PUF (LU)
𝜇intra 0.98 0.98 1.04 0.80 0.89 1.04 0.94 0.96 1.01 0.97
𝜇inter 46.20 48.64 48.69 46.02 46.20 49.00 49.00 49.02 48.36 48.36
EER 6.63 ⋅ 10−16 1.55 ⋅ 10−16 1.43 ⋅ 10−16 2.07 ⋅ 10−16 3.14 ⋅ 10−16 1.11 ⋅ 10−16 8.24 ⋅ 10−17 7.94 ⋅ 10−17 5.02 ⋅ 10−17 3.53 ⋅ 10−17

EF 1.00 4.28 4.64 3.20 2.11 1.00 1.35 1.40 2.21 3.14

RO-PUF (RL)
𝜇intra 1.14 1.14 1.14 1.20 0.96 0.87 0.90 0.88 0.90 0.91
𝜇inter 46.81 46.86 46.92 46.81 46.81 47.32 47.33 47.34 47.32 47.35
EER 3.75 ⋅ 10−15 3.45 ⋅ 10−15 3.08 ⋅ 10−15 3.62 ⋅ 10−15 6.80 ⋅ 10−16 2.79 ⋅ 10−16 2.75 ⋅ 10−16 2.71 ⋅ 10−16 2.79 ⋅ 10−16 2.67 ⋅ 10−16

EF 1.00 1.09 1.22 1.04 5.51 1.00 1.01 1.03 1.00 1.04

RO-PUF (RU)
𝜇intra 0.96 0.74 0.76 0.69 0.77 0.96 0.95 0.96 0.97 0.93
𝜇inter 47.19 47.08 47.04 47.12 47.11 48.28 48.26 48.28 48.28 48.15
EER 3.53 ⋅ 10−16 8.52 ⋅ 10−17 1.01 ⋅ 10−16 2.01 ⋅ 10−17 9.66 ⋅ 10−17 3.51 ⋅ 10−17 2.59 ⋅ 10−17 2.85 ⋅ 10−17 2.41 ⋅ 10−17 1.20 ⋅ 10−17

EF 1.00 4.14 3.50 17.56 3.65 1.00 1.36 1.23 1.46 2.93

SNS23

RO-PUF (3LUT)
𝜇intra 1.29 1.52 1.37 1.38 1.50 1.60 1.43 1.55 1.51 1.24
𝜇inter 47.71 48.48 48.57 47.90 48.00 47.77 47.77 47.77 47.77 47.43
EER 4.27 ⋅ 10−12 3.37 ⋅ 10−12 1.73 ⋅ 10−12 4.23 ⋅ 10−12 3.73 ⋅ 10−12 6.95 ⋅ 10−12 3.78 ⋅ 10−12 4.86 ⋅ 10−12 5.06 ⋅ 10−12 2.42 ⋅ 10−12

EF 1.00 1.27 2.47 1.01 1.14 1.00 1.84 1.43 1.37 2.87

RO-PUF (11LUT)
𝜇intra 0.70 0.70 0.70 0.63 0.70 0.70 0.70 0.71 0.53 0.73
𝜇inter 42.11 42.11 42.46 42.11 42.57 41.69 41.95 42.10 41.69 42.03
EER 9.35 ⋅ 10−12 9.35 ⋅ 10−12 8.23 ⋅ 10−12 9.35 ⋅ 10−12 8.23 ⋅ 10−12 1.59 ⋅ 10−11 1.14 ⋅ 10−11 9.98 ⋅ 10−12 7.93 ⋅ 10−12 1.34 ⋅ 10−11

EF 1.00 1.00 1.14 1.00 1.14 1.00 1.39 1.59 2.01 1.19
 

 
 

 

 

 

 

 

Regarding the FPL17 database, in the training set, it is observed
that applying a mask with 𝑛 = 1 to the RO-PUF is enough to reduce the
EER by two orders of magnitude. However, the highest 𝐸𝐹  with the
RO-PUF is obtained for 𝑛 = 2, with an 𝐸𝐹 = 4.15 in the validation set.
For the TERO-PUF, the EER was reduced in all cases. Finally, regarding 
the Loop-based PUFs, the highest 𝐸𝐹  values in the training set were 
obtained for 𝑛 = 2, reducing the EER by two orders of magnitude.
Moreover, the parameters obtained for these types of PUFs and masks 
were also generalizable, achieving 𝐸𝐹 = 125.60 for the Loop-Latch PUF,
𝐸𝐹 = 125.93 for the Loop-Wire PUF, and 𝐸𝐹 = 176.42 for the Loop-
PDL PUF in the validation set. Once again, it can be concluded that the
optimal mask to apply would be the one with 𝑛 = 2, as it provides the 
highest 𝐸𝐹  in the validation set.
8 
Regarding the HOST18 database, it is noted that in most cases the 
applied masks have contributed more to improving the uniqueness of 
the PUF than to increasing its reliability. For example, in the validation
set, it has been possible to reduce the EER in some cases by up to 
two orders of magnitude (e.g., RO-PUF Left-Lower 𝐸𝐸𝑅 = 2.18 ⋅ 10−15

without a mask and 𝐸𝐸𝑅 = 8.10 ⋅ 10−17 with a mask using 𝑛 = 2
parameters). In the validation set, it has also been possible to improve
the EER by up to one order of magnitude, e.g., the RO-PUF Left-Lower 
from 𝐸𝐸𝑅 = 6.14 ⋅ 10−16 without a mask to 𝐸𝐸𝑅 = 9.89 ⋅ 10−17 with 
𝑛 = 1.

Regarding the SNS23 database, similar conclusions are drawn. In 
the case of the 3-LUT RO-PUF, although the highest 𝐸𝐹  in the training 
set was achieved with 𝑛 = 2 parameters, this result has proven to be 
less generalizable than the 𝑛 = 4 case. Finally, for the 11-LUT RO-PUF, 
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Fig. 6. Some identifiability curves obtained for (a) HOST10, (b) FPL17, (c) HOST18 and (d) SNS23 databases. Gray line corresponds to the EER. Dashed lines 
orrespond to identifiability curves without applying any mask.
 
 

 

 
 

 

 

 

 

 

 

 

 

a similar situation occurs where the highest 𝐸𝐹  in the training set was 
achieved with 𝑛 = 4, but it turned out to be less generalizable than 
𝑛 = 3. This may be due to the fact that, in some cases, the obtained
parameters fit the training data very well, but later prove to be less
generalizable to other datasets, which is known as over-fitting.

It is important to note that this strategy is particularly interesting 
for implementation in IoT devices, as it can significantly improve the 
identifiability of the authentication scheme with minimal additional 
resources. It is especially notable that with 𝑛 = 1, identifiability can 
be improved by an order of magnitude in some cases. This strategy is
based on initializing one of the counters and no extra resources are 
required.

Fig.  6 shows some of the identifiability curves, well known as Re-
ceiver Operating Characteristic (ROC) curves, obtained with each of the
four databases. On the horizontal axis, the False Acceptance Rate (FAR)
is represented, and on the vertical axis, the False Rejection Rate (FRR). 
The gray line corresponds to the EER. Shifting the ROC curve downward 
on the graph implies improving the robustness of the PUF, while shift-
ing it to the left indicates an increase in security. this way, curves that
are closer to the lower left corner will demonstrate greater robustness 
and security. Dashed lines correspond to identifiability curves without
applying any mask.

5.2. Modeling-attack implications

In this section, it is analyzed whether any bias is introduced in the 
PUF responses by applying the optimization scheme, which could be ex-
ploitable and thus reduce their resistance to potential modeling attacks. 
For this purpose, the responses of the 12 PUFs listed in Table  4 have 
been examined before and after applying the optimal transformation to 
the validation dataset.

Firstly, an analysis of the response uniformity has been conducted. 
The average uniformity of the PUFs across the different devices has 
9 
been calculated both before (𝑈̄before) and after (𝑈̄after) applying the 
transformation. Then, for each case, the deviation of these values from 
the ideal value has been measured. In Fig.  7, the deviations 𝜎𝑈before =
|𝑈̄before − 0.5| (blue) and 𝜎𝑈after = |𝑈̄after − 0.5| (orange) are shown. 
Additionally, for each PUF, the difference: 
𝛥unif = 𝜎𝑈before − 𝜎𝑈after , (15)

has been calculated. A value of 𝛥unif > 0 indicates that the re-
sponse uniformity has been improved after the transformation, whereas 
𝛥unif < 0 indicates that the uniformity has been deteriorated. The first
observation is that, in the case of the RO-PUF, Loop-Latch-PUF, Loop-
Wire-PUF, and Loop-PDL-PUF from the FPL17 database, the uniformity 
is significantly improved. In these cases, applying the mask led to a 
considerable increase in the PUF inter-HD, for example from 25.46% to 
40.47% (𝑛 = 2) for the Loop-Wire-PUF, or from 37.46% to 47.85% (𝑛 =
2) with the validation set. This improvement is due to the existence
of a relationship between the uniqueness and uniformity properties. 
Similarly, for the other implementations, no significant difference in
uniformity is observed: in some cases, it improves by up to 2%, while 
in the worst case it does not deteriorate by more than 1%.

Secondly, an attempt was made to model the PUF responses using 
various algorithms. As input to the models, the indices of the corre-
sponding entropy sources were used, and as output, the resulting bit 
from the comparison between both sources was considered. The goal 
of each model is to determine whether, given that pair of indices,
the output bit will be a 1 or a 0. Ideally, for a response that cannot 
be modeled, an accuracy of 50% would be obtained. The algorithms
used for this purpose were: Decision Tree (DT), Random Forest (RF), 
K-Nearest Neighbors (KNN), Support Vector Machine (SVM), and a
Multilayer Perceptron (MLP), which are commonly employed in this 
type of PUF modeling analysis.

To evaluate the impact of the optimization scheme on identifiability, 
the deviation of the accuracy value without applying the transforma-
tion was calculated: 𝜎 = |𝐴̄ − 0.5|, and after applying the
𝐴before before  
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Fig. 7. PUF uniformity analysis before (blue, 𝜎𝑈before ) and after (orange, 𝜎𝑈after )
pplying the optimization scheme.. (For interpretation of the references to 
olor in this figure legend, the reader is referred to the web version of this 
rticle.)

optimal transformation: 𝜎𝐴after = |𝐴̄after − 0.5|, for the same PUFs as in
the previous case. Subsequently, the difference was calculated: 
𝛥acc = 𝜎𝐴before − 𝜎𝐴after , (16)

so that a value of 𝛥acc > 0 indicates that the modeling resistance has
been improved after the transformation, whereas 𝛥acc < 0 indicates that
it has been deteriorated. The values of 𝛥acc for each PUF and algorithm
are shown in Fig.  8. As can be observed, for the vast majority of PUFs 
and models, 𝛥acc > 0, indicating that, in most cases, applying the mask 
improves the PUF resistance to modeling attacks; whereas in the worst
case, the degradation does not exceed 0.03.

5.3. Case study: PUF prototype implementation in FPGA

To provide evidence of the practical implementation of this PUF 
optimization system, we have implemented two fully functional proto-
types of 3-stage 200-oscillator RO-PUFs on a PYNQ-Z2 board including 
an Artix-7 FPGA, producing 100-bit responses. This corresponds to one
of the two architectures from the SNS23 database used previously, upon 
which this optimization process has been applied. As shown in Table 
4, using the validation dataset and masks with 𝑛 = 4, the identifiability 
of the PUF can be improved, achieving an 𝐸𝐹 = 2.87.

This way, two functional PUF designs have been implemented, both
including the proposed RO-PUF along with other auxiliary circuitry
(such as test signals and some IP blocks to establish PC-FPGA commu-
nication): one design implements the RO-PUF without the optimization 
scheme, and the other implements the system with the corresponding
optimization. Moreover, in this design, each ring oscillator has its own
counter, so implementing this optimization technique, even with masks 
10 
Table 5
FPGA resource utilization comparison between the baseline RO-PUF implemen-
tation and the design including the proposed optimization technique.
 Resource Before Opt. After Opt. Increase Available 
 LUT 3466 (6.52%) 3590 (6.75%) 124 53200  
 LUTRAM 62 (0.36%) 62 (0.36%) 0 17400  
 FF 7665 (7.20%) 7665 (7.20%) 0 106400  
 IO 1 (0.80%) 1 (0.80%) 0 125  
 BUFG 1 (3.13%) 1 (3.13%) 0 32  

of size 𝑛 = 4, is expected to incur almost no resource cost on the FPGA.
This is a common practice, employed to parallelize the measurement 
process and thereby minimize the response time of the PUF. In Fig.  9, 
the implementation of both designs on the FPGA is shown. As can be 
seen, there is an area where the oscillators have been implemented, 
while the rest of the design modules — including debug modules and 
auxiliary circuitry for PC communication — are highlighted in red.
These were generated by Vivado after the synthesis and implementation
process.

Fig.  10 shows the on-chip power estimation reported by Vivado 
for both implementations: the baseline RO-PUF and the optimized 
design including the proposed optimization block. As can be observed, 
the total power consumption remains practically unchanged in both 
cases (approximately 1.43 W). Moreover, regarding dynamic power
consumption, it should be noted that the TOP module of the design
consumes only 0.022 W, while the remaining power is mainly due 
to the FPGA–PC communication interface. The distribution between
dynamic and static power components is also nearly identical. This
result confirms that integrating the optimization mechanism does not
introduce any noticeable power overhead. This behavior is expected 
because the design already includes dedicated counters for each ring
oscillator, meaning that the optimization logic can reuse the exist-
ing measurement infrastructure without requiring additional switching 
activity or complex control structures.

Table  5 compares the FPGA resource utilization for both implemen-
tations. The results show that the inclusion of the optimization block 
leads to only a negligible increase in the number of LUTs, while the us-
age of other resources such as LUTRAM, FF, I/O pins, and clock buffers 
remains unchanged. Therefore, the proposed optimization technique 
can be integrated into the RO-PUF architecture without introducing a
meaningful hardware overhead, confirming that the improvement in
identifiability can be achieved without increasing the resource footprint
of the system.

5.4. State-of-the-art comparison

As can be seen, this work addresses these specific ‘‘bottleneck’’
issues that these earlier strategies (Table  1) could not resolve:

• Eliminating Hardware Overhead: Unlike previous approaches
based on nonlinear transformations or physical cell modifications, 
such as custom SRAM designs, this work uses a weight mask 
technique that can be implemented simply by initializing counters
to specific values. This results in a low additional hardware cost, 
which is critical for resource-constrained IoT environments.

• Solving the Generalizability Problem: A common flaw in previous
selection or tuning methods was the need for per-device charac-
terization, where every single chip had to be extensively tested. 
In this work, we demonstrate that the optimization can be per-
formed on a small subset of devices (20%) and then successfully
generalized to the entire population (80%).

• Identifiability Optimization: By mathematically applying weight 
masks to parameters before comparison, the work achieves a 
reduction in the Equal Error Rate (EER) of up to two orders 
of magnitude. This allows the PUF to reach high security and 
robustness levels that previously required much more complex 
hardware-based error correction (ECC) or active reconfigurations.
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Fig. 8. 𝛥acc for different PUFs and algorithms.
Fig. 9. Layout of the PUF prototype implementation on FPGA including auxiliary circuitry: (a) without and (b) with optimizer block.
Fig. 10. On-chip power estimation obtained from Vivado for the FPGA implementation: (a) baseline RO-PUF design without the optimization scheme and (b) 
O-PUF design including the proposed optimizer.
 

 

 

 

 

 
 

6. Conclusions

In this work, a novel strategy to improve the identifiability of 
compensated measurement PUFs has been proposed for IoT device
authentication. This technique consists of initializing the PUF counters 
with specific values. Furthermore, to test its efficiency, the proposed
technique has been applied to different types of PUFs constructed using 
public databases.

Firstly, this technique avoids the need to use extra logic to improve
the efficiency of the PUF unlike other state-of-the-art strategies, as it 
only relies on initializing the PUF counters with specific values. This
 

11 
is crucial for PUF-based authentication schemes in IoT devices, where 
resource consumption is critical. Secondly, the optimal parameters
for improving PUF efficiency that are obtained from a training set 
are also generalizable. This means that a PUF vendor could use a 
small number of FPGAs to determine the optimal parameters, initialize
the counters, and then provide a larger set of IoT devices with the 
integrated PUF. Thirdly, using a weight mask with two parameters is
an effective strategy to enhance the identifiability of the PUF. This way,
this approach can improve the EER up to two orders of magnitude 
without requiring a large number of parameters, as that complicates 
the optimization process and considerably increases the time needed 
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to obtain the optimal weight mask values, thus improving security in
IoT authentication schemes.

Future research directions include exploring new optimization strate-
gies, using weight masks of different sizes and types such as convolu-
tional masks.
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