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1. COMMUNICATIONS IN A GLOBAL WORLD

In today’s media-dominated world, very few are mottune with the technological
innovations and the varied offer of electronic desgi providing services that make life
easier in many respects. However, it seems weaak ltonsented to the fact that, in
exchange for contracting many of these servicesamegranting the access of our
personal information to private enterprises suchdiggal marketing companies and
internet service providers (ISP), among others.

As a consequence, it is possible for these compaaiknow what the people are
looking for, which content they follow, and everetbonsumers’ tastes and personal
relations. This issue becomes especially contrialedsie to the increasing number of
declarations pointing out to the fact that there aommercial interests behind the
purposes of these companies and providers to toleare and use our data. It seems
that, as long as people are increasingly using rdayal devices that track location,
tastes or consuming habits, they are exposed tdrdmked in the web for the
commercial benefit of corporations.

In this respect, the activities of digital markegticompanies become essential. In
view of some researches, these organizations acbarge of offering free content to
the consumers in exchange for private data, wighphrpose of providing them with
additional advertising aimed at altering their beba (“Anuncios hasta” 00:07:26-
00:08:05)

Of course, this situation raises several questigvisich is the final destination
for all the personal data collected? Who ultimateyefits from the massive amount of
powerful information? The outcome of a new raisawareness in the last few years
materialized in the 2018 EU Cookie law. AccordingGlare Hopping, this digital law,

which broadens its effects to the US consumer abjgean Internet Services, requires



organizations to obtain the visitors’ consent sata€ollect their information on an
electronic device, and occasionally allows conswsmnter opt out of having cookies
installed in order to protect their right to priyac

Nevertheless, although it may seem that the lawnm®s protection for the
users’ privacy, in most of the cases it merelyiinfe about the privacy conditions of the
services to contract. The misleading situation teeaan unfair situation to the
consumer, who forcibly has to choose between ettfeising access to the service, or
accepting it by likewise handing in their privatergonal and consumer data for the
commercial interest. This lack of seriousness ubtixly gives the green light for these
companies to conduct their activities without riestins, and therefore, without any
ethical commitment to its consumers.

Conversely, it is worth noting that in some casglesse private companies do not
operate alone but their activities are linked t® @overnment as the main recipient of
the data collection. In 2015he Guardianpublished an article about a new research in
which they unveiled the existence of controveraiatraft that was equipped with mass
electronic data collection technology under fiotits companies’ credentials tied to
some FBI counterterrorist missions. The FBI airfcrafas shielded from public
knowledge so as to, according to the governmemtsiitition, prevent a possible
boycott of the counterterrorist purpose of the raitcfleet and, therefore, further
burdening taxpayers. At this point, the report ®sgg how, like the private companies,
the Government also seems to focus its efforts astening the use, collection and
storing of electronic information on a massive scal

Nevertheless, the controversial implication thas thiece of news has for a
proper understanding of the US civil liberties eefed in the Constitution is evidenced

in the use of the terrorist threat as a meansstifyuhe secrecy of a mission that might



infringe the privacy of many innocent people. Inngsthe promise of security in
exchange for infringing the privacy of the indivals, the Government recalls the old
spot liberty vs. security, and opens the door toowerful violation of basic human
rights. Also, the computer programmer and Centredlligence Agency worker Edward
Snowden, in his disclosing of top-secret governnaemuments, called the attention to
the dilemma between the necessity to be protectédhe risk of losing our liberties.

This political use of the counterterrorism disceudsas been analyzed by
Zygmunt Bauman, who provides important observationsthe relationship existing
between the emphasis on security by the Governieettthe interests of the global
market system. Bauman notes that “to focus locailythe ‘safe environment’ and
everything it may genuinely or putatively entad, exactly what ‘market forces’ [...]
want the nation-state governments to do” (119)ehiise, he comments on the extent to
which governments are focused on accomplishingntiigsion, instead of more intricate
guestions, since it has been observed that a gmestial focus on security seems to
stimulate investors’ confidence in the nation, whmonducts to economic prosperity
(119). Accordingly, there is a necessity for usthg discourse of fear to obtain the
favors of the business community, which at the sdmme recalls the increasing
preeminence of global market interests over thieanice of nation-state powers.ths
respect, Bauman argues that “supranational” fotisasare the outcome of the global
financial system are nowadays in charge of managireg world’'s resources and
displacing the power of the nation-states, which aot expected to seek “military,
economic and cultural self-sufficiency” but to admter affairs on their behalf, by
policing for their interest (56, 63).

Such an interpretation of the current global wasldelated to the processes of

privatization that western powers started when gbétics of globalization became



functional, approximately, in the 1970s. It wasrthrehen the liberal elites, favored by a
political difficulty in managing amounts of new deanatic social reforms, started
defending a business perspective on the world, lwinc words of John R. Saul
developed “around naked, commercial self-inter€3B). Among the consequences of
this well-known process was that every governmtarted legislating away the powers
that make democracy possible, which favored presesd deregulation of public
services

Arguably, these economic and political dynamicsehamabled global capital to
take political advantage, together with a consibleraepresentation in the world’s
governments. As a result, governments could hae@addned the idea of working for
the public interest, thus creating a world in whpalblic politics are dependent on the
solvency of global finances. In this environmengvernments would focus their
activities on the economic interests of those dldbeces, which involves developing
the necessary strategies for getting rid of thetambss to real economic dynamism.
This, in turn, would entail that committing to thalues of democracy might not be their
overriding objective, at least as far as the prdltpractices are concerned.

Thus, in light of what has been said above aboet itlterest of the US
Government in serving the demands of the globakataand the relationship with the
use of the counterterrorism discourse to createpamon favorable to their interests, |
will examine how the threat of terrorism after 9/iil the United States has been
exploited by the Government to justify mass sulaede. | will argue that anti-
terrorism legislation is being used in the benefita political system increasingly
dependent on corporatism or, in other words, in leaefit of the US industrial,
diplomatic and political interests. | will developy thesis by dividing my analysis into

three sections: Firstly, | will analyze the elalhmma of a new legislation that, since



9/11, makes legal a series of activities in whibk tlemocratic right to privacy is
violated. Secondly, in view of the documents disetb by Edward Snowden in 2013, |
will draw attention to the contrast existing betwdbe purpose of the new legislation
and its practical application. Then, | will commentthe extent to which the ambiguous
language of these laws has been used for the ingpl@tion of invasive activities of
surveillance. Finally, | will argue that the Goverant has been using the threat of
terrorism as a political tool, in order to manigaléhe public opinion and Congress and
therefore institutionalize corrupted practices i from invasive surveillance

activities.

2. THE NEW POLICIES OF THE AFTERMATH OF 9/11

The shocking events of September 11, 2001 changadadically the course of US
policies in security matters, and opened a puligate on civil liberties. For scholars
like Paul A. Heise, the subsequent war on terrdioviong the social trauma also
impacted the economy of private and public sedwgrincreasing the national debt on
the one hand and strengthening the interests sethmlustries willing to downsize the
public sector on the other (7). Seemingly, in antguincreasingly responsive to the
interests of the global market, the new socio-falit situation represented an
opportunity for the great industries to obtain fiert congressional support.

Apparently, despite the system of check and batamsel the separation of
powers enshrineth the US Constitution, power, Robert Byrd obsepamcentrated
more and more in the White House as a way of e¥iegt confronting further terrorist
threats (21). In a parallel way, there also emergedew type of anti-terrorism
discourse, which was based on the collective féanother terrorist attack and started

to be used persistently as the prerequisite forawipg the US policies on homeland



security (62).

At first, this new discourse ostensibly predispotezipublic opinion to support
the politics on homeland security that were proddsethe Executive, and provided the
Government with an aura of initiative and comprameth the safety of the nation.
However there were people who did not engage inpthisseverant discourse as it
entailed a rapid re-structuring of the politicalreeigement. Actually, one of the
particularities that Byrd highlighted concerningstlanti-terrorism rhetoric was that it
was often used as spectral evidence for the creafioew governmental bodies such as
the Department of Homeland Security (62). In hiswi this department was an
example of abuse of power, which was evidencetiernvaried statements that made up
its constitution For example, Byrd enhanced the insistence onnsatfagement on the
grounds that congressional oversight could undegrthie department’s functions (108).
Besides, there was an effort to provide the departmvith “such sums as may be
necessary to respond to the terrorist attacks ef Uhited States that occurred in
September 11, 2001” (qdt. in Byrd 62). In light thiese abnormal measures, Byrd
warned that the department aimed at becoming “émeral clearinghouse for sensitive
law enforcement”, which, according to him, meanta#istime high unfettered access to
intelligence (111).

Not surprisingly, another fundamental aspect ofettgping effective national
security measures involved the processing of igelce information, which was
mainly conducted by the National Security Agenc®). The NSA “is responsible for
global monitoring, collection and processing ofommhation and data for foreign
intelligence and counterintelligence purposes” tiblaal Security Agency”). Apart
from that, it is also in charge of securing the ¢éBmunication networks whilst at the

same time devising clandestine measures to accsimfiieir missions. However, the



activity of the NSA is not devoid of controversypnathan Haggerty and Arthur Rizer
affirm that although the agency only sorts outdh&a related to foreign information and
discards the rest, “they have not invested in stftecture that can narrow their
collection” since they collect the digital commuetions through the internet’s
backbone. Haggerty and Rizer also point out thatrthght be the reason why the NSA
is among the agencies which use semantics to pribkecntegrity for their procedures,
and thereby avoid the public debate on the ethésgdonsibility of their activities.

Returning to the aftermath of 9/11, there was aegjidead sense of urgency to
look for the creation of new public policies thaiutd guarantee the security of the
nation against terrorism. Responding to the requar@s of public opinion, the
Government focused its efforts on developing nelci@s on security matters, even
though the constitution of certain departments eged an abuse of the executive
power, according to seasoned politicians like,ewample, Robert Byrd. Nonetheless,
more similar policies were to come. Only four weaker the terrorist attacks, the USA
Patriot Act was passed in the Senate by an overwhelming majdtie Patriot Act was
an anti-terrorism bill composed mainly of two t#leTitle I, comprising domestic
security against terrorism and Title I, which feed on surveillance procedures. More
specifically, the latter gathered legislation ol surveillance of suspected terrorists,
including those involved in computer fraud, andefgn power agents who were linked
to clandestine activities. Furthermore, it requitieat the orders on surveillance must be
granted without disclosing the reasons, and thantsgprotected the secrecy of the
surveillance activities.

For some digital rights groups and civil rightsiasts however, Title Il was

especially controversial because it seemed to ekgaderal agencies’ powers of

! All references to the USA Patriot Act from en.vpi&tlia.org/wiki/Patriot_Act,_Title_|I.
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surveillance in regard to private electronic comioations. In particular, these
organizations pointed out to the fact that the laitked a proper system of checks and
balances, which revealed anomalies that infring@dnuconstitutional rights and
liberties. As the Electronic Frontier FoundatiorFf} declared: “It seems clear that the
vast majority of the sections involved were notefalty studied by Congress, nor was
sufficient time taken to debate it or to hear tastiy from experts outside of law
enforcement in the fields where it makes major geai (qtd. in “Patriot Act, Title I1”).

In a similar vein, the American Bar Association (ABasked the US Government “To
conduct regular and timely oversight including peildhearings [...] to ensure that
government investigations [...] do not violate thesEiFourth and Fifth Amendments
of the Constitution.” (qtd. in “Patriot Act, Titldl”). Finally, the American Civil
Liberties Union (ACLU) also opposed the bill by peularly stressing the threat it
posed to citizens’ privacy:

There are significant flaws in the Patriot Act, wk that threaten your

fundamental freedoms by giving the Government tbegy to access to your

medical records, tax records, information about libeks you buy or borrow
without probable cause, and the power to break yoar home and conduct
secret searches without telling you for weeks, merdr indefinitely. (qtd. in

“Patriot Act, Title 11”)

All these responses highlighting the capacity fog ainti-terrorism rhetoric to
result in potential abuses of power drew, amongrotispects, on the Patriot Act’s
amendment of the Foreign Intelligence SurveillaAce of 1978 (FISA), a federal law
that established “procedures for the [...] electrosurveillance and collection of
foreign intelligence information between foreignwmws [and] agents of foreign powers
suspected of espionage or terrorism” (qtd. in “Kprdntelligence Surveillance Act”).

For the first time, the enactment of the USA PatAct in 2001 amended this law,

which not only seemed to re-define the concepewbtism, but also modify the criteria
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for government surveillance.

In this respect, while the original law requiredttthe subjects posing a national
terrorist threat be agents of a foreign power, ibes amendment’s standards allowed
for the exercise of surveillance over all civiliattsat were considered suspects of
terrorist activities. Specifically, as noted in tRat Act, Title 1I” the amended FISA act
changed the purpose of foreign information coltacfrom “primary” to “significant,” a
term that the Electronic Privacy Information Cer(tePIC) said to lead “to inconsistent
determinations and potential overuse of the FIS¥haards.” Also, the scope of targets
was expanded after including the “roving survetti@hof those individuals “whose
actions may have the effect of thwarting the ideatiion of a particular person” (qgtd.
in “Patriot Act, Title 11”).

Concerning the orders on surveillance of foreigwgs, there were ambiguous
interpretations. While in the 1978 FISA Act, sutlaice orders “were limited to the
investigation of foreign threats to national setgitinow it was only required that the
surveillance target was an “agent of a ‘foreign poW(gtd. in “Patriot Act, Title 11”).
According to the Electronic Privacy Information @em the term ‘foreign power’
became problematic because, even if enough evidansebe collected to prove that a
US citizen was a terrorist, in the case of noreeits, as the law clearly states, the
accusation of terrorism could encompass any pevdom was representative of any
constituted foreign power.

Apart from the purposes and targets of surveillartbe Patriot Act also
modified the 1978 FISA standards concerning tygeeaords, information sharing and
cooperation relations for surveillance assistal¢gh respect to the first, the provision
required that only in those cases having to do vathivities to protect against

international terrorism or clandestine intelligenaetivities, the seizing of business
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records by federal agencies would be authorizedeNleeless, they could access the
information without the need to show probable caxfgdeir relation to terrorism to the
FISA court. Definitely, the provision generatedigngicant contrast with the original
order, which was only restricted to the seizingra¥el documents.

The new orders on information sharing also seema@hable the government to
obtain an increased control over surveillance.hi® ¢énd, not only did they facilitate the
nationwide spreading of information from local ages, but also allowed third parties
— such as phone companies and ISP; to share treniaion collected under their own
criteria. Thus, it was stated that “If the providezasonably’ [...] believes that an
emergency involving immediate danger of death doae physical injury to any person
iIs imminent, then the communications provider caw rdisclose this information
without fear of liability” (gtd. in “Patriot Act, ifle II"). Lastly, the Patriot Act would
expand the influence of government surveillanceugh surveillance assistance orders.
With a view to encourage cooperation, legal immunias offered “to those who assist
the Government in undertaking surveillance thahiaccordance with a court order.”
On top of that, the bill also ensured the “comp&aorsaof any person who rendered
surveillance assistance to a government agencyetelts no doubt that the order for
surveillance assistance had an intriguing implaratiNevertheless, the controversy
would not rely on the idea of cooperation but, oneare, on the use of terror as a
justification for obtaining the support of privat®mpanies and particulars. What is
more, even when the rest of the bill seemed torgémenore questions than solutions,
the creation of key cooperation relations wouldyankrease the possibility that, at a
technical level, an invasive surveillance couldubdertaken.

Also noteworthy was the fact that these ambigu@ts sf procedures, far from

being part of an emergency measure, remained this iar the implementation of
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subsequent policies. Just before the expiratiothefbill in 2006, the USA Patriot Act
was reauthorized, and only two years later, in 2@8&rovisions merged into the FISA
Amendment Act of 2008, whose provisions were extendntil December, 2017.
Among the orders relevant to surveillance, the atmemnt authorized the “targeting of
persons [...] believed to be located outside the ddhiStates but limited to targeting
non-US persons [...] for periods up to one year” ¢&tgn Intelligence Surveillance
Act). However, as noted in “Foreign Surveillancet A€ 1978 Amendments of 2008,”
the section was unprecise as to not to “intentlgridh addition, the order also allowed
for the authorization of foreign surveillance pragus with capacity to monitor
enormous amounts of electronic data. This issughwlias even more significant than
the previous provision, not only evidenced the metbgical developments of the new
millennium but probably was the final step in setelectronic surveillance programs
as one of the main resources to fight terrorismweéleer, as mentioned above, much of
these NSA programs lacked the infrastructure fterfng collected data which, together
with the absence of regulations when seizing datald lead to a problematic situation

concerning the privacy of the US people.

3. EDWARD SNOWDEN OR THE TRUTH BEHIND THE ANTI-TERBRISM
PURPOSE

Apparently, the two provisions set by the latessA-lamendment, together with the
ambiguity of the USA Patriot Act orders, paved thay for invasive surveillance. At
least, this seemed to be the perspective of somerigment workers who, being also
witnesses of the abuse of power conducted by thee@ment, decided to make a
public condemnation on controversial surveillanccpces.

It was the employee of the NSA Edward Snowden, wmdhe year of 2013,
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revealed shocking information about the surveilapractices of the Government. With
the support offhe Guardianas the main means for publication, he leaked sdntieeo
NSA'’s classified information with procedures to leot large-scales of US domestic
communications. The whistleblower, according The Guardianjournalist Glenn
Greenwald, had also declared in a previous intervieat the NSA conducted
surveillance over the communications of common Utizens on the grounds of
“incidental” collection, since the monitoring of &y communication is permitted as
long as it is exchanged with a foreign national whight be suspected of terrorism
(Greenwald 127).

As it might be expected, Snowden’s revelations aigph a turning point for the
Government, as they contradicted the main purpdséh® legislation on foreign
surveillance that had been enacted since the ewe¢rBeptember 11, 2001. This was
because, as it has been previously stated, atleoFtSA amendments coming from the
2001 USA Patriot Act until the 2008 FISA law wereemingly adopted to target
terrorists on the grounds of protecting the nafrom the terrorist threat. In this respect,
despite the Government’'s emphasis on “foreign ligexice” surveillance, the targets
were often common people. In fact, as Greenwal@aled in his book, one of the
leaked documents was a FISA top secret order foredtic surveillance (93). In it, it
was required that Verizon, one of the main US talemunication companies, handed
over to the government all information concernihg telephone calls from all its US
customers. Needless to say, this unwarranted atogssvate information constitutes
an abuse of power, and entails a severe violafibmiman rights.

Also concerning domestic surveillance, Snowden alagka series of files that
Greenwald calls “content” and “metadata”, two typafsinformation which were

collected regardless of counterterrorist investiget The former involved actual
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conversations from phone calls, emails and chatsyal as the interception of whole
internet browsing histories, among others. “Metadain the other hand, referred to the
information describing that data, such as the tand location of the targets at the
moment of communication (Greenwald 132). Althougiiiecting metadata may not
seem as intrusive as recording actual contenteninfgs, in much the same way, the
creation of profiles about the people with resgedtheir relations and habits. This, in
turn, made possible that the Government could kmmaw,only about the lifestyle, but
also about the political affiliations of the peaple

However, domestic targeting was not an isolatedceon More controversy
surrounding the government’s orders for surveikameerged when the rest of the
Snowden archive gave evidence that, in relationfa@ign agents surveillance,
information sharing and cooperation relations, éne@ere other interests involved that
transcended terrorism. Put plainly, there were ecoa and diplomatic interests behind
the surveillance of foreign agents. As testified GByeenwald himself, “Many of the
programs were aimed at the American population,dmziens of countries around the
planet — including democracies typically considetisl allies, such as France, Brazil,
India and Germany; were also targets of indiscraténmass surveillance.” (90).
Nothing made that clearer than the so-called “RalitAffairs” documents, which
revealed that the agency had conducted surveillahicgome political leaders from
Brazil and Mexico, two of the most influential cduas in the world economy given
their oil resources (Greenwald 141). As Greenwadted, the surveillance of other
countries served a double purpose, since this nbt f@cilitated information about
industrial resources and trade-planning stratefuisalso gave the US advantages in its
negotiations with other parties (137-139).

With regard to information sharing, as mentionedva) the 2008 FISA law
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prohibited access to the information by third mtiunless there were casualties
involved. Contrary to what was stated in the or@erd according to Greenwald, the
documents revealed by Snowden showed that the 84 10 get access to the servers
of many Internet companies often without prior ifiation (109). It wasThe
Washington Post' Bart Gellman, who in his investigations of PRISbhe of the
electronic surveillance programs leaked by Snowd#eclared that “From their
workstations anywhere in the world, government eygés cleared for PRISM access
may ‘task’ the system [...] and receive results framinternet company without further
interaction with the company’s staff” (qtd. in Grneeald 109). Also, in view of the
amounts of data that companies such as Faceboekedcdaily, it might be deduced
that, far from terrorism, government’s surveillarooeild rather be focused on studying
the lifestyle or even the ideological tendenciethefUS population.

The corporate partnerships that were disclosed vedése symbolic of the
Government’s corrupt practices. In this respectee@wald highlights that PRISM
documents revealed the existence of secret cooperaiations between the NSA and
influential corporations such as Yahoo! and Googtewell as further agreements with
Microsoft to obtain access to platforms such add@kt(108). All in all, it could be said
that the NSA, being a public agency, did not dewistefforts to guarantee the security
of the US population, but was rather focused ordimg up relations with private
corporations. In the words of Tim Shorrock, who Hadg investigated the NSA’s
controversial partnerships with private compani&®), percent of [the US] national

intelligence budget is being spent on in the pesdctor” (qtd. in Greenwald 101).

4. EXPLOITING THE AMBIGUOUS LAWS

The Snowden archive revealed the extent to whiebpite the emphasis on terrorism,
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the US Government was actually working to fulfd @conomic, diplomatic and political
agendas. Nonetheless, all of the clandestine amdlijpw@orrupt practices denounced
here were actually recognized as legitimate by 2088 FISA law, and therefore
operated according to legal guidelines set up byfederal government.

All these practices were legitimated as a resulaofomplex legal process.
Firstly, there was the fact that the 2008 FISA leamtinued the provisions on foreign
surveillance of the USA Patriot Act because, asligen stated above, the latter was
merged into the new amendment in 2008. Also, thisuldr have meant the
implementation of the former’s provisions concegihe surveillance of foreign targets
and types of records, as well as those ordersnformation sharing and cooperation
relations.

As was previously analyzed, according to some aitglynany of the orders set
forth by the USA Patriot Act were controversial,caese they were subjected to
ambiguous interpretations concerning the concepteafrist threat. Likewise, the
current law would have been subjected to the sambgedivity in interpreting the
provisions supposedly based on the terrorist thvdatch therefore would legitimize the
controversial provisions for surveillance denoundsd Snowden. Additionally, the
2008 FISA law added the two provisions commentedalbove, one dealing with the
surveillance of foreign people and another with twathorization of electronic
surveillance programs. Similarly, they would legiize controversial surveillance
practices as both were opened to ambiguous intatfmes on the one hand and
invasive surveillance procedures on the other.

Thus, as to the targeting of average people, tH¥8 ZBISA law would not
warrant targeting a US citizen, as mentioned abblesvever, as Greenwald points out

the provision allowed for the surveillance of thoseople who were exchanging
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information with targeted foreign citizens (112hig would imply that, in actuality, all
US persons who were exchanging information witbraign person who, in turn, could
be accused of “probable” terrorism could be tardete

Concerning the seizing of information, the 2008 A lfaw did not permit
obtaining the business records of any target, ankbey might be involved in
investigations designed to protect against temaris practice, however, in view of one
of Snowden’s leaked documents disclosing the oelahip between the two federal
institutions in a period of six years, the FISA dausually accepted the NSA'’s requests
to access business records (Greenwald 129). Snésvaarelation would be evidence
of the extent to which the question of “terroristestigations” could be used to infringe
upon people’s rights and liberties.

The subjectivity with which the concept of terroniscould be treated is also
demonstrated by the provision for surveillance deegign powers, particularly in view
of a disclosed document by Snowden relating thviaes of the telecommunications
companyHuawei in the US market. Greenwald, for example, highghow, this
document reveals that the governmental accusatbrsupposed terrorist activities
against the Chinese company had one precise olgetiie banishing of its activities in
the US because it was seemingly thwarting the eoonanterests of national
companies (147). In this way, since surveillancaldde authorized as long as the
target suspected of terrorism were an agent ofeagio power, it was justified that those
foreign industrial markets whose activities werendging the industrial interests of US
corporations were barred from US markets.

With respect to information sharing, although th8ANcould only access the
information shared by third parties in cases obragul injuries affecting the holders of

information, Greenwald notes that the agency hadayd had the possibility of
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obtaining access to private information hold bydhparties, since it could target any
US citizen via investigating connections with aefgn target suspected of terrorism
(112). Thus, he also comments on how internet compasuch as “Yahoo! have been
forced to share their collected data with the N®,joining surveillance programs
conducted by the government.

Lastly, this free sharing of information would likesse warrant the creation of
cooperation relations that would be absolutely lateel to terrorism and which, in view
of the granting of immunities and economic comp#asa offered, would be now
conducted more than ever. This demonstrates theiwesnich, as long as the activity
of surveillance is justified by the 2008 FISA latie NSA’s association with ISP and
Internet Companies is warranted. Needless to baysituation makes the argument of
“terrorism” a vague justification. Yet, this wasedsin plenty of occasions in order to
make legal the corrupted activities run by the NBéth in the name of the Government

and the whole nation.

5. CONCLUSION: FEAR OF POLITICAL MANIPULATION

Undoubtedly, the political circumstances the Unitethtes was subjected to as a
consequence of the terrorist attacks of Septemhe2d01 set unprecedented social and
political changes. The collective trauma createdgigh an unexpected event produced
a feeling of fear and uncertainty among the popautain a country where, apparently,
people was safe and things were ordered and reguiaifowing meticulous democratic
values. Taking advantage of the mood created byattaeks, the government took a
step forward and moved towards the enactment of pewies on homeland security
matters. Their new proposals would be more effecpulicies supposedly focused on

ensuring peace and security to the US population.
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Pressing to act, the Executive demonstrated a fhowaitiative. Its efforts
focused on enacting the necessary legislation megm®tect the population. The hasty
political proposals translated into an unquestitaétoist in the Government, which was
reflected in the Congressional support of all afnthdespite a legal language often
based upon ambiguities and tending to open int&fioas. However, their rapid and
widespread acceptation demonstrated that the emtirism rhetoric was a powerful
political tool. Thus, it should not come as a sisgthat the Government hurried to pass
other new laws that rested on the same subjeatide@ambiguous provisions.

It was not until the leakage of government clasdifidocuments by some
whistleblowers such as Edward Snowden that it wveamahstrated the extent the anti-
terrorism rhetoric concealed a series of anti-deataractivities that were supposed to
shield the nation from further attacks. For thetfiime, people started to comprehend
the political, economic and diplomatic interestfibd all those measures supposedly
devised to protect the citizens as well as thengxie which the legal language had
served to make constitutional all those corruptiéies. This demonstrated the power
and the effectiveness of the anti-terrorist rhetand of the “politics of fear”, in general
to manipulate public opinion and even to coerce dtess to vote for measures that
went against the general interest. Since then,Haarbecome one of the most efficient
tools to manipulate people. This is the reason ivtsyvital that there exists a minimum
awareness of the civil rights and liberties thatiesty should not give up under any
circumstances, and everything that is done in #reenof the people should be based in
constitutional values.

In a globalized world like ours, where the econoraid diplomatic interests
seems to lead the way of politics, it is importaot to forget that the political decisions

we take condition our lives. This implies that \as, citizens of supposedly democratic
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countries, must be critical towards the policied #re laws that are passed in our name
so that antidemocratic activities are not instinélize and so that our lives are not
subordinated to the interests of corporations ardupted officials. Instead, we must
fight for policies that take into account the rigfand liberties of every individual and
make sure that fear does not make us feel desperdabe face of things we cannot
control, and we must fight against those who dowentt out rights and freedoms to be

fulfilled when they stand in the way of the economy
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